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Jefulat 2

7129 4445 ol%

o M FAEE 71EE 4845
g Apdvbe] vlE) GR AT vLo g B} RS
Ho| o frxe A g FAT F ks
el 4] Qlefule] &Aslel &
g Bk £5419] she|tt. VPN 43 &
Aue] e wet F4f v A7k FeElE
w Z47ke] 73 gl A2 obE WA Za

2 7l 71%e] £AT 4 Aleh

o] k32 7] AR
E7)
EE fS}

o o

& [ntranet VPN: Eaje} z]Al7ke] o] E4]7)

& Remote Access VPN: 2Ale} o1#A#] 37}
Hh2 AL (4] 7ke] v BT

€ Extranet VPN: AR} ARg] tEY, 317
7] W ESF

CORPORATE
INTRANET

g
i

T~ REMOTE
CESE

VPN-anabiod Bllant

BUSINESS
PARTNER /
SUPFLIER
INTRANET

28 1. Virtual Private Network

1. VPN Auie)s.

Intranet VPN : Intranct VPN& F= <l
Elulel] edAz Balel 7} 2)ALE obalElA] dAsl=
LAN-t0-LAN A& 98 Al-&=e A2 vt &-¢
gl Aldalolu) BAF 2ALS] g)Abel| 4] B A}
= AEE $els Ao Br] wied F2 Qe

T AT
ke nEske o] Yakdeld T3k we

392



2l

Ef

M

Sok: Jhdbatd e wrate 12|32 UK AA -994]

Ao Rl Wil Bokake] HHevt o ¥
ol &Ajgtcl, FBIS} CSI(Computer Security
Institute) ] F5 ZAbe] Wp2d AAZ B+
o] ut ojate] WFelld ddofdriy o}, wiEid

£ AL WAl 23 ARFEe] ¢ "‘7%11’%
A ARrE| Ay, B2 2 LAN HFelM = 7]le]
v Ao v} vj gkl e] HE2A S 5 313-7} o
o End-to-End 53} AHexal/$-4 7wkl 4
of &gk Wi Bel-0 BT ARSH 4 g}

ki

Remote Access (Dial-up) VPN : 7]&2]
s T8 o848 fEA dial-up JA~E B
22 A g0l modem poole §A)8tm A e A5t
H]4-2 Aol B evt AEHUE backbone2®
o] &3romH _‘iEP AEsta 78 2 F=7 HAw
Remote Access VPNE& A olct.
Remote Access VPN A1 2+ mobile-to-
LAN 4422 371 7158 oI5 A2 o
= ARfe} A4l iRt ket A2 HEsheEs
PR =29 ko|yal FH= 740)1:]-_ whha] o] A
2 e S8l ARgolut ke folAd
o] Br} Fa3gh meiAle] & 5 ik, o] F Ao
A4k Sefeld BE AMal] 47 S0k T 7
o3, Av]e Al e Dial-up dA=9 54
< "}9“7‘} AR/ /HAF T2 B ARl el ol
718H 02 AFEof SRR 7|2A<] wloE
dmd/eF b opzh, AR} 7417‘4/ Ha3
#H A% AR T AT f=rt Bast
o} old EHAo=m <lEyl RADIUS
(Remote Authentication in Dial-In User
Service)7} 7P @] A=}

o
a

OE

_;:-%o]

Extranet VPN : Extl‘anet VPN% 2A
iﬂo]

7 = Business- to Busmess VPNJ %7",
Intranet VPNl s Belit $]3dAe] =3, B
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o} A A~ Aoyt Basied Al 24
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& 4 9l End-to-End ek 9@ ARER} 2h¢]9]
dAz A7) ZlRHeE A FEoler sta, 2
subnet®] AA e A4 A4S #sty, Hop A
& A4~ 27} 7}3‘3'} Application Proxys
ek 2] A 7]4= Aol
glghal ke, :7_?,]—/ z;'ial r"}/ﬂc] /ﬂ 2 oE =4
AE 435 AAAA Folof SRR ATAETE A
& EFE Hel *Mb‘ﬂ"? 3t HolgA
of djat gele}, 7%
3= AFol Tﬂ‘% 7ot 51'—5'] Extranet
VPN& 3 gubnetel4e] ok 247} o
subnet?] ¥olel] d3kE nA]A] UEE o} drl
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"_ ~—~—:11:::lo

—'-—-E'\r_

2. VPN 78 Jl=

& A Hdy, ¢3E/dE o
ek BEd-& VPNY
= Z e} s RS AR o, d3E/
| 7MIARE o8 AR AMAE T
q obAgE AdR ghEe] Fof (i oA
£ VPN #pdel] gt 42 5A41E &4
Intranet/Extranet ®ok AL F3s}A 3 =
o}, VPN 78l 7 de] A8-5E Tunneling
ProtocolE& the] 471#)7} ¢len], VPN 7]%
< A S e o] fAEAG A8 VPN
AR R 7= ol

VPN 78 7|2
2|1 dAd2Ale] 2 o] 7

.

A ;q]o]

¢ PPTP (Point-to-Point Tunneling Pro-
tocol: Layer 2 tunneling)

4 L2TP (Layer 2 Tunneling Protocol:
Layer 2 tunneling)

€ [PSEC (IP Security protocol: Layer 3
tunneling)

4 SOCKS V5 (Layer 5 tunneling)
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IGCOMPULSORY TUNNEL o ()

DIAL-UP

INTERNET

CONNECTION

L2TF Access Concentrator(LAC)

PPP Connecti

INTRANET

L2TP Netwark Server (LNS)

1% 2. Voluntary Tunnel vs. Compulsory Tunnel

PPTP / L2TP : . Microsoft #+2] PPTP<}
Qe ZF< L2TP (RFC 2661)+= Ae]ulof4
remote access VPN2 T4 &l=d 7}3 o] A
S5 FERIUE/AM 7[We] Tunneling
Protocolelt}. o] F ZE2EF2 2F Layer 29|
PPP E#jd] Wg Encapsulatione &3 T
27kl Bd-S X, Fe, 2BAATE Aol 7]
B 7)5olw, Bk gy PPPeA Algshe 2
alr) 5ol &gt g [ 2TPeA]= Bl 7kal wal
< $l3 [PSECE AMEFEE stz olot.

Layer 2 Tunneling ZA tunnel in-
itiatorel wel Voluntary Tunneling®
Compulsory Tunneling® 2 s g 9o}
Voluntary Tunneling< client-initiated
Tunneling ¢ 2 E2te|1E7} 24 Tunnel A¥
(2%2] Remote Access Server(RAS). IETF
Lol2E PPTP/L2TP Network Server(PNS/
LNS)Z %)% Tunneld FAlstnz Slo|ad
27k End-to-End Tunnele] #A=, Fefo]
A= PPTP/L2TP ZEEZ0] ghalie] gle]of
gl v Compulsory Tunneling [SP-
initiated Tunneling®.® <leul Au]2 2=}
(ISP) Remote Access Switch7} Sef]lES
e BRE 9ol AL AR Feleldlss]

Tunneling Protocole] &=l gl 942 7%
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v, 18Pel4] VPN AB]AE AFs S A-$ol
AM2ElY . PAC /LAC-PNS /LNSZF) Tunnel
o] A=}

PPTP¢t L2TP= ++kF Layer 2 Tunne-
ling M¥|2=F AFEHA| 5t o] £ Ale]el= F 714

Z28 Aolo] glck

¢ 7 ZEEZ 7% PPP EEE encapsu-
lationsl7] wiel, TP. IPX. NetBEUI,
AppleTalk 52 cjofst 48] =2 WEY
ZREEE AT glch 23 PPTP:
transit internetworke] IP WE#d 7
< 89¢k= ¥k, L2TP= Packet-
Oriented Point-to-Point @& AEs}
= v ELY 2R ofd g ZREZ A
oAM= AMg- 7hgsle) (e.g. TP, Frame
Relay PV(Cs, ATM V(s &)

¢ PPTP¥ End-PointEs Aol 3hte
TunnelsHg A8k}, L2TP+ Multiple-
Tunnel & 3|48}, waba] L2TPE AR5}
W QoSel wet A= o Tunneld o] &3
= gleh _

€ L2TPE st &% ¥ Tunnel-End-Point
oAF (AAE4e alFe] ehzl Tunnel
End-PointE2l Identityel Hg a1 7]
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Security Policy
Engine
User

Kernel SPD Interface

Security Policy
Database

nsart

delete

get

{P Engine
Netwark Device
Driver

Security Association
Administration ISAKM? /1KE
Engine
Tools
5AD Interface

IPSEC Engine

Encapsulation

.
‘_’l\ﬁ
.
.
iccor
.
.

Security Association
Database

Dacapsulation

IPSEC Architecture

Crypto Engine

Message
Authentication

Engrypt / Decrypt

HMAG-EHA MMAC-MD5

DES, 3DES,

J8 3. IPSEC T8 22 o

Lc

=

xﬂ ar

3Hx= PPTPell & o)#l ﬂhol 2
REF T4 AHEA} 9l (PAP,
CHAP MS-CHAP, EAP)o]u} dloje] &
w38/9r% (CCP, ECP) 59 23k 7]%
PPPell4] Algale AL Aggich

]oﬁ

1.

I
3L

L
]

i

IPSEC : IPSECS # 2ol 472 9
o] Sd=l 1P AlF2] Haks g e R
VPN el 7B el AMEE sl
[PSEC2 =7 [P dt& E33h= A 7l o
g Q1 7S AlFske AH(Authentication
Header), IP header °1¢¢] payloadel ™3l
Az /% 7eg AFs F=ESP(Encapsu-
lating becurlty Payload) #t), o3I
AH/ESPZ 3% 2H% oleyl Bl An)zef I
873+ Security Association Negotiation 2
gsle ISAKMP/
Security Association and

b
el
fu o

il

o

ol
Key Managements
IKE(Internet

Key Management Protocol / Internet Key
Exchange) & 7FA4%},
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IPSECE +&Ake] #HAdola] 2l =4 [P
address® rigteg ol AAL udsl= Policy
Engine, Security Association(SA) / Key
Management® ¥%93%-= ISKMP/IKE Eng-
ine, AH = ESP Encapsulationg $%3=
[PSEC Engine. 282 [PSEC ¥ ISAKMP/
[KE Engined 283 245 ¢34k 2ol Bzl
2 APIZ

2 A= Crypto Enginel® ve 4
=3

IPSECY F=-e =7 Transport Mode<t
Tunnel ModeZ vt} Transport Modew=
End-to-End Tunneling®l, Tunnel Mode+=
Gateway-to-Gateway Tunnelingel F% A}
25 7 Mode¥r Hgk Ao mel AH ESP
o AH with ESP 9| ojekslA «-4so}.

I[PSECS] Layer 3 Tunneling? PPTP/
L2TP9 Laver 2 Tunneling®| A=A vz
E‘:ﬂ l:] _1']- /]“E‘Jr
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Security Gateway 1 Security Gateway 2
o B S R R D W SRR =
Host A Host B
AH Tunne!
:= =1
ESP Transport
P ESP ESP ESP
‘ Header l Header Payload Trailer ‘ Auth l
Host A-Host B ESP Transport

New IP AH P ESP
Header Header Header Header

EsP ‘ ESP ‘

‘ Payload Traler Auth

5G1-5G2 AH Tunnel
JZ 4. IPSEC ZRES ZE 11H

€ PPTP/L2TP+= IP obd EfFd thej- =, firewall traversal® 91§ £5% Circuit-
Tunnelinge] 7Fs3#% IPSECe IP Level Proxy%® SOCKS V4el Client
Tunneling?t& A|¥3}, websd [P 29]  Authentication. Encryption Negotiation,
ekt MEd 22 rgd ARSSHE ezl
o W& Remote Access® YsIdE ZS Seesion Layer Security Protocold
PPTP/L2TPE A|dsfo} gkl SSL/TLSe Agtmle] AR8d 4 9lc} (7, 8, 9).

€ PPTP/L2TPE A8z} d¢je] el 24 £ S0CKSE 2 oH 3439 Tunneling
8 5ol 7lgsh)l, IPSECS 712422 Protocol AolAm AM-E 4 glem  Session
Host-to-Host %% #9489, fixed, Layer Proxy24] $218l22 IPSECET 84

routable IP address® 7Pg%lth o723 Axg AR~ A g 2% 5 it
A AAE e AHERL AdFo] A [PSEC #HE e OJEV] Az %l?kc"ﬂk 3ol =
ol thi-8-¢] [PSEC 7N “Zﬂ—i—ﬁ- ZH EAaeAle v EY g 37 SHeR AET
o) A8} Q& 2248 Agsla gloh vk, SOCKS V5E o]4d VPN 3h¢]A1]

b

& [PSECE si7 w998 ¢33/d% =55 Tunneling Protocoldl] B3 Holu A~ o]
g 7] B SOl JEY AF HokE Hgr|E 7l AFE 7] deel, Eof Bl Aw
F2% AFsAT. PPTP/L2TPE w3 % EOJ A3 We)7h &-7F+ Extranet VPN
PPP Tunnel®] 44, 4%, £e|& F2 3 2L F%ole A48e 233 5 9ot
PPP7} Algate 219 ARAA Bk 7]150] 7]

9] gt wehd PPTPR/L2TP= Hake $l4) 3. VPN 7[& &&
IPSECH 34 M3 Z1& HA48L gk

I

i) i¥2e] VPN AEES S9E
SOCKS V5 : SOCKS V5% authenticated 74ke] »®lZF ZEREFE AHE3EE AFed,
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1. VPN 7[& &4 H[»
PPTP L2TP IPSEC SOCKS V5
Standardization Microsoft RFC 2661 RFC 2401-2410 RFC 1928, 1929, 1961
OSI Layer Layer 2 Layer 2 Layer 3 Layer 5
Mode Client-Server Client-Server Peer-to—Peer Client-Server
T IP,IPX,NetBEU, IPIPX. NetBEUI,

Profocols supported

AppleTalk, etc.

AppleTalk, etc.

1P

TCP.UDP/IP

Tunrel Services

Single PPP tunnel,
Per-connection

Multiple PPP tunnels,
Per-connection

Multipoint tunnels,
Per-SA

Session-by-session
basis

User authentication

None (by PPP)

None {by PPP)

None

Provided

Data authentication
Jencryption

None (encryption
provided by PPP}

None (encryption
provided by PPP)
(refer to IPSEC)

Per—packet auth/enc by
AH/ESP headers

Per-message auth/enc
through GSS-AP!

Key management

None

None
(refer to IPSEC)

ISAKMP/IKE

GSS-API/SSL

Access control

None (on server)

None {on server)

Packet filtering

Packet/content filtering,
proxying

Best practices

Remote access

Remote access

LAN-to-LAN intranet

Exiranet

Providers

Remote access vendors

Remote access vendors

Firewall, VPN

vendors

router,

Firewall, extranet VPN
vendors

PPTP/L2FE |4

e EHIZde VPN Z2EFe] FFoR & Application-Level Proxy(or Dedicated

IPSECO] b L2TP7t Aol wet tii-2e] A Proxy)

FEo| A= °4‘§—.3_ 23 IPSEC/L2TPE 7|84 @ Circuit-Level Proxy(or Generic Proxy)

k= /‘]"'ﬂ &1 9l Z=Ao)c} E3 LAN-to-LAN & Stateful Packet Inspection

VPN-& 450 ] FolRohe F88 9k [PSEC 7]

Hke] A4 sl=ge] VPN AFEE £% 452 1, Wy 7o 7=

gk o 12 #edM AsER VPN 7=

N1e5g o8 7R EelA v)aE 2 el Packet Filtering : Packet Filtering®
].;<]- 4 t}aj_. aﬁgﬂ ] 131-;@]_1:1% o] 7]‘—- o7 E_/\L P Qﬂ
vi9} 4k¢] Z2EZ (TCP, UDP, ICMP %) &t

. B3 9] AR (84 Source/Destination IP Address,
Port Number)®-& o]43] vl AA% 42

wshd e B4 Qe e} ipe] AA 32e & Ao FHe g T Azle] St e 2R

ekl Ay 52 Basie 7)se 0, 34 o iR & a}~rEM 7| Eo 2 WAl

grre wheiwe ool ol slee] 4 Feo 9len, AR H@Pﬂq AgER o HHEF

Zgo® FART(], 2, 3): Packet Filtering 715& 7]%&& A28k

gk dial-up VPN A|E-Eo]c}.
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ot} Packet Filtering2 #Agke] JA~ 13
ahE ALAFA Arlalr] Wil 7bY wE $52
4 = 9l3, Fao] 7Eshy, ARl Al T ade]
vk Ae] gl ey Balgl ﬁ]-‘i'?ﬁ“’]ur
Ju] o] gt gt AA = FES :rL%ﬁ} ]7} ”ﬂ
T olE9, AgE AEE vlEoE
AA 2 2 wel L7} 7]53t
9, 45 Packet Filtering2
v z~ef A= el o7 b A

FoIx F A E Ba e Mo}]
1o 71 7] 2FH <l 7e A E B F
Ak,

T

% e

i

Application-Level Proxy @ Application-
Level Proxy= 57 $-& Aul2el] s 37t}
AiE QEAA F= F WA e
7o R SetololE/Mu|7ke] AAAel At il
Felo)d BEE Ay Ar]e) A&sle] Zxfoldd
E/AE Alele] FAE 708l FF Applica-
tion-Level Proxy<} th& F59] wrapezke] 7}
7 & Aol Application Proxys ZHbe] -4

ZREES Application Proxy® 33k 7
olt}, welx £-4 TR e T th3l A ofs
vlero 2 gt wHE- A} Awal das Aozt Abs
R o wE AMARE 2o vsheslel mg)
Application Proxyss 24 d=f4l 72 4

ol 5o
Taa

1.
-

b

mln

Jr

Proxy AWie] 2= Ui uko] A A (e.g.,
IP F45)8 o8 =xe 243 54 ¢ 9ok

vt EA 8 Aulariet Proxy A7 2
832 opofgd Jeldl Aul~E AlFE] A
£ ZE Au| 2o dlg Proxy s F8sjo} sl o}

Bl A2 eyl Aujart A7 H$s AP
A7ro] Apelkat ek Proxy 7t Aled 5 ¢t &

g} o 5-5-e] Application (}ateway Firewall&
H]—ni o] 7:]—?- uﬂ
-—°1 °‘°1‘»F° 6}“—51 Abgalr) 2

H 7.0
A5

24 vl 9
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L_ZZJ = 8] 0\,4 EH
o Ahgge] 9
Aole] RE E):

oz OE 7%

Circuit-Level Proxy Circuit-Level

v oo
o =
A-F3kA 5 Application 7—1]201 ozl EBAb
Session AZelA 28k} & Circuit-Level
ProxyE Session %] & %EP]"'] E/A w7k 7}
28] circuitE #Asle] dlolelE AEs) £l w
214 Application Proxy® Circuit Proxy¥]
o) /At L L9 A2l 44 A2 =)k #)
o] 2HE 2t} = Application Proxyw 78 <
Grie}h siftElelel = A4 ProxyelA
Circuit Proxyiz o8& An]jxe} F3F %& AA3AZ
A FAER hF-Ee TREFS AFoE 7
8] F= Generic Proxye]t}. k‘l"%ﬂ 28 zZ2E
2 435A] 7] wEell, 54 88 7Iuke a4
2 Al E%h;}
Circuit-Level Proxy2| &7 S0
3 SOCKS V5E £ = 9ot

Proxye= Application Proxyet -rARE 7]%

AR
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2 27 5e AT

el 7

—
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=
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Stateful Inspection @ Packet Filtering
7t Azl A3 dAls 3o w2} S5
&-8/778k= Wholtt. WP Dynamic
Packet Filtering& A& et A2 53]
o] iZlo] Exl of BE A= Tx o A~ FA
<+ ALA71t}, Dynamic Packet Filtering2
Hop AHE Fgel 2 Stateful Packet Inspec—
tione] (Check Point Software Tech-
nologyAke] Firewall-I). wHes] #lt] A mwk 7}
A3 Fejgl sl )4l Packet Inspection 3
u b oplEt Al LR sldsie] A x gf
A& A4 70 (Content Filtering). & Y&
AZol A &8 AZ7HA Bg ZERZS o3}

&

T
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+= Inspection Moduled4] BE A& 2 2 7E
HH ARE ¢ F o] F Al E A~ AHoE
gt F3] FAe] A7l g AH, & A
FEE AEA LB fA|ste] A A7) 3} ofF
5 27

Packet Inspection% 7IBH 2R Packet
Filtering7]|%% 4455 (Application Proxy
Tulete]) A2 FalE 3-8 do|elE #jA 5t
Filterings 3R= 7|%=, Application ProxyX.
b 4 2 g 7IAHARE o]d] MFThe K
E5EE 7P, ARSAL/SE FHE Packet
Filtering®| A& Adriy £ 4 9o}

=

=

=

2. g=iy NIE V=

A 2o wrEy NEHe=
Packet filtering 7% Application Proxyv}
Stateful Inspection £ thekl 7)1$5-5 #)%s}
o] S8 AMu)ze me AAE e 74“‘13]“4.
Stateful Inspection® 7H8-& 5A5 =
Al qlew,

Z_"x!_\: &

Application Proxy+< °E’“fﬂ]-
Aol M+ Stateful Inspectionell EelA] &3k
S-gollx Bt Awgh A2 Aele) B7)o] 7153t
the Ao] AFelzt & 4+ vk w9 Stateful
Inspection< AAE =B 2.4 T2 oy
3] ol&lsl= Inspection Moduled FH317]+
o]z gt AAA 1A Al Abdgh 2 EA] A
o] gFElr e A HLo 7 215t 33 AH]
2r) wpEE & 23l E b E Qv

upsh A F9] kAol AlE = s rlee
gehl A wEkA ARE/BE)El) {4 FEslevkd
gt BejAlc, whEhE AEE AAEe W
B 28] 7|eEct g Al2E e, AR

oA, g 2UEE, 3 dF 7 A F
I} 72 AL/ ] Abe] HelAjou #2443, VPN

. AddgA, B A9 /Alelzs AAEw

Z]
™
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g Fejele Bt dAs Fe] Ax

E?:WIntegrated Access Management Sys—

tem) el 2Ao] PFo|x| 1 9l A 7} Z oy
Ao EAY BN Zame 4] 7l o

on tjREe] wEl A|ZEo] A ksl r%
o VPN 7|5 9 o2 Aolelz] 7| 571A] 2 &3t
£ mo 84S Agsw 9ok

V. A9e2] A28 (IDS: Intrusion
Detection System)

Q7h= BE EAGE Fgdlef 3k v 1 A
A2 Aoz Q3] B i B2 +4E 3
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