B pedAde BU3A gaeFe] 2Es 5% e EESS wEeE Avugit w4, ISOMEC
JTC1/SC27/WG2 Information technology - Security techniques - Cryptographic techniques based on elliptic curves &A1& ¥}
eto 2 IA T Fo] el AAS] Arsjrgten, IEEE P1363, ANSI X9.62/X9.63¢l tlajr 7t&Fs] Atsjugich w3t &
A4 2daEE FHF Y FES F5ol sz A Egich

.M B

1976 Diffies} Hellmanell 254 F747)
gtz A 2ule] Ak o]FEZ 2 S-EHE AAA
o 2 ARAANARA =] o2 FH
7] ¢EA2HLE 34 F /HAE F7E 5 ok

A ARz Al oL (IFP, Integer
Factorization  Problem)e] 7|4l RSA,
RW(Rabin- Williams) E°l9 F WA o4t
)44 (DLP, Discrete Logarithm Problem)
2] ojgjgo) 7]ult ElGamal, DSA, Schnorr,
Diffie-Hellman%-°] slct. 714 DLPe| 7|ukst
T2eEEL  ElEFAY oA (ECDLP,
Elliptic Curve DLP)7} &7] Agicted] 7] &8}
ellFAlolA Aol el waE 4 g}

oledt eldFA UdIAI~HZ(ECC, Elliptic
Curve Cryptosystem) 19859l Koblitz'Z¢}
Miller®el] 9sjd EH o2 A=}, ECC
o] A e2E dA7A] subexponential time$]
ANl dA oA wrke de ok b "
A 74 Bol A& 2 9l IFPY DLPe &A%
ZN71gEA 2~ subexponential time® F
Zuhdlo] dwiA vk webd 22 <kEEhd <A
E2 §AHAE ECCe o2 A& nla] A}
45 7] Holx A3 (e 1/68%) itz
F&Helt},

wehi] A3 4% 2 A4 (computing power)
of Algke] ¢l smart cardyt FAEAIFLI] F
231 A8 4 gl m3 ECCE 7189 309
gtz A 2Ho] AMSE X mFel A4 7t

a2 Eok dubdal A7) 4 Alxded AR
A EEES wol AR d© vy edFAAH
fHsdE 2 Ase] ofA mulEct & 4 it
HZ7A] AP 7 Qe FUe ZFE FAEL o
¥} 2}

-ISO/IEC  JTC1/8C27 15946 - 1
Information technology - Security
techniques - Cryptographic techniques
based on elliptic curves - Partl

General
-ISO/IEC  JTC1/SC27 15946 - 2
Information technology - Security

techniques - Cryptographic techniques
based on elliptic curves - Part2
Digital signatures

-ISO/IEC  JTC1/SC27 15946 - 3
Information technology - Security
techniques - Cryptographic techniques
based on elliptic curves - Part3 : Key
establishment

- IEEE P1363 Standard Specifications

* gy Aadr1-833 (pjl@postech.ac.kr)
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33 5%

for Public Key Cryptography
- ANSI X9.62 The Elliptic Curve Digital
Signature Algorithm(EC-DSA)
- ANSI X9.63 The Elliptic Curve Key
Agreement and Transport Protocols
- 37H ARG wkal 58(9H) - A3 =Y
g o8 A Juk A g3

=4
=
T

U

£ poMdE oAt 2 Fue]l BE ¥AME F
ISO/IEC  JTC1/SC27/WG2
technology - Security techniques - Cry-
ptographic techniques based on elliptic
curves®E FALE EU3A dweFe] TS F
T AAF AHE 3 o ZF TSl disiA
= 748 dolieE o)

Information

. ISO/IEC JTC1/5C27

A ZE317]74 1SO(International Organi-
zation for Standardization)®} IEC (Inter-
national Electro-technical Commission)+ %X
71&8] AAAAM] E2E8HE ste] A HALl Joint
Technical Committeed F43licHISO/IEC
JTC1). JTC1 o= 3041 709 Sub-
Committee(SC)7} 9leH, 2 F SC27& ¥
% (security technique)< o531 o},

£ A& ISO/IEC JTC1/SC27T EF §4
= oA T duEE el £44
ISO/IEC 15946 Information technology -
Security techniques - cryptographic based
on elliptic curvesell Hal4 At BAc}

=

1. BEs M

ISO/IEC JTC1/8C27 EF #A4E oA e
434 FTEH B 2old Y BAe
WG2/N414e|th. WG2/N414%& 19983 1¥¢
AHE A2 BRG] A 7l2A WeE
¢ RART oleh. 2 TAS Asin obs) 2

=

+

- Finite field F(p), F(2™)
- Definition of elliptic curve over F(p)

or F(2M)
- Operation on elliptic curves
- Key agreement mechanism
- Key transport mechanism
- Digital signature
- Entity authentication

o] ¥l e ECCol A= f3HAE F(p),
F(Mute g xAstx gler, key agreemantE
H8-e Diffie-Hellman ®HA9] A|28S 1o)s
2 gt} =3 key transport mechanisrg $
A= ElGamaldtile] Axde Aska W,
AAl AE YaixE EC-DSAE FAs8tT sich

19984 4% Kistaol4 Qlsdd ISO/IEC 39
e = comment} WolEA  fihAld)
F(p™< 71 729 X9.629 P1363AE =3
332 9+ point compression?] W4-& WAL}

o2 F71E 7 agla WG2/N4149 W&e &
o gEsln A /N9 partZ e A 8 A
2 3= 7t ddeh 2 A BEE o) gt
-Part 1 @ General
- Part 2 : Digital Signatures
- Part 3 : Key Establishment
F(2™),

Part 194¥ Al 712 #34 F(p),
Fp™ el Wiy Alesis, 22kl {3hAl el
Aoxe S g W4E HEE Iyl
Part 2¢4E WG2/N414¢) z3=EW EC-
DSAY] W43} o}-g2] KCDSA(Korean Certificate-
based Digital Signature Algorithm)®] b4
#Hel EC-KCDSAE £38 5 & 7F5Ade) 1
Ak, ol AR F-83 A UZo e AgE
A 3 ZF EFAA F Qdvke 718 vk
g gej7t KistaolA o]F1z7] wife]el. =]
wog Part 3olAE N4l4dl ZF=HYUW Key
agreement®} Key transport mechanism®]
o] TYEHEE 3ot

ol Al FEE& 19984 6Y Zr] SC27#A9].
WD(Working Draft)el N2034, N2056,

N20572 &5 SHE £47} Fch. N2034
£ Part 19 st FEo® HA9 BT 4
% 84 FA 44 AoEE SUFAE o

A4 Awal gk AAA WE-g abs) S
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A5 2 bt 2

- Finite field F(p), F(2"), F(p™)

- Elliptic curve definition

- Operation on elliptic curve

- Elliptic curve domain parameters
- Elliptic curve key pair

o) Alteldd A F(p™e W4 2715
Ash FRAA BAe AREE Flsc

N2056< ISO/IECS ®HI=Al EFEEA oA
part 2¢] sk Hrog AzpMuel digt U4
¢ 93 gleh EAE Aving o) 2

+ General model for digital signature
- Parameter generation process
- Signature generation process
- Signature verification process

- EC-ElGamal signature algorithm

- EC-DSA

- EC-KCDSA

N2056¢ 71849l eiF4d A= Az sl
A AdRg stz gled, AAAd AxFlewi
EC-ElGamal, EC-DSA, EC-KCDSA &%
3 it =E, Rldxe "zl M T dA
g AFE Azl 9SS WiF vlarl 2IEES
sk,

N2056¢] =W EF A% KCDSA9 434
WAl EC-KCDSAZF Z3% & vl Ee&id 73
=, daE)|EEQ] vl T $e] vt F=
29l 9| 9)sit.

I o]F 19999 14+ N2134, N2056,
N2057°] 74z WD<l N2155, N2157, N2159%
MA=HG=d, 2 JelelA= Partl - General
ol N21559 el 289 A ¥ 7)¢, &l
A9 g Agd oigt AAE sk =g
Part2 - Digital Signatures?l N2157¢l4+=
EC-KCDSAd dF 71& +A4F AFsisled,
EC-KCDSA%t EC-DSA9] u|x A=g& 7]
A7IIEE AGHoz kI, 169E pset
m = 11& AT L34 gk 7 AAE A
Z3lgde}. Part3 - Key Establishment?l N2159
o didiAe EEe Aol Er|, 7iH Sl g 2H

S Fogy BF3I o AFH o ot
19999 49 Madrid 399 ¥ & Avdde A
L& Eqldja} Aokt EC-ElGamald A= 3 o]
Fo] ofel= AAe 1 g3 Fe olFE T
d2 ulzt EC-GDSAR wFAla Hdo] Aghst
Aolt}, 28]z WDe4 CD(Committee Draft)
FEFZ AAFZIE Yot

19999 64¥= N2301, N2303, N2305&
450l AAE = N23031= EC-KCDSA
Ae B AL At A A A
Bl r& AXRE gl @4l At ke AR
49 A Goll A kG = (x1.x2)2 Al
r = hxilly)e® Adsded AL r =
)22 AXteEE At o] AL x3FHEA
olg3lel rGol xFIS A EAHE AXY

b (Montgomery Approach®)e] 17]
o} =, N2303¢i4+ N2157¢ #7]9 =
E(F(p™)d <45 324|E p% m = 53 A=
7AlEdth =38 E(F(p)), E(F2m)Y A& +
7¥81giaL, EC-KCDSA”} random oracle model
i securedtr] wlEo] EC-DSAe] s
provable security® zZ-=ths AL W&o 3
£ contribution paper® AE3te] N2157¢ #
7114 EC-KCDSA$} EC-DSAE v]=E W4
gk 24 Bt

1999 12%el= N2441, N2443, N24459
FA7F A2 wlEser] Partl - Generaldl
N24413} Part2 - Digital Signaturesql N2443
£ FCD(Final Committee Draft)7} =%t

che AdAME T FAY N2441, N2443,
N2445% nlete 2 el34 dwe)Fe] 4 EF
3t U4 A3 ASEEE F7c)

S e o
i)
£

3

2 A
zo 0
e
L

Mo
2
13}

2. Part1-General

Information Technology - Security Tech-
niques - Cryptographic Techniques based
on Elliptic Curves : Partl - General &A]¢ll
AMe BRI daE|E9 7ute] =He kAt o
H FEAA AoHE HAFA g ST =
ol Mgge A AF, 719 A AF Tl
HalA 7esta gt

AAA W& A7) 98 5x3E 2d o
2t}
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- Finite fields

- Elliptic curves over F(p), F(2™), F(p™)

- Elliptic curve domain parameters and
their validation

- Elliptic curve key pair generation and
public key validation

- Background Information on elliptic
curves

2.1 Finite fields

+34 F(p), F(2™), F(p™& ¥Fo2 Asn
glen, Zztell thslA addition® multiplication
S Zlssta gl

2.2 Elliptic curves over F(p), F(2"), F(p™)

84 F(p), F2™), FpM A Aesj& =l
A& A AYstz glen, edFAA A9
group lawel oigt A==} negative pointe] &
9] 9 integer multiplication® ECDLP¢l thz}
A Aeslz glel. =3 el A9 AL integer
2 dgsle wald] dsii e 7esta gl

2.3 Elliptic curve Domain Parameters and their
Validation

g3 ool WeEe disjM AHosa gl
on o]Fe] AWl WHA slestz o
F(p), F(p™elA AR edx4e9 A (Flp)e
m = 13 F(pM 9 5% A%ela 44+4), =
o WS A9 27] pm, eIl 9
2 Ak SEED #, sHIZA E ¢ P =
X+ ax + bE HYshe= FFAN 3% a, b, ®
434 EdA 254 A5E /K= A Glxe, yo).
G9 $1% n, 282 cofactor h = #E(F(p™)/n
olct.

F(2MeM A9 €349 A= F(p),
F(p™elA Aold ed343 ot o] Agele
BRUZHIE v + xy =X + ax® + b7} ©ek

2.4 Elliptic curve Key Pair Generation and Public
Key Validation
Foizl el =l HgEel dis)A ugy)
st 7S Ak Wl diEiA Zliedte Q)
o}

3. Part2-Digital signatures

Information Technology -  Security
Techniques - Cryptographic Techniques
based on Elliptic Curves @ Part2 - Digital
Signatureselltl+= EC-GDSA, EC-DSA EC-
KCDSA o dsjA 7lgstz ot 24249 A9 &
2| Eel ey Asu o3 2

3.1 EC-GDSA
1) =l e} Agal We
-n9] HIE ZHole 34 4 he &Y v|E 2
olBr} Zojof gt}
-AmaL A9l uEsIek FA71 dA. PAE
PartlellA A" s} AAHA B4
of ¥t}

2) A% A4 A4
e Ao 2 d¥Le o3t

- domain parameters
- Aate] vl 7] da
- W AR M

A A4 A E¥L (rs) € Fln)'x
F(n)*eld, o] gto] =lA1A] Mell gt A9] Awo]
"ot A= A4S 7€ o3 2

. #4] Z= e = h(M)L A4,
{1 ., n-1}ellA s1eje] 3t k& Al=lglic),

.t = 7(kG) mod ng AARIT}
. s = (kr - e)da mod n& A},

Wl 5 = Qo)A r = 0ol 29A DAGA
A2 kgte AN A% A4 FHe o Solw
o,

3) A% AF A
A 2% Al 223 dHL o3 2

- el WeE
- A® I Pa
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e SAA M
- AR Mol g e A, S

A2 wiAA] Mol A3 A%E AFsr] A8 B
€ 3t 22 AF e AR

1.0 ¢r' (n2A 0 (s’ ¢ nA Helgeh w
A r'sh 57} o] WA vl Gl o A
& B2 Aoz 2P

2. 9141 2= ¢’ = h(M)& A4,

3. w=@")" mod ng AAg}.

4. u1 = ¢'w mod n¥ w2z = s'w mod n&
A Ak},

5. =4 A9 A (x1, y1) = wG + uPa

£ A4kgt
6. v = n(x1, y1))& AAg

T ¢ o= vl AHEE &uld ALE ol
A2 2F7] 2 A AEL ARE AR 7
Fack
3.2 EC-DSA

1) =elel o AHA B

-nd] H|E Zol& dH I hef Y H|E
Zolxr} oo} g},

-AHAL A9l w7l 307l da. Paw
Partlelldl A9 g3t dx=A 4=
ofo} i},

2) A= A4 34
A= Aol 28 4L i 2

- E6q WeE
- Awzje] v da
- oA M

A A B 2HE (r 5) € Fn)*x
F(n)*o]s, o] gto] wAIxl Mol & A9 o]
Ak, AW FHE J1ead oL 2o,

1 = h(M)& Axgcl,
2. Yol 91el9] 3k k& A=)
3. R4 )‘c}"] Zé (x1, y1) = kGE A4}
4. v = 7(kG) mod n¥ A,

5. F(n)olA k& A4t
= (dar + e)k mod n& A4}

Bt s = 0ol ¢ = Qo]® 2:HA 2AIA
MEE k& A=A A AY gL Il
ct.

3) A% A5 AA
A A% A 98 gJH¥L g 2t

- ol WaE
- A9 FNF] Pa
vk o A7 M
o) A2 Mell oigh ¥ Ad, 1, 8

A%} WAA Mol AR e AEeds] A9 B
E oed 2 A% AHe AR,

1. 0<r (nA 0 (s { ndA S} w
A r'eh s'7F o] WS el A demd A
< A%Y Aoz 7FAd

2. 8141 2= ¢’ = h(M)< At

3. w = (s)"! mod n& A4}

4. w1 = e'w mod n@ uz = r'w mod n¥&
AAkgie},

5. eFdFA A A (x5, y1) = wiG + wPa
£ Al

6. v = x{(x1, y1))& ALz,

B = vold AR LIE Ao Wl
X 237 G A AR F2R ez 3

Fae.

3.3 EC-KCDSA
1) =rlql w49} Al8x} W

-n¢ B|E Zol 4] I he] &3 WIE o]
B} Zeojo} g},

- Awal A9l widylel 3717) da, Pae Partl
oA A= T A=A A= ojof gt

-AuA Ax Cert_Datag] si413=9] z2,& 7}
A3 glcl. Cert_Datar A9 certification
data®A] #A3 A9 distinguished iden-
fier, ¥07] Pa®} domain parameterg$

Eiheof et
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2) M A4 34
A7 ol B2 dHe oo Ao

- ErQ WeE

Ak Bl2) da

A2l Cert_Datad] #45=2] 74
CRERY;

A% A4 e 28 (1, 5ol WA Mol
dg Ae] Ame] "ok A% HYe sstd o
3} 2,

1.1 ..., 1}ol4 949)9) gk k& Al=gi},

2. ERIsAd *&4 A (x1, y1i) = kGE AKXk

3. r = hix)& AR}

4. H = h(zal IM)E& A4kt

5. e = r XOR HE A4tsk} 9 e 2 noj
o e =¢e-ng o

6. s = da(k - €) mod n& AAR

7l s=001d M2E ks
& HEel

AgsiA A= A4

3) A% AZ 4
A A% HHo) 98 §JH-L g} 2

- zHlQl WgE

- A® FAF] Pa

A2l Cert_Datad] #l4zZ=4al zA
- ke i AA] MY

HAA] Mol djgh 2 M9 1 s

A% AR Mo B AsE A5 A9 B
£ ges pe AE HAE A

1. 0 (s’ ( nalx zZElx 'Y »vlE Aoz} h()
o] vl Aeolur} 2 3H2A] Flght =t
A r'F g7t o] WY el glA e A
L AR | 2R 5

34 Z= H = hizal IM)& Ak

e’ =1 XOR H'& Axrg. wd & =
neld e = e’ - n& ¥}

4. (x1, y1) = s'Pa + ¢'GE Aigicl

5. v = h(x1)-& Aigcl

w N

E 1. Comparison of the number of operations

Process Operation | EC-DSA | EC-GDSA {EC-{CDSA
h() 1 1 2
z{) 1 1 0
k' mod n 1 0 0
. mult}pllcatlon 9 9 1
Signature in Zn
Generation | aqgition in 7, | 1 1 1
scalar
multiplication 1 1 1
of a curve
point
h() 1 1 2
z{) 1 1 0
s' mod n 1 1 0
mult'lphcatlon 9 9 0
Signature in Zy
Verification scalar
multiplication 9 9 9
of a curve
point
addlt]oq of 1 1 1
curve points

E 2. Comparison of description and operatinons

EC-DSA EC-GDSA EC-KCDSA

Security
Parameters n. h0
Condition
of n

nzzlm)l nzzlmll nZZ'n.JI‘l

Private
key

Public
key Pa=daG Pa=(ds" mod 0G| Px=(ds" nod nG
computation|

ke{l...n1} | k€{l....n-1} | ke(l.....n-1}
Signature jr=x(kG)mod njr=7(kGmod n| r=h(q)
Generation [s=(dar +hOMk ™) s=(kr-h(M))da [ s=datk-r) XOR
mod n mod n h(zalIM) mod n

Signature ofsin,
sze Kr(n, ofsén | Orn. ofsén lon, <lenh()

="h(M) | w=r"h(M)
mod n mod n o' =’ YOR

. 17 -t 1
=5""r" mod n{ug=r"s" mod n
Signature | u=s od njup s" mod hiza IM) mod 0

verfication| 7 (wG+uPs) | 7 (WG+uaPa) |y op ) vy g
mod n mod n
=17 =17
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F-E2dMe  EC-DSA® EC-GDSA, EC-
KCDSA dx=|ESs oh5e] &1 #29 #Zo] 4|
3 2 9 ofd A e waE s e
5 EC-KCDSA¥: the AZshe B2l evidel
& Fool A5ae AW st

BN

4. Part3-Key Establishment

Information Technology -  Security
Techniques - Cryptographic Techniques
based on Elliptic Curves Part3 - Key

Establishment EA4elde eld3dE o &3
=

session key ¥ 42e|&ES key agreement

mechanism® key transport mechanismoZ

el Zlesta sl

Cofactor multiplication® AH-& 7-%9 =2

Az s Ao zEALS HdAM, het &
parameter® A8t} Cofactor multiplication
< AHskT ARSEA] e A9ebe] 3R] da
9= A% h = #E/n, ¢ = 1& 33 cofactor
multiplication® AH338la AME3R| e A%
s84e] Fod Aol h = #E/n, 1 = h'
mod no.2 ¥t} 4 cofactor multiplication
& A8 e ASdeE h = 1, (=12 3}

4.1 Key agreement mechanisms

1) Non-interactive key agreement of
Diffie-Hellman type (KANIDH)

(1) Mechanism

<Av AR w1 7] dAst B W 7] PB
£ AH8sle] g3 zo] session keyE
Azt

Kag = (da-D(h-Pg)

-BE 219 ¥ 7] dBe} A9 7 7] PA
£ AHgste] of23 o] session keyd
A3 gk}

Kag = (dg-D(h - Pa)

(2) Properties
- Number of passes @ 0
- mutual implicit key authentication=
A3zt

2) Key agreement of ElGamal type (KAEG)

(1) Mechanism

CAE (L, .. n-1}elA 4] r& A
sl ohed e key tokend THEY] B
ol Al At

KTa1=rG
- Av o3 22 session keyE A
Kag=(r - 1)(h - Ps)

-BE KTAle] =hd3iAke] AelA #als
I A vEFlE AREt et 2ol
session keyE A}

Kag=(ds * 1)(h - KTa1)

(2) Properties

3

- Number of passes : 1

-BE%E AZ implicit key authenti-
cations A3}

- A9 H#lA forward secrecy s A|&ge}.

Key agreement of Diffie-Hellman type
with 2 key pairs(KADHZ2KP)

(1) Mechanism

<AE {1,...n-1}elA 99 rad A=Ee
the3t 28 key tokend 2HEe] BeA A
i

KTa1=raG
-BE {1,....n-1}el4 d9 rpg Aesle
et e key tokeng TEo] AdlA A
Erie .
KTs1=18G
- AE KTpio] eHd344e] A1A] Eelskn
Zkale]l wdy) g ARt ofg3l 3ol
session keys AAdc}

Kap=(da - D(h - KTs1)|{(ra- D (h - Pg)

- B KTaro] sHdFAAe} AHlx] Halslz

A9 wEIE AMEEle T ohEE 2o
session keyE A},
Kag=(ds - )(h - KTa1)| | (rg - D(h - Pa)

Properties
- Number of passes @ 2
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4)

- Ast B 2ol 8|4 forward secrecy®
AFghet

- mutual implicit key authentication®&
% i

Key agreement of Diffie-Hellman type
with 2 signatures and key confir-
mation (KADH2SKC)

(1) Mechanism

(2)

cAE {1,...n-1}elA dele g A3y
o} 28 key tokenS vHEe] BolAl A
IEia=g
KTai=raG
- B& KTar®] 13449 AHdA g]lsta
{1.....n-1}olA sdojo} rp& Aldsle] ol
3} & session keyE AAd}
Kaz=(rz - 1)(h - KTa1)
283, o83 22 key tokend HHEC]
AdA B},
KTg1=Ss(DB1) | [f_Kas(DB1),
1714 DBi=r8G||KTai1l|A{]|Textl]) °]
o}
€ GV IS Are] Aalx] Faldlx
t}-23 7to] session keyE A g}
Kag=(ra - D(h - rzG)
2|3 KapE o453t f Kas(DB1)E &
32 o2 2 key tokenS Sl Bl
A A,
KTa2=Sa(DB2) | [f_Kas(DBz)

714 DB2=raG||rsG||B(|{Text2] ¢l
o}

- B¥ KapE AHEsl] f Kag(DBy) & #aldt

o},

Properties

- Number of passes : 3
- mutual forward secrecyS Al-a3dic}.
- mutual

explicit key authentication}
mutual entity authentication® A&},

4.2 Key agreement mechanisms not included in
ISO/IEC 11770-3

1

Key agreement of MQV type with 1

pass (KAMQV1P)

(1) Mechanism

-As {1,...n-1elA 499 r& A9ty
&3 2 key tokend WHEo] BelA
i),
KTa=rG

- Ax &3 o] session keyE g}

Kg=((r+7(KTa)d) - 1)(h - (Ps+ 7 (Ps)Ps))
- Bt KTar®] s34 AlA #<lslx
A8 wlIE ARt ogd) el
session keyE AT},

Kas=((ds+7(Pa)ds) 1)(h - (KTay + 7 (KTar) Pa))

(2) Properties

- Number of passes : 1

- mutual implicit key authentica:ion®&
iz

- Ad) Wsi4] forward secrecyE Al2-3hc}.

2) Key agreement of MQV type with 2

passes (KAMQV2P)

(1) Mechanism

CAE (L., n-1}el4 A9 rag A
dale] g3 e key tokend UE
BollA] A3},

KTa1 = raG

-B= {1....n-1}elA 9499 rps A3l
o7 & key tokend TEY] AdA
HAetgic)

KTg1 = rsG

- Ax KTer°]l gd3442] Adx] Falsla

t}&3} 7o) session keyE AAET)
Kag=((ra+ 7 (KTa1)da) - 1)
(h - (KTp1+ 7 (KTg1)Ps))

- B KTare] eHd3AAke Al galsta
kg3t 7o) session keyE ATl

Kag=((rg+ 7 (KTe1)dB) - 1)
(h - (KTa1+ z (KTa1)Pa))

(2) Properties

- Number of passes : 2
- mutual implicit key authenticationg
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A3}
- mutual forward secrecyE A|-Z3c}.

4.3 Key transport mechanisms
1) Key transport of ElGamal type (KTEG)

(1) Mechanism
cAE {1,...n-1}elA <99 r& AlEsle]
rGE AABIE o3 o] KE d&shdt
o}
BE=(A||K) XOR kdf(x ((r - 1)(h - Ps),
parameters)
283 A o e K'S e
K'=kdf(x ({r -1)(h - Pp)), MACparameter)
o8]z ke 2L key tokend WHEel B
oA Al
KTa=BE||[rG|IMAC(K',BE)
= rG7F SIFA Ao AHlA #]lgid),
aejz de®t rGE AHEEIA (de - D(h-
rG)E AA}r 2 o 7((ds-Dth-
rG)E AXIA 8- 4522 KE oA
Hd,
A]|K=BE XOR kdf(x ((ds - 1)(h - rG)),
parameters)
wRlte 2 By ool K& Al4EIA
MAC(K"”, BE)7} MAC(K’, BE)s} 72
7| galgtl,
K”=kdf(x ((dB - 1)(h - r®)),
MACparameter)

(2) Properties
- Number of passes : 1
-BE2%€] AZ implicit key authenti-
cationg A3},
- Adll H8lA forward secrecy® A3}

2) Key transport of ElGamal type with
originator signature (KTEGOS)

(1) Mechanism
£ {1,....n-1}dlA 9499 r& A3l
rGE A4l dg3 o] A||KE A
=
BE=(A||K) XOR kdf(x((xr - 1}(h - Pp),

parameters)
- AE o123 2L key tokend AT
KTa1 = BI|TVP||rG||BE
a2 Ae o33 zo] Mg 4 Bel
A At}
Sa(KTa1)
‘B A9 MBS ¥Qlsta rGrb g4l
Aol Helx gelgel, gz oS3 7ol
KE 7314 =c}.
Al|K=BE XOR kdf(z ((ds *1)(h - 13)),
parameters)

(2) Properties
* Number of passes : 1
- mutual implicit key authentication®
A3t
- Ad islA forward secrecy s A33¥c}

. |EEE P1363

P1363% e3Als) A=l daz|EEst ohiel
dubsel F7N7) E AJ2" AHEbe] W8 TuHO
2 o&3 ek o] ®524e DLP, ECDLP, IFPE
vleke @ 3= ofg] 7KA] primitiveEH o] 5L o843}
key agreement schemes, signature schemes,
encryption schemes® %F° 2 A3ty k.

P13639] djaAldal W82 oflle] EXE He=g
4 et

* Finite field

- Elliptic curves and points

 Primitives based on the discrete
logarithm problem

- Primitives on the elliptic curve
discrete logarithm Problem

* Primitives on the integer factori-
zation problem

- Key agreement schemes

- Signature schemes

- Encryption schemes

- Message encoding methods

- Key derivation functions

ECDLPE ulgl o2 &+ primitived] 35, &



30 B4 dae

aly
=3

F3 5%

AZE Fp)ob FERMHE zestz glon,
Diffie-Hellman®¥4 3% MQV(Menezes-Qu-
Vanstone)¥4] ¢ key agreement scheme
3} Nyberg-Rueppel®Al3 DSAE signature
scheme? F&o 2 AHalx gt}

P1363-2 199448 &3 7JAl=Elz glon
FH T4 19999 1149 1290 EFo 2 $AlH
9dth(Draft version 13%).

V. ANSI X9.62/X9.63

ANSI X99 FMEL ulZ Fgakdel #1439
3 o8 7HA] Bk 7 EE BFE AR A
star gledl, X9.62% v oA" AwW FFQ
DSAYe] gd=4 WA EC-DSAS 7dF %
QIEE AA|H o] tiokst WEES Hx gloem
A EE= F(p)e FEM e 288 52 g9k 2
T U89 BA5 73] AR ofg7) 3o

- Finite field arithmetic over F(p) or
F(2™

- Elliptic curve over F(p) or F(2™)

- EC-DSA

- Annex

Annexol4+ number-theoretic algorithm
& ¥|&&A  mathematical background$}t
numerical example® ¥ %leJ4q EC-DSAE
TH3be AAMY] dEE & F UEF TAEHC]

it}
g X9.63914 & session keyE A3 4
gl e} ZA1S o] 43t key agreement scheme®

"3} key transport schemeEel wisle] d=sl
ot
v. 3l BEs g5

Az e Uy ZFQ KCDSAS A=+
Fo03H EC- KCDSAE _u_—rib}ﬂ A8 1999
1 39 EC-KCDSA9 EF Zobo] 2AEAC
ole] 7+ 3o EC-KCDSAS E=3E 43
12 37t Auu s Adsich o] 3ol
£ EF 29kl digk A3 o]l Wik By} o] F
szl Qe A9} o ZHele sl4] 4o =¥

Rold] gk E97} o) FolHoH WA 5L 2
3hi dlolel eigle] B Eelsk o) Roignt. mo
o AEoE Q& 160M|E ol agoli, 1 ]
= oot #4 m=e) Aol 1604 o)ypolnd
He Aoz Hagon vAAY fEAY dng
T i 52 FoA AR Wr)E ehE
74 oA Felde EF wHe PAse Aoz
A=,

19999 3ddl= KIISC/SIS(BAA XRS5
5 YuusEEal EAT A 2% 4E 2 ilﬂlﬂ ol

clFelzleh, +49 EEQNAE ARl Mr)r %

Z A4 Erel Wg 28 Eelse A 2
7REZ kG = (x1,y0)& AXE r = hixilly) &

e HAAold Had x|lyiE I e
(R XOR H) mod Q& AAtsl= Hwe =4
D} =& 328]|E p9t m=T7% AHgsle] e
)—4 @lxﬂe m=59] A= HPF‘BLJB].
E(F(2m)) F(p))9 «llA& F7ksisdd).
104€4) 315’1‘3 EC-KCDSA &= Z&(¢sh HE
ool e A fEtAdl o2 gdsi %
718 A7 2714 Flp), F(2M), F(p™M$ M4
s Zle] obel F(q)E A9sta qo FealE o
2] 7P 2 Adwsls yhoR slm, oo webA
A4 Aoz WA AoR Ey) o]Foix
t}. x8 EC-KCDSAE 7d3l7] s 48 H
olel Elgl(byte string, bit string, integer,
finite field element )& Zte] w3e] dis)A
88| Asiales d gk 297} o] Fei et
1294 3ld 3YelldE Cert_Dataol ol
g B3] s, 53 H = h(ZIIM), Z =
h(Cert_Data) & A4tgtd o]5o] U siake
A gk Eo7} 0]—?—°1§iﬁm] EC-KCDISA9)
dwe]E AAE A Apd A 2EFe| 9A
4L gA FAFE Al Hg B85} o] FolF

29 5o Arr33ts] gEsdTIa AF
o2 EFke Al TTAC) Az 84

2 TedE AFA DY £79 TR
Jobrs] glated Fuls] EFFHER 1SO/TEC ¥
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As} IEEE P1363, ANSI X9.62/9.63 2 =4
EE3 S5l A A Rgic
ISO/IEC/JTC1/SC27/WG2 15946 Information
technology - Security techniques - Crypto-
graphic techniques based on elliptic curves %
AE ko eIFA d3EEY] A4 2FEE A
Al Amughed, F3F 27| FANAFE T
o w7t ddes & F Uk 59,
Part2 : Digital signatures &AlcllA& ghg9]
EF(9hl EC-KCDSAYE FARE EFH+
2 & A3l el o) 15946-2+ 2000 44
Hdgeloa  CDRANA  DIS(Draft Inter-
national Standard)®AZ2 AAE stz &
W o FEXE & Aot uElA wiEw
20014 449, Bo= 20029 4¥ole AAZELE
=9 EC-KCDSA7F =4 sEF0] & Zlo|t}.
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