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Abstract One of the most important thing in a cryptosystem is a key information. Therefore, it
is important to manage private keys on large public networks. If the private key is lost or damaged,
it may lost all informations. A key escrow system can recover user's key against user’s key loss and
provide law-enforced access to government. Generally, in a key escrow system, there are many
problems on fairness between user and government. But conventional key escrow systems can not
satisfy requirements of user and government. So, this paper propose a new fair key escrow system
based on Failsafe and Blind Decoding that can protect of user privacy and user can not bypass key

escrow system.
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