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Permission Inheritance Expression with
Role Hierarchy of RBAC

Sang-Ha Lee'- In-June Jo™  Eun-Hong Cheon'™' - Dong-Kyoo Kim 't

ABSTRACT

RBAC{Role Bosed Access Control} has the advanlage thal reflects Lthe real world hecause 1t presents a basic access control
model hased on user's role i orgamzations or governments. But in HBAE model, the privileges of the senior roles m these
hierarchies are mherted Trom those of the jumer roles, so RBAC model has (he prvileges oroblem that the senior are given
more privileges than they need That 1s, it tends te infringe the Principle of Lezst Pnvilege On the oiher hand, if we give
some excessive constrainls on the RBAC model withoot scrupulous care, it may be meaningless property of role hierarchies.
Furthermore, such complicated constraints make it more difficult to manage resources and roles 1 huge cnlerprise environmenzs.

The purpose of is paper 15 to solve the problems of roles hierarchies such as mefhcenl role managements and abuse
of privileges by usmg newly presented the backward tag pointer path expression m Lhe mhentance of prnvileges
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