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ABSTRACT

When a receiver of ciphertext message can not decrypl a message because he has lost lus private-key, the private-key
of reeciver and session-key of the message should be recovered. In Uus paper, we developed an Encapsulation based Key
Recovery System (EKRS). EKRS is a new key encapsulation based key recovery system which 1s characlerized by seerellv
choce of KRA, randomized largel keys, n-way recovery Lype, and useful for commercial key recovery EKRS is lormally
specihed by a pelorial medel, an Extended Crypiograptue Timed Petr Net (ECTPN), Secure inlermalion flow and reachability
of a session-ley are verified by using reachabiity graph of ECTPN EKRS, execuling over a Public Koy Infrastructure, can
be used as a secunty solution in Web bascd apphcatons such as CALS, EC and EDI
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