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A Secure Mobile Agent Transfer Protocol in
Mobile Agents Based E-Commerce System

Seung-Wan Han'- Hyeong-Seok Lim™

ABSTRACT

Mobile agents based e-commerce system has many advantages than (rachbonal e-commerce syslem hecanse mobile
agents can ellicienlly pertorm the core {unctions of c-commerce-information gathenng on goods, price setllement and
payment, delivery or the goods purchased, and so on However, due Lo Lhe secunty vulnerabihty thai stems rom mobile
agent’s mobility, mohile agents based c-commerce system has addinonal secunty prohlems. Therefore in order w do
ccommerce securely in the syslem, hrst of all the securty 1ssues on mebile agents must be addressed

In tlus paper, we propose a mobile agent transler prolocol that provides confidennally and integrity of mobide agent in
mansit and mutnal authentication far commmumezbng hosis, We further show ihe security of the protocol against many
possible attacks. Also, we suggest the locallon management mechamsm of molnle agents based on the usl center. This
mechamsm is capable of finding ther localions transparentlv and detecting mobile ageni clones
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