THHEY 4 EqZ EEEA &d 202 1193

A2 eded NEQT EZ2A F4 F3HZ

@
v
"
03
o
3

I
il

WENZ REZAT WEH2 Dol 9 FAU ARE AT gEd DA YEAD SELA 1Y
g e YEN2ES A9 AA% B4 dd £+ A9 B daawe] 4 gk ne) 9Yel a4
85 Aae] oldl] Ahsdl $7, olER Aade ¥ zdcl AAY BE P Fas AuY Pl G
HaT D 345 HENA 80 B 2o olok 317] Weel qeflm a4 A vt vz 144
Ael vls ARE QeplvlelE $A7 Q8. B ERelde N84 w7 ReA R gie) ZAYh] A9 P
YA e g deld & dm olgel AN AAL TRY £ 2low o o fse] UEda
A9 ALE UL & 3le URABE ARsh, % HERZ BERA ANE 8¢ WEAL Ax 44 @

(LY e RS

O{
JN =
0;‘" o
ok
ok

I o

wmgg
L

.'1
5

Wl
B3

2m slen

[}

| 3

i —t\
_mw
[

i

| 2
ot

rLan r>*

5:m%ﬂw

An Intra—domain Network Topology Discovery
Algorithm

Kyong-Hoon Mint- Hyuk-Soo Jang't

ABSTRACT

A network topology has been an important lactor [or an efficient network managemenl. but data eollection for Lhe
nelwork configuration has been done manually or semm automatically by a netwark admimistralor or an experl
Requrements o generate an ira-domam networls topology are usually cither all IP addresses with subnet/superiter
mash or the nelwork denofication of all IP addresses. The amounls of traffic are generally high in the senu-automalic
system duc 1o usmg large number of low-level protocols and commands Lo get rather simple data

In this paper. we propose an algorithm which can be exccuied with only publicly avalable wpnt It can {md all IP
addresses as well as the nolwark boundary of an inlra-doman by using en mieligent method developed 1 this
algorithm, The collected data will be used Lo draw 2 nelwork map auwtomatically v using a proposed network topclogy

generation algorithm

and network equipments, fakes an importanl role in

1.4 B
solving many network problems. Nelwork path, traffic
A network topology, which shows configuration and flow, faull, and traffic congestion as well as hardware
conneclion information about networls, sub-networls and software jnformalion can be [ound through the

# The work was supported {(n parl) by MIC tbrough supporting network topology But there are some problems o
program of research center for cducabion on mlormation and acquire necessary data for the nelwark topology with
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currently availahle approaches. We review exisling

algorithms for discovering the network topology and
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find some problems m each of these algorithms.

(f the cxisting algorithms to get network topology
nlormation. the algorithm [1, 8 uses multiple low-level
protocols and commands including ICMP (Internet
Control Message Protocol). “Echo Request/ Reply”
command, “Address Mask Request / Reply” command,
"Traceroute” command, and the DNS (Domain Name
System) protocol It needs all 1P addresses m an intra-
domain as mput conditions. An mira-dormain. which is
sometimes called an autonomous system (3], is a group
of networks and routers controlled by a single ad—
ministrative authority. The algornithm [2] nses SNMP
(Simpte Nelworl Management Protocal) with various
routing protocels such as BGP (Border Gateway Pro-
tocol), OSPF (Open Shortest Path Frrst), and RIP
(Ronting Information Protocel). IL requires the boundary
IP of an mmtra-domain as an input lo buld an intra-
domain nelwork topology The algorithm [4] also vses
SNMP with all I’ addresses and subnct masks as mput
conditions within an intra-domain Since the algortihims
[1,2,4,8| requre all IP addresses as mnpui condilions,
general public cannot use thom without a network ad-
ministrator's support. Our earlier algonthm [6] can be
executed with only small number of input, such as a
starting I naddress, an ending [I* address and & com-
mumty name. But it continues to search the IPs heyond
the houndary of an mrra—domain in some test sile, since
the bhoundary is sometimes not clear with publicly
available inpul So, an additional mechanism which can
identify the boundary belween an intra-domamn and
external ISPs (Internet Service Provider) or olher
networks is needed,

In llms paper, we propose an algorilhm which can
determine a scarching boundary intelligently based on
the hit pattern of the given IP address. It uses the SNMP
to collect MI3s (Management Information Base) on the
network conliguration and the collected MiBs will be
used to [ind connection information hetween routers as
well as network equupments. Oplionally, it can use the
“PING” command Lo cheels il subnet information 15 valid
as well as the DNS protocol to enhance human un-~

derstanding.

The remainder of this paper is crganized as follows.
Section 2 explains the SAMP protocol, the MIBs, Lhe
“PING” command, DINS pratocol and how they ave used
i the algorithm. Section 3 describes the algorithm logic
Section 4 explains how to determine the boundary of
an inira—domain and find a network topology from the
collected MIBs. Section b shows an actual imple-
mentarion of the algorithm and the test result of the case
study from a real site Section 6 concludes the paper.

2. SNMP, MiBs, PING and DNS used in Algorithm

Most of the NMSs (Network Managemenl Svstems)
in IP networks [ocus on collechng mlormation from
MIBs which can be obtained by sending Lhe “got-
request”, “gel-ncxt-requesl”, “set-request”. “get-re-
sponse " and “trap” messages of the SNMP. The
eollected mlormanon is usually modified and proc-
essed according to Lhe users’ need {51 The slemclard
MIB has a luwerarchical structure as in the (Fig. 1}
with OIDs {Ohject Identilier} distmpwmshing dillerent
obiccts. An OID can be ropresenied either alpha-—
betically  like 150 oid.dod.internet mgml mib-2.system
or rumencally hke 136.1.2.1.1. This paper only uses
some MIBs of the sub—group of the mib-2 hierar-

chically and those MIBs are described as [ollows.

Syelem  IF AT \L ICMP TGP QDR EGP Tinotassion SNMP IFEktans!
1 z 2 4 3 & 7 a 10 11 12

{Fig. 1) MIZ struciure



2.1 Systemn group

Syastem group has overall information about the
systern. The objects In this group are sveDesre, sys—
ObjectlD, sysUpTime, sysContact, sysName, svs-
Laoation, svsService. The sysDescr ig a deseription of
the enlity, such as hardware, operating system, etc. The
sysObject is the vendor's authorilalive identification of
the network management system contaned. in the entity
The sysUpTime 15 the Ume smce the network
management portion of the systemn was finally remni-
tialized. The svsComtact is the identificaiion and contact
person for this managed system The sysName is an
administratively assigned name for this managed
systerm, The svsLocalion is the physical location of this
system [7]. The svsServices is a value thal mdicates the
set of services this entity prmarily offors, In the alporithom,
this system group information 15 used to describe a
hardware and vendor nformation of a system and
inchided mn the SYSTEM LIST, which will be explained
later.

22 IF (nterfacal group

The inlerface group contains generic information
about the physical interfaces of the entity, including
configuration informanon and staostics on the evenis
ocenrming al each interface Each interface is thoughi as
being atlached to a sub-network, although an interface
to a pomt-to—point link is aiso allowed, Implementation
of this group 13 mandalory for all systems [7].

The algenthm uses this group Lo find only the wndex
number, tvpe, speed, status, and the physical address
of the interface of a router and then store this group
information in the SVSTEM LIST, The index number
is the ndexed value, which is simply an integer in the
range hetween 1 and the value of fNumber object, with
each miterface being assigned a unigue mumber The
algorithm uges this value {o distinguish the inlerface
among all interfaces. The number in front of II? address
of the (Fig. 5) 15 the index number The type is Lhe
ifTvpe object record which describes the type of
inlerface, such as serial, ethemer, ete.. 1n the algoritlun,
The speed is the valie of #Speed object which cs-

males the current capacity of the mlerface m bit per
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second and uses to inform the specd of the inlerface m
the algonthm.

23 AT (Address Translation! group

The address translation group consists of a single
lable. Each row in the tahle corresponds to one of the
physical interfaces of the system The row provides a
manping lrom a network address o a physical addvess.
Tymeally, the network address 15 the [P address lor s
system at his inlerface. The physical address depends on
the palure of the sub-networl. For example, il the
wterface is a LAN, then the physical address 1s the MAC
address for that interface. I the sub-network is an X 25
packel- switching nelwork, then the physical address
may be an X 21 address. The lable is indexcd by atlffindex,
whose value matches that of iffndey; for one of the entres
in the interface group. The table is also indexed by
nelwaorl address. The table conlaing an entry only for
gach Inferface that nses a translaton tabic {71,

The algorithm uses this group to acquire the IPs
and Lhe physical addresses of sub-network wlich is

connected to a router,

24 [P tinternat Protocol) group

The TP group contains wlormanon relevant to the
implementation and operation of IP al a node. Since 1P
is implemented in both end syslems (hosts) and
miermmediate systems (routers), not all of the alyects in
this group are relevant for aoy given system. Objects
that are not relevanl have null values.

The (pRouteTable conlains information used for
nternet routing. The information in the route table is
a relatively general nature and could be exiracted from
a number of protocol-speafic routing tables. such as
those for RIF, OSFF, and IS-IS (IGP specified ard
standarized by 180Q). Theve is one enfry for sach youte
presently known to this ennty. The table is indexed by
ipRouteDest, For each table route, the local mterface
for the next hop is identified w ipRoutelfindex, whose
value matches that of {fndex for ane of Lhe entries in
the interfaces group. LFach eniry also indicates, in
ipfouteProto, the method by which this roule was
learned [7].
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The algorithm uses this group 0 acquire a net-
work address of a inlerface and determine con-
neclion information between routers. The network
address of a mtcrface can be denved from the hilwise-
AND operation between the imierface IP and the mask
address.

0Of the MIBs of the sub-group of the mib-2 in the
(Fig. 1), “ICMP", "TCP”, “UDF", “EGE”, “Transmission’,
"SNMP". and “TFExtensions” groups are not used in the
algorithm, since the algonlhm can fully discover the
netwark topology with collected informalion of the MIB
groups, “System”, “IF”, “AT", and "IP”, which belong
to the layer 3 and under, The MIB values of those
excluded groups belong ta the layer 4 and above and
some nelwork dovices do not support them.

In additicn, the algorithm uses the "PING” rommand
and the DINS prolocol optionally beside SNMP
Sub-network information wiich was collected [rom
“AT” group is m the ARP cache, Since the cached data
does always not reflect the mosl current inlarmation,
the “PING”™ command is optionally added (o solve the
inaccuracy problem The "PING” command can also test
if the host is alive and relurn the round tip lime delay
The 1INS protacel is used to convert the IF address into

the host to enhance human understancing.

3. Algorithm Logic

The algorithm generates six different lists which
collect network information for later use to produce a
network map. Those lists are as [oliows ; a SYSTEM LIST
for each router informalion. a SCARCH LIST for the
next interesting largel IP addresses, a ADDRESS
RANGE LIST for the mmphcal address range, a
SUBNET LIST for the sub-networle information, a
FAULT LIST for the addresses beyond either the
address or implicit address range, and a NETWORK
ADDRESS LIST for the network addresses of the
mterface pomnts n the router lable,

The algorithm works as depicted in the (g, 2) 1L
starts polling with an arbirrary 1P 1o get SNMP MIBs.
If it recerves response with System, IF, AT and IP MIBs,
then the SEARCH LIST, the SYSTEM LIST, and the

ADDRESS RANGE LIST are added/ updaled according
to the MIB values The FAULT LIST 15 added 1f there
are no response The SEARCH LIST contains next
interesting IP addresses Lo be searched. The ADDRESS
RANGIE LIST keeps lrack of network IP portion of the
1P and holds the current address range 1o be searched.
The procedure of determining the address range is
represented wn the (Fig. 30

sty IF aceioes

SR pol g 0l kRS

SYSTEM LIST

ALgnals Mtk
Map Cansmlor
Algoid

Craien Algantwm
la expanc
the adukss range

TETCE 4]
JICRESS LIST
Darva ecanscian
irlormele

Bema sub-nemsr
‘nlgrmrn

{Fig 2) The Agarithm Logic Flow

We need to search all IPs in the SEARCH LIST and
checks each of the IPs if if is a valid [P within the
ADDRESS RANGE LIST. The above searching and
checking procedure continues until the SEARCH LIST 1=
emply. I il 1s not valid, the FAULT LIST 15 updated
and the address range may need to be expanded Our
algorithm allows the address range o be expanded
optionally, The NETWORK ADDRESS LIST and the
SUBNET LIST are derved from the SYSTEM LIST.
Those two lists will be later used to produce a network
map.

The algonthm 1s consisted of two mechanisms, n
which the first mechanism colleols nocessary networl
information and puts them in the LISTs and the second
mechanism generalc a network topology usings Lhe
LISTs, The first mechamsm follows from slep 1 o step



G as m the <Table 1> The second merhanism ig in
the <Tahle 2>,

3.1 The first mechanism lor six LISTs

{Table 1) The First Mechanism
Step It

It | Poll the starting IP addvess and receive response
Add collecled MIB values to the SYSTEM LIST,
the ADDRESS RANGE LIST, and the SEARCH LIST
Delermine matched prefix bil patlemn, address and
implicit address range in the ADDRESS RANGE LIST

(o o slep 2

Elee Add Lhe IP address Lo the FAULT LIST and
- slop searching
Step 2
It IP address of the SEARCIT LIST is included m the

address range of the ADDRESS RANGE LIST
Marls (lag Alavalable) al the [P address
in the SEARCH LIST and go (o slep 3
else TP address of ithe SEARCH LIST 15
1l not mcluded m any lisl
Add TP address to the FAULT LIST
IP address ol the SEARCIT LIST 1 include
in the mplieit address range
Mark Mag A al the IP address in the SEARCT TIST
Update address range and unplicit address range
\details example in the ig 3)

Go Lo step 3

else il

Slep 3

While | Not llagged IP address in the SEARCH LIST
Loon

Ball the IP address of the SEARCH LIST

and receve response

Add collecled MIB values o the SYSTEM LIST eand

the SEARCH LIST

Go lo step 2

Blse | Add he IP address to the FAULT LIST

The IP address of the SEARCH LIST appears

several limes

i)

If

Remove Lhe [P address from the SEARCH LIST

Endl Ioon

Go Lo slep 4

Step 4

Compuie network address bv bitwise-AND  operation
between the IP and its mask and then add il lo the
NETWORE ADDRESS LIST

Ahge ERD ES=TF 2R YLelE 107

Step &
Loup Total number of addresses wi the NITWORIL
ADDRESS LIST
I There is a duphcate 11etw9rlc address in the
NETWORK ADDRESS LIST
It It s foun_d in rthe different interface IP addiess
of the SYSTEM LIST

Add lmk mformation Lo the SYSTENM LIST
End loon

Go w slep 6

Step 6

Poll lhe [P address of the SYSTEM LIST
and receive Response

Add AT group values of MIB 1o the SUBNET LIST
Eud of the first mechamsm

if

32 The second mechanism for newark iopology

{Table 2» The Second Mschanism

All LISTs are generated from Lhe {irst

if N
merhamsm

Loop | Total mumber of Touters i the SYSTEM LIST
plat network devices, sub-networlss,
and thewr connections

Enel loon

End of the second mechausm

End of the algorithm

4. Determining the boundary of an Intra-domain
and finding a network topology

Our algorithm reguires an arbitrary 1P address within
an intra-domain as a starting [P address to execule the
algarithm. The “Community” name should be known prior
lo run the SNMP to read the MIB valucs, The starung
IP address would be an arbilvary rouler or a defanlt
paleway I adelress mn the intra-domamn The algorithm
determunes the TP address range of an mbra-domain
mielligently from the given IP. since the netwaork address
porlion of an organization has been gencrallv allocated
in a concatenated fashion. The IP address is decided

as shown m lhe (Fig. 3}
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(Fig 3) The Procedurs of Determining the P Addrass Rangz

First, the algorithm polls starting IP address and
collects the interfuce [Ps of the router, and then rough-
Iy determimes an mitial network address range. The
initial network address is determined by comparing the
prefix hit pattern of each interface IPs. For example,
the interface IPs are “20230.106(011010101.17, “202
30.107(01101011).17, “202.30.108(01101 1000.17, then the
malched prefix bit pattern is “202.30.01 1M xxx x". So,
the initial network address range is roughly from
"202.30.104{011000000.0" to “202.30.111{011011113.0",

Since the imtial necworle address range might not he
enough Lo cover all [P addresses within em inira— domain,
the maiched prefix hit pattem of the initial network
address range necds to be modified. If the size of the
matched prefix bil patlern would be shrunl,, we can
include more TP addresses into the address range As
a rule of thumb, we simply shrnnk one bit of the malched
prelix bits by truncating the least signilicant bil and
then call 1t the implicit address il pattern. All IPs in
the impleit address range will have the same implicit
address bit pattern. The algorithm checks the [Ps of the
SEARCH LIST il they are in the address range or the
implicit address range. If the target IP of the SEARCH
LIST to be searched is in the address range. the algorithm

polls the TP and collects necessary mformation. But if

it is beyond the address and imphelt address range, it
1e stored in the FAULT LIST. Since the address in the
FAULT LIST 1s not in the address range If it is in
the impheil address range, the implicit address range
becomes a new address range and a new Implicit
address range is derived by shrinking one more bil as
explained ahove, For example, i[ the IP address.
*202.3099(0 1100011).254", was i the implicit address
range, the new address range becomes “202.30.111(0
1101111}.07 and the new mmplicit address runge is
“202 30001 xxxn(” The algonlhm rums iteratively the
above steps unul the SEARCH LIST bhecomes empty.
The (Fig, 3) shows the procedure of determming the
address ranpge based on the above cxample.

After searching all [Ps in the SEARCH LIST, the
algorithm (ries o find the connection information
between routers. We can get the nelwork address
through the bitwise-AND operation between the given IP
address and the nelwarle mask. We get the nel maslk
value from the MIB, TP group”. Il an identical network
address is found on different network lable, we can
conclude that there is a connection between routers We
can decide lhe nelwork 1ype according to the number
of identical network addresses appeared in dilferent
tables and the interface type has been already known
fram the MIB, “TF group”. The network type could be
ather point-to-point, muln-point, LAN bus, etc
Finally, the algonthm generates a network topology

hased on all the collected information.

5. Algorithm Implementation and Test Result
in a Real Site

Implementation ¢an he done as follows ; collecting
data for rouler information, computing comnmnection
information to other network m each router, scarching
sub-neiwork, and displaying nelwork topology infor-
mation, The (Fig. 4} shows the logie [low of the

implementation modules.

5.1 Collecting router infermation
This moduie collects network information such as the



MIB values of the “System”, “IF”, “[I’" group in router
by usmg the SNMP It also slores the rouler's con-
[iguration and interface information as well as the 1P
address of the neighboring rouler as a next larget rouler
to be searched. The module also includes the network
address range of an intra— domain. So, the module
updates the SEARCH LIST, and if there is no IP address
in the SEARCH LIST, the algorithm will not contmue

to search.

5.2 Computing connection information

This module will compute the network address by
hitwise—AND gperalion between [P address of rouler
mlerface and its mask address and then store the
network addresses in the NETWORK ADDRESS LIST.
If an identical network address 13 [ound on the different
network tables, then it has connection among routers.
Conneclion information is stored in the SYSTEM LIST
and the NETWOREK ADDRESS LIST.

Boyond (hn sach rangn

Lo | Oplleot rautas
Inrermarion [

Compute | __ee=="T oE
connochian =
Intarmatizn

Grnsrate
natwork map

Discavar sub-
nutwark
Informallon

(Fig. 4} The Flow Chart among Implemented

5.3 Discovenng sub—nelwork informatian

Sub-networls information can be the MIB values of
the “AT" group which is stored in the ARP cache. To
solve the cache inaccuracy problem, the module uses
“PING” to get accurate sub-network information, To
enhance human understanding, the module also uses the
DINS protocol to convert IP address into host name
Sub-network information is stored in the SUBNET
LIST which is related with the intefface of the
SYSTEM LIST,

54 Displaying netwark topalogy information

Once the algorithm collects, processes, and stores the

data, 1t generates a networls topology and displays that
on the screen. This module visualizes all data

The algorithm 15 implemented and tested in & real
gite. The test site is one of the academic sites and 1ts
IP network consists of ene router, cight switches, and
some hubs, The test result is represented in the (Fig,
3). The initial address of the input is 202 30,107 1 and
a community name is “xxx” 1L takes around 180
seconds to check 9 routers and 9 conneclions and draws
a network topology. The enlire nelwork address renge
of the intra—domain is decided from “202.30.96.0" 1a
“202. 30111 0", and tlhe prefx bt patlem s “x..0110
xxxxx, The real nelwork address range of lest sile 18
from “202.30 86.07 to “202 30.111.0" which is idenhical to
the test resull The (Fig 5) displays the networl
conneclion with routers, the inlerface IP address of the

routers, and the connecled sub- nelworks.

(Fig. 5} The Network Map of the Test Site

6. Conclusion

Even though a nelwork lopology tales an impor-
tant role m solving many nelworlk problems. the
current existing algorithms find it manually or sem-—
aulomatically based on the help [rom a network expert.
In this paper, we propose an algorithm to find out all
1P addresses within an intra—domain with onlv publicly
known input data. So, it can be used by the general
pubhc, We nmplement and test the proposed algorithm

m a real sile. The algomihm collects and saves all
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necessary data in the six dillerent lists and draws a
topology map out of them. The test result shows that
the generated nelwork topology is identical to the real
network topology i the test site. In addition. the
algrorithm doeg not continue to search the IPs bevond
the houndary of the autonomous system. This algarithm
will be usetul to find a network topology and will work
well with any network management software in IP
networks, We are currently working on the new version

of the algorithm to improve the user interface.
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