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1. EFisEke Hin

BFWEAE 9 DFA EHET AT 2L A% Qol, AAAYE
AEUL Batel AES Au2F vhfsts Ao AHAR, AAH FuE
Adets A= TFA7H 444 NEAILE Tod Ads BEE oA &
FolA 5 olo] THAUTHD BFLAIASKANE AAAN Y T Az
99 Ado] oA 2 AR EE A¥sF AREA dste] AL AU
e}, B ST AThD fd BTAIALDEAAE A olehe gol
o wFel A Aulsd FEOU e 9% EE AdE T I
T3 olRE, AAYAdE AUl B3 FLENV|ES BHE Fote] A
B 2gs 2 A2e NS FESE dEA A7 RAAA] UL

1) David Kosiur, Understanding Electronic Commerce, Microsoft Press, 1997, p.2.

2) AAAHZIEY A2z 43,

3) o] /ol B AL AAdEd, 9EY, g2, A5AeL 14", dxyeldh, ey,
T2, 28, WA, 2y, MEAS == 93, §AEA £ O2 Fe9 ¥€x, B g
o] EFolY o9 44t 5= EFAIZICHUNCITRAL Model Law on Electronic
Commerce(°} 3}, UN 2dH) A1=).

4) Qe do|& World Wide Web(www) browsergle d4EZ< wi/l2§ txd AHH9
47Uy Zo|tkCary A. Jardin, Java Electronic Commerce Source Book, John
Wiley & Sons, Inc., 1997, p.4).



BRAAHHQ QAISHAON st D& 369

t}5)
/I A =9 AAEAYN TEE F 359 EIARS 20033 = FH6AHE
g AR dEFHW ANAZLZE 20030l 12E ode] AR

Aol 9 A#E Aoz FASHT T FF R d Wl 4 7gL oHE

HEEA ETiske dd PA9oR 7|YdS BET o= 4499

ol me} AWAR|AE FAGARLHE o8 FHte] fiA 2 Aot Wi

o, ol#A A dAH Aol WEF | mel, AT AREAE AFs}

t 84F0] XFd =AML Qi

l.o i

s &
=R

ol

2
s
3

2. BTmE®ke BEER

AAZAYE st ZAARE Adddds 34 &

A=3717F oo ad e Adigde] AHUE =g 2

ololl we} ARAFA YA E HEYAZANS Fudsd 2l

AE WHel dasty E3 AGAAE A5 5 e AFHE A3z
g8 QA HE otk HEYIAFNA Ha(security)S HE3H
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100 @ HENAZANA T AEIF MEEHE B (integrity) 32,10 @

1k

o

o oy
2
2

okl f
BhJ

5) EFAF, ‘AA7INAIASAS A% AxdAY €438 A9, 00d 64,
(http://www.mocie.go.kr/new/990629~ 1.txt)

6) T8 ety EFdaik wiEgd HEEs AAUHYUE, §4Csclub, HEEF, ZBE
i, ANy, Fea, ofFFeol, ofAlottEry, fuEelal, EHye} Fojt),
2088 FAHZAAIAR, (AL ; A 22, 1999E 9¥ 30€9A ; www.emag2l.com/
subscriber/mag-big.asp?catabig=B).

7) WEFA, AxdAH A371 924, 19999 24.

8) 7199 AAEAH FEH5L FEoly @, viAE 2 26 A 2 nEILA
d9L B 71€c] Best}h Ravi Kalakta, Andrew B.Whinston., Electronic
Commerce-A Manager’'s Guide-, Addison-Wesley Longman, Inc., 1997, pp.25-26.

9) Inteliite] 9] S2BHFL goz 5dte A ulx AAHR £F 7|de =gz
Zolgt s werh LA Times 99. 5. 22U 2HA & ; AFAA AR AABTA).

10) 7}%, 7t= A3 7t A3z A GalA RRAAEHE S,

11) 718, AAFEAA] FAAFR} AxHAEe 49 S/W FF2H(Software Server)= 2412
HolE 7t H&EA A g3 AxHE 982 AUz Atk Ravi Kalakota,
Andrew B. Whinston, Frontiers of Electronic Commerce, Addison-Welsley
Publishing Company, Inc., 1996, p.183.
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HEYIYIANA F27t2 938t FRE st iB&E M (authenticity) 32,12
@ AR o2 WAAY ZAdE 9 g F8A olstHvta 3}
© fad(repudiation) &4 Fo] FHE o|Fth 5F3IF] JdHULAE ERIY
AR H2E 787t AR e R 7Y AFET vls] €8 €3 1 UyE
gFelttd ol g AP E AA] At ¢mI|EE ol&F YUY My
22 AFHA o] AMEHI Uk 2¥Ta she] HAPEAY FAEAe] Eeka st

EF AAHE AL ofHthie) AR FAHZAAE BEAA Y Tl HE &
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T 4 Y2 Wik ol AHOE NP FE g7l MBI it We
WE 71%o] Pl AdE AFsHT; wgs 72 Adch TS ZEEM o
e v Fase, TAY Yt AF718] A GBS FHL W APIAY
FEE WA b Holth TAAAYANS BHE ANNE EEEEH

12) 718, ARAZAA A FEFYE 7Idoz Mgt e e 39

13) 7H4, s 8 AF S FHIAE RSt F 9

14) Andrew B.Whinston, Dale O. Stahl, Socon-Yong Choi, The Economics of Electronic
Commerce, Macmillan Technical Publishing, Indianapolis, Indiana, 1997, pp.46-47.

15) &4 4, AALAHT A4S v, iT2E, 1999, p.133.

16) 1Yl A A7 Ge3liAE FAHoR dHolHE A4S EE LAHGUY] wiEd <Ied
4 ZAA e dolAY t2AIY FHY ARE WY F Ade A2 oyt website
g BB EXRZE O 933 9%, © UE-4 A%, @ 294 A4, @ vlelgud
¥ 5o] tiMartin Nemzow, Building Cyberstores-Installation, Transaction
Processing, and Management~, McGraw-Hill, 1997, pp.295-296).
B]2 Business to Consumer(71¢] ¥ Zn8]Ap) Aujol e ZAle|7 &A|ut SFAH|AE
349 2AMAY aPBA FES FYE AR F 15%7F JlE AUk 1 F 47%7)
2FEAPolES] Fug tE AEFS Bon, FAHE AR 4L AHARE FFFENS
ZHA AL JT(CAR G AR AR, FFAEAAE, 19993 99 309 AD.

17) FWAAHe] BekAAE d$ & Aoz HrAHn U ‘e H=Yg=--
g9 A7, F3dr, 19993 0¥ 219 dqEFQ diA7] gEH2AQ DESHA| 2
A 5o gizon =g dEAHQA HgAI] ¢3EAA RSAEAE 20004
2 E3ANE7 259 43 AR, AR, 19999 99 8¢ AL

18) AAMFA ‘FAAFZA AlF, WABAAE, 1999d 99 114 =
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AAGAY AN E B 8847 WA Utk AEAH GARE FEA
288 B84 Arugkg 33 Je Ade F7UA, Aol AFE Asd A
B Aol Ags] AGHAEA, Aol AFd HEE Ailo] AEsiur
A AdoA ALHAEA, $A] A3 EHHog A HEE FH5
A FReRA EUGAEA &g F fdoh FAAE 8 Wi Ax Ee 4
A e} Aupe) AES Fshs Wlel BT BFolth miEd 9F5S v
A A FB# (message authentication), ##&<S UFE& AKALFE (entity
authentication)o] g} & ch19) ‘E@olgl F& HWAAHARZINIT AAA EE
Helo] Afdte AARAYF o Xt AMEES W - BHs e BNE LI
th20 o]’ IFE Syt dHele ¢IVed o8 Yxd AHe] EAH
ojt}2l) H|E EFRFS MAAAYY Berwos o3 wu AN 7eHd
Holu} AA 0|3tz FHAXE PMIRIEE HolhkA] Rt U2

(1) Bx&=t BWY

YEQaZ ddsel gt AddolH: d4F T2aPL AT TPy
BEY = 3l G FAH 3l7) WE] AR} dolHE AAAY KE

19) ol%tg 4, AR SAMNBAE, 5 EFAL, 1998, p2l.

20) ETERE A2z A6

21) Thomas F.Rebel, Wolfgang Koening., “Key Issues in Ensuring Security and Trust in
Electronic Commerce” ; Edited by Jae Kyu Lee, Steven H. Kim, Andrew B. Whinston,
Beat Schimid, Proceedings of The International Conference on Electronic Commerce ‘98,
International Center for Electronic Commerce(http://icec.net), 1998, pp.327-328.

22) AZBA, AAGAH} o, 4= v, 1998, pls6 HZE.



372 HEFBE FI%

HAE 7FeAE gk 2219 AR J2E SASAY B EFEEK
E THeEA BRASELE LAY 840t
iR (cryptography) & #IAAE A3 5 E7bsd FHE AFsAY
std BAEE A5 7Med FHE wEs] A4 49, 7, PED 58
< 2ot G 20E HE(plain text)S 3RV ol 4
4ZF(cipher text)o.2 WF3I= K b(encryption) @A S FZ &S HI 3
A7 g Aarg T8 29 FEOE v ®iRt(decryption) A=
et ol g A3RD7 g £ T GIEE JEOE TIe
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WA R e QFL blolEHY FAA(integrity) 28 B Auge FExA
(non-repudiation) 59 &F7} Aot HFEEILE BEHoZ g AL T2
G FA BEMN WS 2E B XEY 988 34 4.0

@ EERAR

HolHE mEtsle SRS ZA UAI] 3 HH(symmetric  crypto-
systems)Z} Bl A 7] <3592 (asymmetric crypto-systems)2 T-&3th A7)
Gz gFtsle 719 BEsEte 717 4387 dEe] WA G
olgtx 3led o] WAL JIVt FYSER wE ¢35 RIsy|7t 2F HEY)

23) o] & ¢3% ¢ FE(algorithm)ol & o}

24) Ravi Kalakota, Andrew B. Whinston, ‘Electronic Commerce’, op. cit., p.138.

25) A3 B38718 &A81F o}y 3 A, o] & &5 A} (hacker)E T}

26) Benjamin Wright, The Law of Electronic Commerce, 2nd edition, Aspen law &
Business, Inc., 1996, §8.4-§85 Ix.
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2 FAEY 284 ol& HE I (private key) dEHAolgtas o B ]
Gz FAE 717 ¢Es BE B35 Jles YA H2RE A7)

(public key) EZ A ojfn% dr}2D

O w@7| dTUY
Helelg ¢zsl, Baslste 7171 25 HE71(387], N2 T4 3
Holrt.® o] WAL 19708 2FH FAA TGN o]&Ho ot 2

st 5447t FLE 718 AHE3) MBS 718 AR A
ggo] nasid ol EARDE Seur] Azl
Z& DESWAe] gol AHgRTha
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DEE

@ AH7| ZeH4]
F07) FERAE FAde] £ uEs)s} Qute] FAR FAAF o) &5
Faolet, o] FAL HolH § - FUAG] T2 FEIE AL £}

27) Peter Wayner, Digital Cash Commerce on the Net, AP Professional, 1996, p.19.

28) %22 AYPFoz ojfd FEFI ¢3wL DES(Data Encryption Standard)e]t}.
DES+ 19749 v AFAHo=2HEY F4HQ a3o wat IBMo] /HEstd s,
197730) wF A9 ¥Foz A9Eut. ME. Smid, DK. Baranstad, “The Data
Encryption Standard : Past and Future”, Proceedings of the IEEE(Vol. 76), 19885,
pp.550-559(AM A& ; HAR, AAA, 1998, pp.216-217).

29) 7t¥, 100" o] EAsE AL ZAAs 2% "9UyE AR gloenz 100x99x1/2=
495070 2] 717 dafA)

30) MAFAHAA vE7] FEHde] £y gL e oFu. Ravi Kalakota,
Andrew B. Whinston, ‘Electronic Commerce’, op. cit., p.139.

31) v e Gz duE|FoR2E DES, FEAL, RC5 IDEA %°] 3t o] £ DES
(Data Encryption Standard)®4je] 7} ©o] Ar&dt). o]91d, ddidz s, A}
1999, pp.144-146 #=. DESWA = 2@ A s 5wy o] Lokl #17 =)



I HEBEHE BB

SRR A vETIE FHishA] @otxE Hu, A FUHIIT FAEE HER
Al o] WAL FAHE 7t ¢EF Vee FHEE FHA)S} B53 V)
T2 T 3-BE FEIH2

@ EA719 B 7%
FAAE FANNEN EAE FEgsta HEIle FARE &AL Jde HE

7124 dZEME HEoZ B33 FTHA).

G5
FNZA —>FE —P» 53 —>| B33 > A=}
ENZ
A)  FNA H] = 7]
(B) H¥7 7M7)

ARk %rwﬂ & XPM HE712A gdsstatn #as T T

7] FZEA L WL GASA FAEE Hu2 F1EEs HET] By
Hoy 84 7RG o)e] gk g7 Ao dsdIFo2E RSAW
Aol ol AGHTD AT FEISEr) L] ARG dojxE @il
Ak WE7] A A7 A S HEsHE oI 2

32) Ravi Kalakota, Andrew B. Whinston, ‘Electronic Commerce’, op. cit., p.139.

33) 7}38 100" ] BA8E -5 10071 471 100719 w)d7iwt Bas) 7ok

34) A7 HAL B3 dAd A ®o| ¥&EcHRavi Kalakota, Andrew B.
Whinston, ‘Electronic Commerce’, op. cit., p.140).

35) FAHT Aol Ui dwEZFE o2 RSA, RABIN, ElGalmal 5o] AHE 3 ok 709 %
21e] RSA, H|¥7] w49 DES, IDEA®W 0] 253 AFdA 713 £& dsdugF
(Peter Wayner, Digital Cash 2nd Edition-Commerce on the net, Academic Press
Limited, 1997, p261)cl&t2 H7lgth RSAE ¢EZ¥4L ul$ & A5 AAF5EE7)
olFuhe 7HEE A Al dZAAY, ElGalmal 4342 oJAHFEA S o] &g
et 5 HHA o] tH(Peter Wayer, ‘Digital Cash Commerce:-+', op. cit., p.25).

36) Ravi Kalakota, Andrew B. Whinston, ‘Electronic Commerce’, op. cit., p.141 &% +
2.
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7B v =] sk TN g
719 &7 453 7] - 555 7 | 455 7 535 T
g % 9l 7) E-4 7] (Pair of Keys)
719 48 )Y 7] vl 7], g4I @A
P4 o) =X °
719 A% g8 B9
#edg719 + iy A&
VS - MY & = $0l
F53 &5 w5 =5
dEAHA g4 DES RSA, ElGalmal ¥

2717k XEAFHVAN © Value Added Network)2 ©]-88§ EDIE-AQ] 4 - 4241
e FAAY FEIIG FUAY BEA} URE FASEI FAY A
AgARE FAN7) AANE 228 4R AzAAE T2 B FAH
9l M=Uz FHANA G579 AT BelE AAK & Ro|oB

3 BTE#

(1) BFERS £

AAAR ] AR FlkErad ZHE Rolby] 98 PHozE: ARA
Boo] EAHolth ARAFH PR gAHe] Aol EFHT Y. FA WA
AEY zAdelHE BFESS THolg A6 $ARAY wgdoz Aty
AR e AW = Az2A AR 498 AT doly AN )

37) Phyllis K. Sokol, From EDI to Electronic Commerce - A Business Initiative-,

McGraw-Hill, Inc, 1995, pp.107-108.
38) Dorothy E. Denning, “International Encryption Policy”, edited by Ravi Kalakota, A.

B. Whinston.,, Reading In Electronic Commerce, Addison Wesley Longman, Inc.,

1997, p.116.
39) Aaplztolgtie FrH(FH 4 #£3F, AdGs, A5EFHAL 1999, p.7).
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g0l M 2 GARY AL UEhd BHoz AlgE A, Vol Ao,
UAY BAE To® PARIL MBEA g Al dolH e} g AR T
A7) teste MLl Be 5431 SERCE 1;-; A dely WA A

g d F Ay HAE AY ARE YA ARG 5 Ue AEAY TANNE
Zte HdAd GsaAs w AR J%J & o]&3td Holy HWAAE HEse
AAAEe] g §3, Wolta B ok

= ARAMYEANE BTEACE THAEAE AAET A AdF HA4A
Fe RAARE AT F JA=F HF7] d33pE4E o83t AAAEY A
A7 BT RN FE BAC AT A& T, Qxu AHostm gl
ot FAdxRgAME YUAE MBS ARAEY dFo2A v 7] dsshiA
ojgtal B W, @5 AAAEHAME AT AAE HAY7) G52
o o3 Aoz B o} e Zolrt Ut ol HAAF ¢mst Wao
2 o7 DAL AMSEA 7] dEet. wEtA ARAE Y tAE AEe 9]
MEE AR A—& Mgez ojsfstedz EE FEe gk

il

f

@) BFERS #aet ®R

AAFAHANA 71F 83 AL dojEle AL Frsa, ALEAE AF
& 4 gojof 3t Folth o] #Asy] e 71&F gAWe] fAE AE
Aolth. AAA Y71 EYAE “EFER S EHE "AAEAE F4T A9
A3 B3l HAEAZE 2 BAEA st AHHASS vEhile AA4H FH
ol Ng& Tt ®tm AYsta Qlo], AAAYE EASlF3} HAXQIF 7)

40) UNX*ZM%'%‘ZE A1Z b.

41) UNAAA EH 2t A45.

42) AR HH 21]2Z 21]2‘?}.

43) dAEMF L HZd MEHRAAT EAMARDY A5H FARRRY] FQgR]o] QoA H
o &3¥eA 7|%S $38%ch Ravi Kalakota, andrew B. Whinston, ‘Frontiers of
Electronic Cornmerce’, op. cit., p.202.

44) 7]%@ AL IS 2EE o] & AR H(HAEXY)o] EFH|X|gt A=H dfF)
< T ZEFEMEZT 28tk dAEAEE ABALR Aol dEdelA] A
1}7—‘1 o2 FYHAE sl AoH, FFEE UASVIBL2REH HAA LAAFAE Sads
Aolt}y. SAAAGAH AL AFAE BEFNRA R SEME7T JdFEHDavid
Kosiur, op. cit., p.39).
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H2718 B¢ I3 e O mEdld deshe &
1834 HAE AEE & A4S AoidelA BUR o] Al

47)E © & g 7%
g A2 FA7IE ol8dA YAE MR AAAYE A F EAE A
SHAl H= Aot oo fAE Mol £ AYS AYANATE dFL 2
7180 A He Fojthan 'Y giEde] fAE AEE & F¢ &Y
o] A=A AR}t FAHEY. BIHy REAC & EH Bl #sto, 74l

T AR HESA Juh®) KB M-k E AAH diEded s A
Axrgol FaASHA HPHT, Aol FASA e A2 R g9 I
= AAAFRAAE oo #F 7A-E FI YA ot ofFE dEd
Holgke MY Ay 2UdA ASHE A2 Rojop & Fojoh. AAZA
el He Ade #Ie 5 Jde sl A= U7 o] wiH AHA At
e FAstoiol FpE HAGAH AHE LTHE F ;€ AolH0
gl dAdAN ZEYPIME o]H T HAAE FA}L 7] WS
AT EAERA PRl STALAAM HAE Aol $AY AHE Foi7]

AM e EBFEHZ5H 71 T T o] 7P T2 Yot

X

oo

¢

o]

45) AAAH 7 EY 2= 5.

46) David Kosiur, op. cit., pp.73-74.

47) AAAAHE EAA7)7] A AZ7He dgoe] Hdedo|t A= A=
XEE ALY o] gdtn UA ofystrh 13} HIBHAE AT GEA 2" FEv} o
£33 Wolrh gaA2EE o] 43 CiXdA o] FAsHHE AF7He EA 2
F34o|t}. David Kosiur, op. cit.,, p.75, p.251 #Z.

48) UNCITRAL Working Group on Electronic Commerce(Thirty-second session), Draft
Uniform Rules on Electronic Signatures, 1998.1, Remarks 45. Z=.

49) Uniform Commercial Code Part2B, Article 203, 402.

50) &3 4, AARLAHE, 494l 1999, p.215 Z =,

51) UNCITRAL =d¥Y A132(3) (a)dAe “deolg wWAIR7} 2ol $418 AQ
137l HafA F4le] g god HyPoz HAF Fdg ALEE A $d
A2 doje WAIAE A4 Aoz By 9 7jZsle FEFFE AT
TS ok = Rk A132 G)= “dolH HAIX7 AU RolAY FAA
ol Zer FAHEH Fcle] 1Ed FA ddle YFF Y FLol FAHAH $A
Zol A AL diold wAXs ZAgde grEdiz FAHARS FHE & 91,
aeg Fo 7t Y AL E #ew FAHSn o

52) 1571 #E B3t FAVNE AL AL A7 P OAEME L FAHZ o] B
T 43tk (David Kosiur, op. cit., pp.76-77). 1 Verisign, Cybertrust, Nortel %
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Q) BFER2 AR

HAEARE 47 ABEAL o483 glom WEHY o] RSAMH
"kl o]t} 53)

D RSA BAHK

gAE Myols 43duz]|FRSA)Z 4 WAAE FE(digest) 217171 H38k
o] #)4]3r4(hash function)& ©]&3th RSA AuutAdA FA7]¢ vL7S
AAdste A4S RSA &adAd 2o Mgzts wAlzek 2 WA Aol ofg
A8 ARG A A Agstd AR ABA FN7)E AHEst] AF
W wAX ¢ AFAE 1 FATIERA HFS WAA 2o FEHETLH)
Aoz Bt

HAAE FEA717] A8t AFTTE AMSsith oo ZojE 71 WA
A= AHTTE AHESHE 271g tigte] Burdt WEE whEstd 49 Zo
2 4=8 AAFE FE F QU5 F wAA7L EHE Aotk oy 4]
42+ MD5, SHA So| Bol AH8-5a itk

RSA BEHRE AHEA

ol

o] 3% YA AFME d= E1 AUt

53) Peter Wayner, Digital Cash 2nd edition, op. cit., p.16.

54) 702%#¢1 Ronald Rivest, Adi Shamir, Leonard Ademen?] #z]&xE wA RSA#
HEt}, RSAE UHUAAA AlEHE FA ¢33 71&9 FuEA 7 ®el o
Hx gz, A EFeoti(ug =, J8 T ARGAH, EAEH S2E, 1999,
p.189).

55) Peter Wayner, ibid, pp.25-26 3=,

56) David Kosiur, op. cit., pp.72-73.

57) Peter Wayner, ‘Digital Cash 2nd edition, op. cit., pp.35-36 .

58) MD5(Message Digest Algorithm5)t MD4E 7]43s IETE(Internet Engineering
Task Force) RFC(Request for Comments)®] EFo0]7 &A|qt FEWA| X7} &7
= 5 ¢7re] Fo] gt} SHA-1(Secure Hash Algorithml)2 RIPEMD-160(Race
Integrity Primitive Evalution Message Digest 160)3 &7 ISO CD(Committee
Draft)e] E&olth 19999 A F AdARA v ¢33 44 /4 4, dA
A, p.49, p.58, Peter Wayner, ibid, pp.36-39 Z=.

59) David Kosiur, op. cit., pp.73-74, Figured-4 Z=Z FAAd.
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AALS) w17
!
A - BE o AHEF > GFEL > GEHERSA) > OAEAE —
B — UAEAY - BEHERSA) > GHEL
t
ARS] B
AR - BE - BA — BE - 484 ~UEEL

oldl 4TI ¢EFE27F F—stthd FE(IE)e] JE, FAHA &ds #
(FIAA AZ)ehet $447 AAte] FB(EA AF)HE Rolth @/ [
BB TYOR FAANA 3 W, BAY hugel $asA et A
o]t} 60)

@ DSS BLHR
DSS(Digital Signature Standard) A1%%2& NIST(National Institute of
Standards and Technology)olAl 1991do] HE 3 HF tAEMFEORZ 194
9 59 19Y EROIA FHECR HISGL. ol AAFEINE ulgd E I
7] A9 el g o] &ty 23 ETEATS #tsls Wlolth RSAYE
g g3shy Fluges o] &HX gron RSAY HlE LTI == #t
AE Wi 9rh6l) o] who] 19851 ElGalmalo] o]Attiro] ulgg & F/H7] &
AT HAAAEE AJSEEE 71y AL A9 AR o gEE
EA B2 @AT RSA ¢3w2o] 23t RSA AgHrae &gy} o
, RSA ¢34 AAste el BHelg 93 Blind(EA)AEAE &1 Q)
63)

.:L_G.rlr

60) 23T st FE FHEA FAF] BAo] ofd wu7] WAL olgsd ¢ HF
#4272t (David Kosiur, op. cit.,, p.75).
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ABSTRACT

A Study on the Certification System in Electromic Commerce

Kang Hun Ha

The basic requirements for conducting electronic commerce include
confidentiality, integrity, authentication and authorization. Cryptographic
algorithms, make possible use of powerful authentication and encryption
methods. Cryptographic techniques offer essential types of services for
electronic commerce : authentication, non-repudiation. The oldest form of
key-based cryptography is called secret-key or symmetric encryption.
Public-key systems offer some advantages. The public key pair can be rapidly
distributed. We don’t have to send a copy of your public key to all the
respondents. Fast cryptographic algorithms for generating message digests are
known as one-way hash function. In order to use public-key cryptography, we
need to generate a public key and a private key. We could use e-mail to
send public key to all the correspondents.

A better, trusted way of distributing public keys is to use a certification
authority. A certification authority will accept our public key, along with
some proof of identity, and serve as a repository of digital certificates. The
digital certificate acts like an electronic driver’s license. The Korea
government is trying to set up the Public Key Infrastructure for certificate
authorities. Both governments and the international business community must
involve archiving keys with trusted third parties within a key management
infrastructure. The archived keys would be managed, secured by governments
under due process of law and strict accountability. It is important that all the
nations continue efforts to develop an escrowed key in frastructure based on

voluntary use and international standards and agreements.
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