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Intelligent Intrusion Detection System based
on Computer Immune System

Jong-Sung Lee' - Soo-Hoan Chae''

ABSTRACT

Computer security is considered important due to the side effect generated from the expansion of computer network
and rapid increase of the use of computers. Intrusion Detection System(IDS) has been an active research area to reduce
the risk from intruders. This paper discusses IDS of detecting anomaly behaviors and proposes a new intelligent IDS
model, which consists of several computers with intelligent IDS, based on computer immune system. The intelligent
IDSs are distributed and if any of distributed IDSs detect anomaly system call among system call sequences generated
by a privilege process, the anomaly system call can be dynamically shared with other IDSs. This makes the intelligent
IDSs improve the ability of immunity for new intruders:.
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1. <FF.core> = (0)
2. <Kcms_configure> = (0)
3. <kcms_calibrate> = (0)
4. <eject> = (@)
S. <fFdformat> = (8)
6. <ping> = (0)
7. <rdist> = (19)

8. <ufsrestore> = (7)
9. <ps> = (3
10. <sendmall> = (S)

m==== Database of Normal Behavior Patterncce=a
1. <ff.core> = (11)

2. <kcms_confiqure> = (16)

- <kcms_calibrate> = (23)

. <eject> = (24)

- <fdformat> = (24)

- <ping> = (22)

- <rdist> = (130)

. <ufsrestore> = (13)

DNOVEW

9. <ps> = (16)
10. <sendmail> = (125)
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