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The Secure and Efficient Key Agreement Protocol
with Direct Authentication

Hyung-Kyu Lee' - Kyung-Ho Lee™ - Young-Tae Cha'™ - Joo-Geol Sim't**- Dong-Ho Won '

ABSTRACT

In this paper, we analyzed the security of key distribution protocol based on discrete logarithm for the purpose of
designing key distribution protoco! systematically. We also propose the efficient key agreement protocol with direct
authentication. In comparison with Station-to-Station protocol, it provides the direct authentication using the Diffie-
Hellman problem without signature.

.M B o) A& TAY gz kRAe Fad dge
' oA B olg fio] dHy otEvee] kAA
Diffies} Hellmanoll <]} 17H71 gz B A e 7ot st RS avsing s@y s
o] &g olF, FAY ¢E WAL dd Hrs A} ol Fas HFHD 9ok weka B 8o
e g2 TAHE A4 & dt EUE AT F A 7lele] #alel F1Rug AZ7)BCA)S FA
ek stARE, FA7) GRS I Iz Q L8 T ZEEZ AAE A B3 A
& AL A7) s FAM7) 7197 2(Public Y A& AT 715 9(Key Agreement) =
Key Infrastructure : PKDE # a2 %t} wlzbA PKI 2EZY AAAATY oo ZAZ 75 T2 EZS A
9 A7 A AZ 7] B Certification  Authority : CA) =8
* ﬁsq £ 1$?9$8§21§}jl &iﬂg L ggggq LB 2 %:—%? o £ HEHz pAE Zmﬂfi?
L O A e, san 7] Ru) ZREDY AWAL SR, FUA, £9F
4 3 %:mew Jud 7 Mﬂ’ Ol o] HAET Mol M FlEw Zoea
e e s ey vs aee aeen
UHE ST RN N G R ey _ ’ N -
RS 19999 79 209, AAIREE 1999 109 299 EEHQ ZREZ AAWY, 5%AME MEL



P14 SEFEHLISY =2X HED X12S(99.12)
&9 TREZ A% R HA
TR R 64 AEE W

2. 7|2 ZREES otMY

AL o] A B =RelM AMEEHE 7
3 ool <X >3 Zrh

(E 1) =220 ARz 7ie o &

BT
PR

27 AR (P)] AB | Pa, Ps | A9 B9 37)9)

H27) 48 (S)| AB | Sa, Sp | Ak B7}F A&z wdy)

F Al % 7 H]

ki

Certa,
AFA | AB| n‘; As} Bl A7) A2A
A-B Aol4 BE H4HE 154K
474
4538 W 57y BoA AZ A59= ASAE
WA (R)| AB | ra, 1 |AS B7} A& Ay AR
A7) K A%} BS) AW7) ARES
SEEEEE ] ]
g}# . - h |78 Q9 644 ¥
A A9 B A% B 7Y 49 Aw
Zé}}_ (ID) 3 A, DB v
_ EEHE dthie 2524
P p=qw+l j
qE qlp-18 & 2
- g w |wE wip-19! 99 e A
sheti P

ZAN ot oF 952 2=
A%-9% ARIES) 449

ord | ¥4E JehY ord(a)=q

FHEH 283 p@ g [« * Unknown key share 32(1,17.27)
+ Pohlig-Hellman 2 22I5(22)

IE-plbs <MY 3= BA(1Y
EEE) / \ LEYEE)
« 34019
B e neemam N ‘HEE 32
ABR A _ IEWESES® O MBRBI| .oHY 201
-ABHE BAS)
I S DEY - 228 KA B2y
In‘ +Qorschot &) B2(21)
259 44 IIT A& B2026)

AR HE BAW

* Perfect forward secrecy(10)

I sy oEy

(32 1) 7|24 ZEEF9| oMY

2 HelME AR 9% F 4 Ys 4USE
Aoz duns) da Jga Z2EDe GuA
% FHH, FA, FRFZ prol EHEL F, A

29 seuee] 495 AFH LFRYe
WARELI F AR =E2 AW B
2l A ol2slb gAE gAbus 2

21712 ZRE2 SUM oHHA

TN FAZ A FA7] GEwAe] FAA
ZARE ddsy] 98 F9 7197 E(Public Key
Infrastructure : PKD)7F 538 A =AU Z47] 74

FxE 37 iz EAS 4 98 47
o |Fat= HEIY ahFe FNIE dAANAF
= A& AFA(Certificate)d) 287 J5 =23, HZ
8 F3Y 7 AES s AFTA #Y ) PxE
7HR oleld AFA #Ele A4lriRs AW
(Certification Authority)olg} #2v, <A o
B2 FAS0] A5vBY &nE VT £ 2R
A BEH UATH7, 12,17, 27, o] AHelAE= F& ¢
71ge]l q&o] gupaA FHEA %E A%l
THAYHES g3 =3

(1) #1A 71F% FA(Unknown Key Share Attack)
FTAL (T4 M-S Ade] ANHAR

g REre HoA oz ¥ FHo
FH FFolg B2 "A 7
T k! Fe AbgAe BdE F7
o g AFAE wFwol FAsE W7, 27l A
% & A0Y FANNR

& ATH17L. °)¥ %

AHgtel s HHeR Us

oA 7R A dFEe IANY AFAT 2

A sFte HLIE 4 e AHEA AT
#HA @gete 7HCA HRED o] 4L &

AL B E 7124 HAAE BUY oARE

< 08 AgAe 2 HWAAE FAAE BUR Jle

2 98 "otk ¥ 342 LAY 54 22

qoks Helx e F2

AAR mgede AYAY ¢+ Ao
A A3 & vk [23]s] 2708 Nyberg-Rueppel
# One-pass 7|24l TEEZ s vz 7|88 &
AL o o] P2 5= gl

Nyberg-Rueppeld One-pass 7] #H] T2 EZo]
3 3333

Pa=a *"olH R, r €kll,2,...,¢g—1}°]ch



[z2eg]
AL At e=a"""modp, y=r+e-samod q& 7
Abete] Boll Al Bt

*A->B:iell y |l Certy

[AI4d7 A4
+ A9l AT A K=PE mod p
Bl Al47) A4 K=(a"Pie) ®=0a " modp

[ZA34]
o Z2EZJ ) (17]d T3 Wye Fesd
&3 2t

c A ASAR el y |l Ceta® 7HEA] gf=
g’ P%-e mod p& T3

- AR gfg olgde o =g
+e’ -sp mod q& AAFT}

+FFAE BAA € 11y |l Certp® HHATH

gebd, A4 At FHE 8 AHEete] A8A
BAlAl MAAZ HUR BE 2 ANAZ 344 E2
2E & Roz HzaA Aok oW oA JFH
AL w) 9@ A 2RH PHe TR} B
WY AEE & F o dol Zetald A% 7

e 7HAE Aol

)

‘modp®t y' =r’

(2) MBEF A 34 (Subgroub Confinement Attack)

oAbt g=F Ao 7]k FBAIAF A et E 9
StAAo] #B3FF hREL Pohlig-Hellman <aa]&3}
#E o] ArH22). o]# & Pohlig-Hellmang ¢udE
o 7Zlzstd 47t we NRIOFAAA olituigE
A & § JEF ZZESZS e FAYES
HIOF Ag FZF(Subgroup Confinement Attack)o]
32,12, 20,21, 28], &, 2 4% pol tish, p-19]
o

2AFER olFo|W FLoe oidFE

g O

= ol EASt mepd, 12l E e 2 &
F g7t EA8F sei(e, p=gw+], ord(g)=p-1). A
g ol 3 HEg J_-rlE g wol dia ojitdls

=
of BH ARE =FAAG. olHE olfE [211A4
25915 ABIF Agel AVHUT 2594
S A=

age :% z;9] A2aFOR & A5 A

IS
uf
o
o
H°
l o

= 2 3n Adrgdd &
#ahehe x;u;_« AR AT 2F-95 ABLIF

AgSEAE e AHEAY HBIE of= Aol

A4l B

7hsattHi2l oled g A GAl, el A8
e Adsvide] xS #AV AT

poTwet, Pohtig-Hettman [22]
ord(g)=p-1 @p-1) : smooth — O & CH 4 &
SYUIIsE B H[5]
=TR2g+1, HISE! |[e—pu =
@@p-1)):smooth :rd(g]z;-l = . H 2
D.L.P.=D.H.P. Oorschor® 32 (21]
p=Tgw+l, =
ord(g)=p-1 Hagas
OIX 3 BR 22 P ———
- pThwel, | ANE s2 9187 2R 12}
l ord(e)=q SOALS Y3 A4S
[ sweamezaa |[ | emdacaczinsezay |

(28 2) SoHm2tole MED olET|He| A&

(29 2= SldAM dF9 dAdF sange oA
A AF7|#Y Gt did 7IEY =8¢ EUE
AAHeRE vehdlz gty o] ddA & F lFe] ¢
A seinlee ALET AF 7R HEo] gui2A
PHAH olatthgro] Zlutek giF-Ee P ZRE
Ze Z2EZY &34 Aol glojq BE EAA
s A F s

| EAsts oty 33 Uy
}S 4 gk o] doMe

13 F AR AWF T £HL E F
AE AEA ZAA}(Impersonation attacker)el] thal,
E2EZ AAA RFAE doiy £ v ALY
28 Yo ZREZY dHASE HHdY 53
AFsr] A&, F2 AZ W F4

AHE THReplay Attack)> FA27 FHE QA A}
SAE JHEst @A e FHA) AgE HAAE
AAHE e FAYYelth ojzE BE AFoj 7]
AE ZREFAM Bol dojuy Ed2HEE(Time
stamp)Y =2 (Nonce)E AHEgto 2 slA€n. AA
Fo] Wle BAe ZeeEFM £38 daAY A



3616 St=IEAEET =2 Hed M12=(99.12)

A7 £7 FAAel og o% Tz
WAAY G 5 G Bz 249 5, F
2 2AA} A A8AE Aol HANE A

>

=3}
E=

N rlo

o

% e ¥3L dgad F2(Interleaving Attack)o}
2 8l AdAIA B HAXE tAl AdAZ AH
% e FAUEL dZ94 F A Reflection Attack)

(2) 2387 A4 34
SE AM F4L AEdEE
7t A ASRE LEAF
AEE AIIEE w=e FAWHC Y o] THYY
Shamlrc’ﬂ 9J&] SECURICOM ’8904] g vlgjo}
ZA(Marfia Fraud)® FAH]
Schnorr«] M .&EE%E g 4E A% 7
o) Z2EFo] dAMS 7lEsy] 98 ABHAY
[14]. o183 23F A4 F3
L dAA ZYA/FAA FE
5, AdEA (D)7t A4
£ xjojo} o,

o }‘J
u
2
HO('
olrt
2
e
2
=

& AFHol B B
Fub ARl geel A

7159 ZREZAA 7|70

71A0) EA= [19]14 Mitchell 5o] 71&E9 71%
o Z2EZe] EAHOE AUt &, 15 =
BEEEL 5 AR A4TI7E & ALSRR] e b
g 2449 ¢ QES v 7|y zeEZS 9vlE
gk, AR *Moﬂ A T olgse ZRE
S daiMe ALE ARE QM7 AXe] & A
Ao 9&EE F JAve AS xwo}fﬁt}. ojel g &
ARL a7l A3 Mitchell 52 71450 fa A
1) EH E (Commitment) & A< Q)

___Obmlﬂ

n

3 ZZ2EFE T F T2{AitE

Z2EE 9 Fo dojd & e A" B
& Fag AdezA 717 A7) FA(Known Key
Attack : KKA)#} Perfect Forward Secrecy(PFS)E X
REZY AAA FastA HAFHL Uk 713 AL
7] 24L& HAY A7 wFo] A ZZEZ
A A7) A T3 AH(4 ¥UINZY o] F
A FH g*NE AFe A& nat(8 13, 26], Per-
fect Forward Secrecy® AF&Ate] H]E7] :Fo] A
o A7l 3 FEE =FtA FEoazA AA4

Aa71el A&AQ kAR ouFeH7, 10 7R A
A7) A3 Perfect Forward Secrecyd 7ol &3
# 3AWELE [ldA 712171 A2 33 (Known
Key Triangle Attack : KKTA)2 2 ZRAEUTH ©]A
2 AHERY HEIIE ole FAAE A AA]
SRS A4 e F ANCRRYH 7¥ £ A8

oz #4 #AY AMIE Foie FARYeIT,
3. 7|8 ZRESo @ DA

ARn Zzeze] AA4AY Sol ¥y B8]
JeAE SR LTS FE AACH T Rolnk
getd, ¥ =glAE dAarde gdss 6
Ted 2e 94% FAMoE DAY AR
ge Fod THNYES (17,23 SAE 9
a1},

e A3 % <% (Direct Authentication)
7 ZREZE FHAo dofuhe AR AP
(53, BAH AF)o] F AEAIL FRE 718 A
2 gelas 7189 BA0) 9aMst ofet 7]
f oldd dojd & JYES Z2EEZE 47
Ag AHH AZolg FoH7) A1E% ol Aol
Fofjrdol] gt AF L AMEA S &?*Po%
Ao AA [7, 144 A7lE 7189 =g
ol g HH-g o|F7] H dAHUD

[0

O}N
Rorzorle 01'-1

}

ox,

T
flo ro £

e 7182 (Key confirmation)?] 284
F8% AHel 53yt A AdidelA 82
FHRE A& T o] &H7] 47 WE

22
3}
3
# 7] B A4S FAsE g AR U F
=
[}
E]l_

oﬁ

[T BE FE ZEEZL FAR o]9d
ARNE A & & Aolge UAH
(Implicit Key Authentication)¥+& %o] thFx|gk
°‘°ﬂ"1 AFE AXH YA AdFwe /i3 vA

9 3—2}"‘ #HA4E 7t
AR S Botrhe
Ag 949 £ e FHE Az 9\1‘3}. ’Qzﬂ
SSL(Secure Socket Layer) 30011"1t 7]5"“3}]01] g
3 243 oA A (Finished message)E ol &3lA 718



. °1%7]1(Certificate Authority)9) 4%
ER! ‘?}"ﬂ"%ﬂ PE F8F FES0|
F71%9 ‘31%}»} 47 FE B Q. S
7 ol gloj —.9—\:1}-27“ 8] gom ¢z
o) Z2EZS dAsidags °W”°ﬂ F8
F& 74 & AT7,12,17,27). wEA, 4
A7l dg FE T 4%4“4 ZREZ
of 7lgke] EHe %% rg: F3te] AAGAHE
s

i3
U D e R A A 2

=4 J AAE FEE

¥ do o ol off

o AR £AA/ZAA FY
Z2EZd AgHE ANA e 29
A% 3HY & UES goM, 344} A

oA Fa8dA TAET], 14] olefgk sid
[24]o1 A Aj¢tst Interlock pro-

tocolel W FAFYAE AAY ZEESS A7

@ % AoH3]

4 WYY o5e B 5859 759

Z2EBS ¥ % 4

oA BAE DR FALYEO dHelm A3
4 Q3e AFs: BLAY oausd 71§ xz
ETS AANA A% e 2o ATNYES BE
St aTARES BErZod RH Zzezs

o FFAA 71283

QFAE 1 (AZ=71F) Q) :zr|Be AR
7} QkAE 277 SebvEE Mesin #9 upuy)
2 A3 g3 glestel e FArs

HellM dad 27 A ABIE ALEH FAY
< &3 2L fAo| o MLt

o A 1 (F7] AE) : AR Av ¥'ZI] sacsZ,
2 ANEYEL, ya=0"mod pE At DY

1
ro
0l
o
>
oK
Q_i
rr
e
2]
ot
=l
Fo
1o
12
re
N
oin
10
|H
Hu
Hm
]
&
=

A AF7]18QA CAAA AEddt

AQCA : IDA, Va

o WA 2 (BA7 FEA A AZVIBE AEA
ASIAAN A we FN7] yucl o A% AE
S xloﬂ el AAE F of

CA—A": Certy

C A% 14N =E3YAS A AN A
¥ EZRESS AES ARY 1D afelR
o U@ AeA AFE T

L AT 2B HER 202 G2 AAE,

@ yi=1o19 ¥, yi+10l8 43,

@ yr=1°ol"9 AF, yi=101" 3.

QuHon AF7|HE AL 19 PHOR AER)
A7) AR AARRS FASE, A5 25 AAE
ez B3, 4719 Fehdl wat 4s
A AgE 4 Qo md, A9 20 @NE A,
B9 234 e] ohieh, sl Z2EEY Sus
Bold, AR ARNE Agsel AN HEAS
AAE & Aol okdd (29 e A AFE
AZ71Be q2e =BT Aol

[
IEEEEEE [ | viesie 2ro= 2a @uay) |
[
]
[ 1
Kaliski 2l cofactor[11] A TH&[12)

Y, 0181 A2
v

| Yymey 02 83 |

F

| meez

SHA ZABFEOE HY

(a7l 3) 37| HA=E

(2) 718w Z2EZ A4

ARHA AFE AT Z2&HQ Diffie-Hellman
(DH)3 7]£4 ZTREZSE AA7 48 23 %
< STAGER &L



3618 Shn@EAeiEs =2X Ao M125(99.12)

&—?A}fi} 2 (1) NARE By gAM AATS
ol&3te F1AES AF 2 A Fuo g Y
1—:’—;L(Comrmtment):a: S kid=

AAole BARE AEsT, A3 e Erhe

o)A tsg whAlE ARR-EA 7] A8 dHgrE
ALgste] F)AFES} 915 2 AHAR g3 ArER
E (Commitment)& 433t}

STAE 3 (AAF BA) 4 Bese dAFAHR
= 0e daz F2E 23, HdsE A
A AR WYARE 7T e gess A4
olof gt}

2 oy o r£
OH
2

o rir
N
I
lo
=.>"=
o})t
o OH lo

274 38 obd (28 49 2o] YErd & A,

-

dmove R7-2€ B2EBY AP ]

HICHE Al HICHS Al
Iy, =

ADIOl M EE w= L] -BEHO| MaE

& U= WA - 4= AT

" Oll: A = A T

| L2l #1, (2 U832 HAK 25E gal0rE) |

(28 0) MHE A YKIS st AR AT P

LTAR 4 (AFH A4F) L8R AvEREY
FEAS AT FABUYE BAL & Y=S

R

ZREZS AAS

LTAR 45 2TAR 33 AAE, g ol
A AdEH e FABC dHF 58HA AES
AFsHA Aot

L7 5 (71A A7 FH(KKANF Perfect
Forward Secrecy(PFS)) : Al4717F olo] ud
Ay FEE0 BPHES AAg

A7 Ao HEAREYR ARG 7R
A9 FAF Perfect Forward Secrecys AFd o
sAHE. A MTV/AQ)S MTI/B(O) ZREZLS
AAFI7E AHEae wigy) BRE EFeta glem
HAL MDA mE= ALEzL vEI g of= 5F5HY
FAEA kHg AT Tk

27 6 (G132) 1 44 AMAE FolskE 7|
g #4¢ §.

7189 oz 71Eue] 48 g gen nA 7|

5. Mi¢teles 7|59 ZEESE

o] ZREZL AHH AFS ATy d8 7
ALgzLel IR A9 leﬁe—Hellman ARE A}
%—Sl—q— ?] Zﬂii A}--g—E] uT Ia, TB‘T:‘ Z;}\o]'o“}"]

A},
5.1 Diffie-Hellman 4ale| Q15 HEE A2 22
ZREE
MEE Agst] 2m dH #thash function)shE:
A4AA 95E AT

ALgte AN HR FEHoR
g ok ZREFZL &1} 2T s, reeg{l, 2,
q—1}elth

A-B: IDA, CEI‘tA, TA:h(QrA,PSBA)

™
[
=

: IDB, CertB, CYB, TB=h(a’rB,PSAB,TA)

>
4
s

™, h(K)
+ B—A I h(K,a™)

ASAEES 27k Aol HEP HARe DA
1, I AAGE] AAHARE w P

™8 AR Agsted S £ 9tk h(K)
g h(K,e™E 85T 479 dig 713kl b
ojt}.

Tela A
e



Diffie-Hellman ¥4 : g* mod p% ¢’ mod p7t o]
AL 4 g8 AASE A

watd, 5% FAXALE Diffie-Hellman &A1& Z
Aod AEARS o 4 goy EI Y ALEE)
A gn A EgetE ALgEte AHA AF S AT
7] B E&Aoltt. B9, AtH ZRESFE AY

7‘3 2w AAFE AR R Perfect forward secrecy
: whE3} 1 Known key attackf’ﬂE Stdsitt, A4 7]
HRET o]Folz)7] EZEL 44

Al FoE "oz v folA AFHRRe], [18]
oA AbE MIV(A), B)e F AHEzR] HLI7} =
29t Perfect forward secrecy® THEsA] £,
MTI/(A)e 71A7) 424 32 (Known key triangle

[e) XN
BT =

].

rlo ngg Rl

2
ok
\5

R

attack)® T2 4 gtk ®=d 713 BAL A9 e
8o Z2EZL 79 EWE (commitment)o] o3 3-

move MY ZEEES 7T dHd 2 384
F o AR 4WRYE gy gk

=

[nlslo} FA= o8| MAEA]

ntgjol FA4 o FAA Ex, AHEAL Ael FA
gt Sl AR} J9 FREHe, AHER BolA AMEA
AZ 7M3E 4 Jrth olHFE FHEL AMEA 19 WA
o) 42 e 294 AR} 2EEHA G b
ol shesttt. mebd, A»A AFE AFs7] A&
STS ZREZ2 Eujd 7|18 A18st: ¢ashe A
ARE dAAZ 9 Aotste Z2EZLS S
9} Diffie-Hellman ¥ é}-J AHE olgstd sl

Z_
=]

Ao 71%& AT vt g, 3-move HlUIF
ZREZo|EZ FHA EE Aol ZRZEZ ] A&
(Initiator)7} Ho] 28F AN THEL AR F glo

o AT FE o] &F AMEHE T,o o& ]9
= 3AH19). F, 3FA E7F AHEA B A A
= f73et7] S e AHEA A7 AHEA Bell Al 419
LZZEES olEs5d 7FY ZREFZS AFd Fof
oF 3t} AT o] E AAM FAAE FAANR
9] F3bel YA ste] ARE AT gt 58
T glem, el Z2eF A7 5o A9
Agod BAllA AdE &5 A AAAE ARY
8L F [k AL Z BL=e] dAA F2I}
23, 3-move ZEEZo|7] W& 758l
HE T, 93 AH8x Be MY 71A8E
A7A ALER AY JIARE & F §len, o

]

I, ofm ok

=,

K

o2 AHER A AHEAF BY) JlAEE W
EWE #Fate 7IARE BuoF 3t7] &
ol A% AT 5 qUrk

0
ofN
n!lo
B

o
ol
S
Ao
2

H
£

‘1’%1, |
=EAA
2 HAET
]*E}Ei A4
Diffie-Hellman %219 <%
FRE Yt FANNFA g AF75S AT
e E strh leﬁe—Hellman WAL AFHRE A}
ate A A7 AR U Welets AA

AR

oo
A9 e E e 34 A
£847 AAol 84 401»}@ %3, Diffie-Hellman

4

Kol
Ay

A

Wale] o3 AFL 2 AA ] FARe Fa1z1e) 2
FARTE WEHY oz dAFe ZEF(14]A
3 Azt IDE AEAH R ALE3A] gol® ulde}
370 <At 53], AlRlsle ZEZEZL REY
Aesg A 2849 A2 48 o [14]404 At
2 dAEY A3 AF 1M Z2EZRT REY
Agsol B A7) Qi o] ALF ZHAM S&F 0|
g} &4 gl
A Z2EF] 548 YoM AFE b =2
ZE vwste 7hdd] Asid <FE 2>9 2o
(FE 2) Mgt ZREF EN
- 484 ABH L
F kkmal P el 2z |
stst | O | 9 ool 7] o A
25 =54
X {sa, sB Diffie-
MTI/AQ) (18] X BE w3 X X Hellman
X (sa, sB Diffie-
MTYBO) (18] O BE w2 X X Hellman
@) (SA SB Diffie-
MTI/CWO) (8] O BE wEA) X X Hellman
A E X (sa EY s
zzezg| O | vz X | O | Schor
. QO (sa, s8 Diffie-
ot ZaEed
A O BE w2A) O o Hellman




3620 StFEXNCIZ =EX M6 M12=(99.12)

6.3 £

=R ZZEZY YA, £, FYPF o
ojg & & A B3 FAES FUYEA 24
31, o] wEoR oY 7159 Z2EZY A
A AA gt AAYYS B4 715y Z2EZS
Aotatgitt, Aoty Z2EZELe AAHH 9F7 1
2 713 A4S H7l A% 7189 V%S AT,
44 uje 75 E2EZLS F857] Ao 74

WA 7% R AAA AdE T4 FHREE A

gk Ed B =fdAe 71 Z2EF o

FHo| HE EZREZY 4 AHHUE 7IXn Y

o lo
ihd
ot
e
L
2
2

o Jx
nj
o
o]}l
2

1
13

[1] M. Abadi and R. Needham, “Prudent Enginee-
ring Practice for Cryptographic Protocols,” IEEE
Software Engineering Vol.22, No.l, pp.6-15, Jan.
1996.

[2] R. Anderson and S. Vaudenay, “Minding vour p’s
and q's,” Advances in Cryptology—-Asiacrypt '96,
Springer-verlag, Vol.LNCS 1163, pp.15-25, 1996.

(31 S. M. Bellovin and MMerritt, “An attack on
the Interlock Protocol When Used for Authenti-
cation,” in IEEE Transactions on Information
Theory Vol.40, No.l, pp.273-275, Jan. 1994.

[4] M. Burmester, “On the risk of opening distri-
buted keys,” Advances in Cryptology-Crypto '%4,
Springer-verlag, Vol.LNCS 839, 1994.

[5] B. DenBoer, “Diffie-Hellman is as strong as
discrete log for certain primes,” Advances in
Cryptology-Crypto 88, Springer-verlag, VoLLNCS
403, pp.530-539, 1988.

[6] W. Diffie and M. E. Hellman, “New directions
in cryptography,” IEEE Trans. Inform. Theory,
VolIT-22, No.6, pp.644-654, 1976.

{71 W. Diffie, P. C. vanOorschot and M. J. Wiener,

“Authentication and Authenticated Key Exchange,”
Designs, Codes and Cryptography, Vol.2, pp.107-
125, 1992,

81 D. E. Denning and G. M. Sacco, “Timestamps
in key distribution protocols,” Communications
of the ACM, Vol.24, No.8, 1981.

[9]1 A. O. Freier, P. Karlton and P. C. Kocher “The
SSL protocol verson 3.0,” Internet draft, March,
1996, (Netscape Communications Corporation—
http://home.netscape.com/eng/ssl3/index.html)

[10] C. G. Gunther, “An identity-based key-exchange
protocol,” Advances in Cryptology-Eurocrypt 89
Vol LNCS434, pp.29-37, 1990.

[11] B. S. Kaliski Jr, “Compatible cofactor multipli-
cation for Diffie-Hellman primitivies,” Electronics
Letters 10th, Vol.34, No.25, December, 1993.

[121 C. H. Lim and P. J. Lee, “A key recovery
attack on discrete log-based schemes using a
prime order subgroup,” Advances in Cryptology-
Crypto '97, Springer-verlag, Vol.LNCS 1294, pp.
249-263, 1997.

(3] o183, =¥, “dstd Diffie-Hellman 7)) &
ko) QbuAg RA7, AR ARENTGI =EA],
168 A7F, pp575-597, 1997.

[14] FAE, o]HF, “43 AL dF 2 uAE A%
1ol # A7, FAREES =R, A2
A A1z, pp.16-33, 1992.

[15} C. Mitchell, “Limitations of challenge-response
entity authentication,” Electronic Letters, Vol.25
No.17, pp.195-196, 1989.

[16] A. J. Menezes, P. C. vanQorschot and S. A.
Vanstone, “Handbook of Applied Cryptography,”
CRC Press, pp.530-531.

[171 A. Menezes, M. Qu and S. A. Vanstone, “Some
new Kkey agreement protocols providing mutual
implicit authentication,” Workshop on Selected
Areas in Cryptography (SAC '9%), pp.22-32, 199.

[18] T. Matsumoto, Y. Takashima and H. Imai, “On
seeking smart public key distribution systems,”
Trans. IEICE Japan. Vol69, No2, pp.99-106, 1986.

[19] C. J. Mitchell, M. Ward and P. Wilson, “Key

control in key agreement protocols,” Electronics



Letters 14th, Vol.34, No.10, May, 1998.

200 £58, B, A7, WEE, "o as EAl)
R GE P AR B AT, FAY

B3R 583A A9Y A13, pp.43-68, 1999.

(211 P. C. vanQOorschot and M. J. Wiener, “On Diffie-
Hellman Key Agreement with Short Exponents,”
In Advances in Cryptology-Eurocrypt "%, Sprin-
ger—verlag, Vol.LNCS 1070, pp.332-343, 1996.

[22] S. C. Pohlig and M. E. Hellman, “An improved
algorithm for computing logarithms over GF(p)
and its cryptographic significance,” IEEE Trans.
Inform. Theory, VolIT-24(1), pp.106-110, 1978.

[23] R. A. Rueppel and P. C. vanQorschot, “Modern
Key Agreement Techniques,” Computer Com-—
munications, Vol.17, No.7, pp.458-465, July, 1994.

[24] R. L. Rivest and A. Shamir, “How to Expose
an Eavesdropper,” Communications of the ACM,
Vol.27, No.4, pp.393-395, Apr. 1984.

[25] C. P. Schnorr, “Efficient identification and signa-
tures for smart cards,” Advances in Cryptology-
Crypto 89, Springer-verlag, VolLNCS 435, pp.
239-252, 1989.

[26] Y. Yacobi, “A key distribution paradox,” Ad-
vances in Cryptology-Crypto '90, Springer-verlag,
VoL LNCS 537, pp.245-255, 1990.

[27] S. B. Wilson and A. Menezes, “Unknown Key-
Share Attacks on the Station-to-Station(STS)
Protocol,” University of Waterloo Dept. of Com-
binatorics and Optimization, research report,
CORR. 98-42.

(28] T. Wu. “The Secure Remote Password Pro-
tocol,” Internet Society Symposium on Network
and Distributed System Security, 1998.

o & +

e-mail : hklee@dosan.skku.ac kr

19%63 Avadsin AdFes
ExilCIR)

19989 ~EA) HdZadgw o
9 WAz 2 AFHT
ShE- AAlzkA A8}

TR g2 € J1E4), VPN, IPsec

o

oIEg MStle ESln s8R0 7189 Z2EF 3621

o & 35

e-mail : khlee@dosan.skku.ac kr

1991d A adiga HpFes
(A

19933 gdaAdistn gl AHr
FHIHFTGAAD

19933 ~d A Aaadista g

4 ANdA 2 AFH F

S (221 7Hg)
A 2o Fasl AF
A G HEY
il : cha@sait.samsung.co.kr

Agdetn 271385 &
(kb

Agdst gere 4713
834384 A1)
Aol FYeista o)
she AR B SIHF A
19046~ 87 A4FE1EL o

tOAE B, ¥3, HEH
4 3=, BFAs T2E
TEAM 314 doly UEYA %

1y
o
oXx

MoF Y
e-mail : pmp47@chollian.net
1979 Foddigta ARl s
19919 AS gk HRFSIHAAY
1997 ~dA Haadstn Ao
Az 9 HAFH TR
(BrA T A)
19999~ A I AHRE S HE
NedTad
BAEH: IR 943

s s

e-mail : dhwon@dosan.skku.ac.kr

197618 Ae@osta dx-gsta
(3t

1978 Aodoista g Ax
(A Ah

19884 AFBSm oty Az}
3 IHF A

19781 ~1980d I AABNATF
2 474

1985 ~1986 4E FH T AddT4

1996 ~&8A d7ddgn Fyge A7)A2 2
THESY das

FAE}: ATl E, ARo|E



