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Abstract

The Internet is emerging as a powerful tool in the area of information and communication
technology. The WWW has been especially contributed to increase the internet demand because of
its browser which has “Graphic User Interface”. Nowadays number of hosts that supply harmful
information such as pornographic materials, and the infringement of human rights is rapidly
increased. Access to such materials is very easy. Therefore security system which will protect
young users from access to harmful host is needed. This paper presents implementation of user
protecting system with LAN monitoring based on hijacking method over TCP/IP network. This
system has database about harmful hosts at the Internet and monitors that the user traffic over LAN
get touch with the hosts. The system can not make the user access the harmful host because it can
decide whether the host requested by the user is harmful or not according to monitoring the traffic
over LAN. The performance analysis on the developed system monitoring the traffic over LAN of
Andong university is carried out. The performance analysis of monitoring results satisfies with
preventing users from the connection to the internet harmful sites.
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void OpenDevice() {
// Find LAN device
name = pcap_lookupdevierrbuf);
if(name==NULL) { printf("Failed\n");}
// Open the device and assign it to device open

// descriptor p
p = pcap_open_live(name,1600,1,1000,errbuf);
}
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Fig. 5. Network device open procedure.
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peap_lookupnet(name,&localnet,&metmask errbuf);
// set the protocol type of packet.
if((pcap_compile(p,&prog,"tcp”,1,netmask))<0) {
printf("%s” peap_geterr(p));
return;
)
peap_setfilter{p,&prog);
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Fig. 6. Set the protocol type to read from network
device.
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do {
// Pass the TCP packet pointer via structure hdr
data = pcap_next(p,&hdr);
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for(i=0; i< hdr.bh_caplen;i++){
// Parse the hdr structure
ParsePacket((unsigned char)datalil);

}

// Analyze TCP packet
if( CheckHarmSite() == TRUE) {
// I harmful site, send FIN packet

SendFakePacket(; - oo
)
ywhile(1);
18] 7. Network device2%E] TCP/IP  packet
capture
Fig. 7. TCP/IP packet capturing from network
device.
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void SendPacket(struct ‘sp_ RermakePacket *sp)

{ M . ) -

int sp_fd;

struct sockaddr_in sp_server;

// Setup protocol and open the socket
if((sp_fd=socket(AF_INET,SOCK_RAW,IPPROTO_RAW))
~1) { perror("Couldn't open Socket!!"); exit(1); }

// Construction of destination
bzero({char *)&sp_server, sizeof(struct sockaddr));
sp_server.sin_family = AF_INET;
sp_server.sin_addr.s_addr == IP_DEST;

// Send sp->buffer's contents to IP_DEST using

// connectionless system call.

sendto(sp_{d, (char *)(sp->buffer), sp~>datalen, 0,
(struct sockaddr *)&sp_server,sizeof(struct sockaddr));
}

223 9. Fake packet A4
Fig. 8. Transmit fake packet.
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#include <stdio.h>
#include "msqlh”
#define DBFILENAME "DB_URL"

void main(int arge, char *argvi]) { ¥
register int x,m=0;
m_result *result;
int sock,i,j=0,count=0;
char *cl;

printf("Content-type: text/htm]%c%c",10,10);
getenv("REQUEST_METHOD"),"GET");
sock = msqlConnect(NULL);

msqlSelectDB(sock, DBFILENAME);

sprintf(Sql,"SELECT * FROM thlLanMonitor
where Flag = 'Y"");

msqlQuery(sock,Sql);

result = msdlStoreReSLﬂt();

// Display result to web browser

for (i=0ji<result->numRows;i++) {
printf("%s(%s)\n" result->queryData->data[0],

result->queryData->data[2]);

// Move next record
result->queryData = result->queryData->next;

}

msqlFreeResult(result);

msqlClose(sock);

)

33 10. LAN 2UE Ax &9
Fig. 10. Output procedure for LAN monitoring
result.
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