The Design of Electronic Payment Protocol Using Dual Signature

based on Cardholder’s Secret Number
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Abstract

The topic of electronic commerce is a hot issue in computer technology. There are many kinds of risks
associated with electronic commerce which performs financial transactions by exchanging electronic information
over public networks. Therefore, security factors such as confidentiality, integrity, authentication and

non-repudiation should be required to construct secure electronic commerce systems.
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In this paper, the credit card-based payment protocol applying dual signature is presented. It provides

payment information to the bank a cardholder pays to, but conceals ordering information. It also offers

ordering information to a merchant, but hides payment information including the card number. Thus,

cardholder’s private information can be protected. In order to accomplish this, dual signature is performed

employing both symmetric method utilizing cardholder’s secret number as an encryption key and asymmetric

method.

T Ak FHeldel MRE ol &AEY 1
24 AAAAANE A4 o i8] o] Fod A
olch. gk AR NS T ANttt A 3
M e dasle Ag AN 243
(121 =7t AAE 785 8 g 244
grolet & Zlo|ch. ojeigh Aapdr -?f‘“lﬂl
AE das AEsy olF AAde 7ed &
Az Py TARA AR F-AA ] “}H’r 3
a3t AAAA dhAAE AHAs 5, F
E, AlE7te 5ol 2 AMS-EY deldla) 2 7}
A3 A ARFIEN S wEAYe AL A
2 AEFEE 7R ik wepA AREAE BE
A kg AdE #F ¢ Qe ¥lEREES
Az EZ[23]0] Fo3ich Aeiulabe] HEA
?l RETZEEZL SHTTP(Secure Hyper Text
Transfer Protocol)[4]9} SSL(Secure Socket Layer)
(s)e] olck. zefvh ole} & FAre] webzzE
g2t Adosvd A4AE 23T 5 god
Ao} 74A £AlE o1 4 olck w3 4, TCHIP
o g FulE 2 9 B A% B
g @ AAEE 237] ok wea MM
W) mE el AT & ot EAREE
Qe s EAAAe) FRAS 17&8}—5— A%

ZzEZo] 87 o] ARZLETE S5
o4 AE] WE Fo NleozE AAEE
A 4k @A 93 AEET e A

Hol7|&-e FA E3d AlLvt=e o 22
Azt AzEFE o423k xEukron FRE 5
gleh. AAEFupal e ualzb AAbsts] Wizl

412

Bl 8 S HS3t] o & AlolA AEshe W
2. 24 Mondex[6], Chip[7], Ecash{8], Proton[9]
o] tjxAql A3} A A"lo]ch Al &7)=o] 9
AERAE FoliRbzh AR A Este gl A
713l A ETHE FozH AFo| o FiAE
Holek. 2ol A47PEE ol 4% WAk 4
Aes, wURE, AAASEE 5 v b
4o] Qo] 2 AN oiA] =gko] 7 ek
oh AEFHES ol2a WALAT S eVl
S At gl RPHL Aok AE7HEA
5 AdFAbe]l  VISA9} Massters  SET(Secure
Electronic Transaction){10]ej2l= Z2 &ES At
sigdeh. WA SETE 47k 7ie] glaedl A
BxzEFolct olejd Algrt=sbe] A RAl~
530 oéa].z-lo] i/\]ul 24_\;)_ _1;1_1‘,] _‘J_:'L;\}s].o
Z(Authentication), 7]%4](Confidentiality), 24
(Integrity), +-1-%-s](Non-repudiation) A{v]~7} 3
sape S8 ool awlAsh 23A, 452 A
poll Oa A% BAUIRE T3 nelstolo} @
oh. SETS] A$oli= AQgue] n5s e ol
A% AHE Aedh of F1HE FEAEAE A
she SHlAE ARARE AT Pl
= o, AdleAls FlAEE A3siA
a7} E HEST AEARE 4R e E
A 73
&

B ot u o g

r£1

"N rlr

TEE

2]
il
g
+

o i

3.
o}
A e AAdAN L AP Ee glel A
£ 7l=g o] 43 KA HAIAY ZEEZE
A Astaal gk o] TREFL QI FHA, v
A, A8, o)1FAE 75 g M 9l 53
o]FA & FHA AEAL ARE B3l deivt
SETH}& th2A & =FdiE 7leAab-gxte) whe
Hube] agle sty 2 tslsld AdgoR
A AE7|HY] AMEA QlF ERAAE A S sl

n y




X/ 7t AL wHE Z]ub o] FAg S o] 43t At A& Z2EZ AA

o fr e
£

u

4
2 oo

p

Y
)

EN
o
2

I. WXAlE 21 S0 2o 1 24

st gEol =] A
227 AlAEl(Payment Broker System)3} 7z}
2 el (Electronic Money System)9] & ef& v}
o] . 4 9TH7,8,9,11,12, 13,14].

i

E 3 AAAY Z2ES) ¥F

Table 1. Electronic Payment Protocol

A& o A A % T 2 & 3

E-cash (Digicash)

NetCash(NetBank)

CAFE(Conditional Access For Europe)
Mondex(Mondex)

VisaCash(VISA)

NetCheque{USC)

Hapy7lub | NetBil(CMU)

2} % 4} A~ & | NetChex(FSTC:Financial ~ Services  Technology
Consortium)

Millicent(DEC)
PayWord, MicroMint (Rivest & Shamir)
MPTP(Micro Payment Transfer Protocol : W3C)

29 A2
A 2 A

iKP{internet Keyed Payment : 1IBM)
GreenCommerce(FV : First Virtual)
CyberCash(CyberCash)
SmartWallet{(V-One)
CFWallet(Check Free)

Al 8.9} = 7wt Secure Courier(Netscape)

28 A Ad SEPP(Secure  Electronic  Payment  Protocol
MasterCard)
STT(Secure Transaction Technology : Microsoft,
VISA)
SET(Secure Electronic Transaction : MasterCard,
VISA)

SFNB(Security First Network Bank)
FDB(First Digital Bank)
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Table 2. Security Technology of Economic Commerce
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Table 3. Notation of Protocol
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