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ABSTRACT

In this paper, we propose a one-time password mechanism that solves the problems of the S/KEY: the
limitation of a usage and the need of storage for keys. Because of using a cryptographic algorithm, the
proposed mechanism has no the limitation of a usage. Also, because of producing the key for an
authentication from a user’s password, it is easy to manage the authentication key and is possible to share
the session key between a client and a server after the authentication process. In addition, the proposed
mechanism is easy to protect and manage the authentication information because of using a smart card, and
is adopted by the systern that needs a one-way authentication from a client to a server without the challenge
of a server.
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