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Conformance Testing of Multi-protocol IUTs
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ABSTRACT

To declare conformance of multi-protocol Implementation Under Test(IUT), every layer of the multi-protocol IUT
should be tested. According to ISO9646, single-layer test method is applied to testing the highest layer of multi~protocol
IUT and single-layer embedded test method is used for the layers other than the highest layer because the interfaces
between layers are not exposed. So far the conventional researches have focused on testing layer by layer all the
protocols in a multi-protocol TUT.

This paper proposes a new method for testing a multi~protocol IUT. The proposed test method assumes that a
multi-protocol IUT is under test and that the interfaces between the layers can not be controlled or observed by the
tester. We apply the proposed test method to TCP/IP and compare the application results with those of the existing test
methods in terms of various criteria such as the number of test cases, the number of test events and test coverage. It
turns out that the proposed test method significantly reduces the number of test cases as well as the number of test
events while providing the same test coverage. In addition, the proposed test method shows the capability to locate the
layer that is the source of failure in testing multi-protocol TUTs.
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TCP(initiator)

Tj: CR_reg/SYN

T7: INVACK

FIN wait

T2 SYN_ACK/ACK|

T ACK-
Ts: D_req/DATA

\ Tsl E_
< /€Ty DATA/ACK,D_ind

EAANA w7y

<EWAH> = <A x> : <2 >

<A =T, i€ BT

<9EE> = <dd>/ <EY>

<@&> = <TCP ASP> | <TCP PDU> | -

<&¥> = <TCP ASP> | <TCP PDU> | -

- : NULL

<TCP ASP> := CR req | D _req | D_ind

<TCP PDU> = SYN | SYN_ACK | FIN |
DATA | ACK
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seq state
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m_tc_Tzi: EAAA Tso] et AFg4$ - 1
+m_tc_T2 /* preamble to put the IUT to state estab */
PCO1 ! D_req(DATA) /+ small DATA, no fragmentation */
PCO3 ? dg_f(DATA) /* PCO2 observation included */

m_tc_Ts o4 WA behavior lined TUTE EA
AQ TsE FYT £ QIEZ "estah’ AHZ RUE
Alg 2®l(test step)olth. FWA behavior line IP<]
fragmentation®] #Q8 ¢$le 2L HolHE £33
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FahA dr). o] Ad-g AP <X 1>3 Pk

{E 1> m_tc_T3_ 19| hehavior line} Eaix|Mel 2iA|

behavior transition of TCP | transition of IP
PCO1 ! D_req(DATA)
PCO3 ? dg_{(DATA) Ts Ts1

m_tc_Ts20 EAAA Tl digt AP3$ -2
+m_tc_Ts
PCOL ! D_req(DATA) /* large DATA, fragmentation */
PCO3 ? dg_s(DATA_s) /* PCO2 observation included */
PCO3 ? dg_s(DATA_s) /* PCO2 observation included */
PCO3 ? dg_f(DATA_f) /+ PCO2 observation included */

m_tc_Ts 2004 F¥ A behavior lineS P9 fragmen-
tatione] AT wWF Z dolEHE 4AsE= Aotk
w2} o] behavior line® o] A5 E2be) 93] (2 4)
9] IP FSMS E-#AH Ty, Ts Tso?t &8 &9 IP
datagram W] TCP9 DATA PDUE ZAES 24
PCO29) gt @@o] o]Fo] At} o] AFAH LA
Bole whel o] multi-protocol Al @] 23k A

CHEAIS Z2E20 M MAIE -ef 3001

A AMe 39 AF st S (stimulus) o2
Al sFAAZFAA o W BARE stojof e

+7F wAT. o] AFALIL coversts EWAA
<E 2>ol4 Hol: wish o] TCP FSMe| Eux|
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behavior transition of TCP | transition of IP

PCOL ! D req(DATA)

PCO3 ? dg fDATA s) Ts,2

PCO3 ? dg f(DATA s) Ts,3

PCO3 ? dg f{DATA 1) T3 Ts,4

F Ak okl ARFTE
Pl 4 fragmentatione] Z23 Z Ho|6& TCP/}

FAsE Aoy,

L ogle
TCPS] 9o tig AFL (¥ 39 ENAXA Teol
]

m_tc_Ts2t EAAA Teol g APHS
+m_tc_T> :
PCO3 ! dg_s(DATA_s)
PCO3 ! dg_s(DATA_s)
PCO3 ! dg f(DATA_f) /+ large DATA, fragmentation,
PCO2 control included */
PCO3 ? dg_f(ACK)
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behavior line22 FAHAL. a8 o5 37Y
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FAE BEstE e vehd) o] APASE multi-
protocol AlEHH o3 AlHA LA F Az
3 o2 Ao ARyt 4 AFAME s @
ZE Ueve 48 BoE o] ANFH$7) coverdt
EWHAMHLS TCP FSM2 EAXA Ty} IP FSM9
WA Tig, Trs Tra 282 Tspolth
AolAl dl& £ multi-protocol AEWEE (29 3)
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E
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s_tc_Ts: ERRR Tz dig A FAS

+s_tc_Ts
PCO1 ! D_req(DATA)
PCO2 ? DATA

o7]1ME TCPY Z2EZ TS Aojsin #
sE2 P9 F24L ohEA ged wr 3239
m_tc_Tz 2014 AFRHAL dg f dg s 59 [P PDUE
AR G stc Tl A FHA behavior line
DATAS ZA7]o wat 1P fragmentationo] HAE
FE ek T8y [PYME reassembly ©}¥e HE
¢ DATA W& TCPAl A2atA |oh weha 1P
P E AolstAY HFeA g dd AZA Py
A& multi-protocol N84 &2 IP FSMe E
BAH Toy T EBAA T, Tsz Teaoll ohst Bz
o] o] FolxA] et}

AolA & £ dd AF AAANEYES (2™ 3)
o] TCP FSM9| 2 E#dA A disf &3 Aae
B2 2)el Vbt
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de ot Zoh T AWl AgHE PCO
= (3¥ 29 A TG4 PCO1% PCO3elt}
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+e_te_Tsy

PCO3 ! dg_f(SYN_ACK)
PCO3 ? dg_f(ACK)
PCO1 ! D_req(DATA) /* large DATA, fragmentation */
PCO3 ? dg_s(DATA_s)

A AE7AE PE AFEY] 93 Aol a3
v 7R Ex A#A behavior lined ol [PE F
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m_tc_ T = s_tc_ Ty + e_tc_Ts;

m_tc_Te = s_tc_Te + e_tc_Ts1 + e_tc_ T

m_tc_ Tz = s_tc_Tz + e_tc_ T«

m_tc_Ts2 = s_tc_T3 + e_tc_Ts2 + e_tc_Ts3 + e_tc_Tsa
m_tc Ty = s.tc Ty + e_tc_Tsy

m_tc_Ts = s_tc_Ts + e_tc_Ts;1

m_tc_Ts = s_tc_Te + e_tc_Tri

m_tc Ty = s_tc_ T7 + e_tc_Tr1 + e_tc_Ts1

m_tc_Tgi= s tc_Ts + e tc_Tr + e tc_Tsi

m_tc_Tsp= s_tc_Ts + e_tc Trz + e_tc_Trs + etc_Tra + e_tc_Tsy
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1. Multi-protocol Al & gtoll 2|5t TCP A8 ¢

m tc_Ti: test case for Ti
PCO1 ! CR req
PCO3 ? dg_f(SYN) /* PCO2 observation included */

covered transitions: T, Tsi

m_tc T test case for T2
+m_tc_T)
PCO3 ! dg_f(SYN_ACK) /* PCO2 control included */
PCO3 ? dg_f(ACK) /* PCO2 observation included */

covered transitions: Ty, Try, Ts1

m_tc Ty for
+m_tc_Tz
PCOL ! D_req(DATA) /* small DATA, no fragmentation */
PCO3 ? dg_f(DATA) /* PCO2 observation included */

covered transitions: T3, Ts1

m tc Ty’ test case for Tzy
+m_tc_To :
PCO1 ! D_req(DATA) /* large DATA, fragmentation */
PCO3 ? dg_s(DATA_s) /+ PCO2 observation included */
PCO3 ? dg_s(DATA_s) /*+ PCO2 observation
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included */

included */

covered transitions: T3, Ts2, Tss , Tsa
m_tc T4 test case for Ty
+m_tc_T3
PCOL1 ! D_req(ACK)
PCO3 ? dg_f(ACK) /* PCO2 observation included */

covered transitions: T4, Tst
m_tc Tx: test case for Ts
+m_tc_Tz
PCO1 ! E_req

PCO3 ? dg_f(FIN) /+* PCO2 cbservation included #/

covered transitions: Ts, Ts;

m_tc Ta: test case for Ts
+m_tc_Ts

PCO3 ! dg_f(ACK) /* PCO2 control included %/

covered transitions: Ts, Tr1

m_tc Ty test case for Tz
+m_tc_Te
PCO3 ! dg_f(FIN) /* PCO2 control included */
PCO3 ? dg_f(ACK) /* PCO2 observation included */

covered transitions: T7, Tri, Ts:

m tc Tgq i’ test case for Tg
+m_tc_T2

PCO3 ! dg f(DATA) /* small DATA, no
fragmentation, PCO2 control included */
PCO3 ? dg_f(ACK)

covered transitions: Ts, Tri, Tsi

m_tc_Tyo: test case for Tgo
+m_tc_To

PCO3 ! dg_s(DATA_s)
PCO3 ! dg_s(DATA_s)

PCO3 ! dg f(DATA ) /*
fragmentation, PCO2 control included */

PCO3 ? dg_f(ACK)

large DATA,

covered transitions: Tg, Tr, Tra, Tre, Tsy

PCO2 ? SYN
PCO3 ? dg_f(DATA_f) /* PCO2 observation

covered transitions: T

s tc T test case for To

+s_tc T
PCO2 ! SYN_ACK
PCO2 7 ACK

covered transitions: T2

s_tc Tz test case for Tz
+s_tc_To

PCO1 ! D_req(DATA)
PCO2 ? DATA
covered transitions: T3

s_tc T4 test case for Ts

+s_tc_Ts
PCO1 ! D_req(ACK)
PCO2 ? ACK

covered transitions: T4

s_tc_Ts: test case for Ts

+s_tc_Th
PCO1 ! E_req
PCO2 ? FIN

covered transitions: TH

s tc T test case for Ts
+s_tc_Ts

PCO2 ! ACK
covered transitions: T6

s _tc Tz test case for Tz
+m_tc_Tg

PCO2 ! FIN
PCO2 7 ACK
covered transitions: T7

s tc_Tg' test case for Tg

+s_tc_Ty
PCO2 ! DATA
PCO2 ? ACK

covered transitions: T8

3. Embedded A& g+

gitiof 2

o

e tc Ty test case for Ty

2 e

b
bt
=
%

PCO1 ! CR_req

PCO3 ? dg_f(SYN)
cH Sato] o|sh TCP AIdE$
e tc Tso! test case for Tz
s_tc Ty test case for T +e_tc_Tsy
PCO1 ! CR_req

PCO3 ! dg_f(SYN_ACK)



PCO3 ? dg_f(ACK)
PCOL ! D_reg(DATA) /* large DATA, fragmentation */
PCO3 ? dg_s(DATA_ s)

e tc Tsa: test case for Ts3
+e_tc_Ts2
PCO3 ? dg_s(DATA_s)

e tc T4 test case for Tsa
+e_tc_Ts3
PCO3 ? dg_f(DATA_f)

e tc T:: test case for Ty,
PCO3 ! dg_f(SYN)
PCO1 ? CR_ind

e tc T:o: test case for T:2
+e_te_Tr1
PCO1 ! CR_resp
PCO3 ? dg_f(SYN_ACK)
PCO3 ! dg_f(ACK)
PCO3 ! dg_s(DATA_s)
e tc_T.3: test case for T3
+e_tc_Tro
PCO3 ! dg_s(DATA_s)

e tc Ti4 test case for Trs

+e_tc_tra
PCO3 ! dg_f(DATA_f)
PCO1 ? DATA_ind
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