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Extention of Kailar Accountability Logic for Symmetric Key
Digital Signature and Accountability Analysis of an
Electronic Payment Protocol

Young-Dal Kim' - Sun-Young Han''

ABSTRACT

Kailar Accountability Logic proposed for the accountability analysis of communication protocols that require accoun-
tability and use asymmetric key digital signature is extended for protocols that use symmetric key digital signature. A
proposed electronic micropayment protocol that uses symmetric key digital signature is analyzed to illustrate the use of
the extended logic in detecting its lack of accountability and suggesting changes to enhance its accountability.

.M B thentication} & & Z2 dAlA] Ao EAo] FaH-S
T AT ol HAA HE Z2EF EA4E

AF7HA AR 2 wAA] dy Z2EZo EBA S BAsgly] YA 7 mEdoz ey WL
W YARE 3 3E AR A wete BAN Logic[l]elt}t. 8y AxtaA#e] By a7

353 7HE o83 TEEIE0] AR AAHE
24, 2 mAAe E22] F9(Message Origin Au- Hal=d ol &HA oz Af FAREY wAlA
of digk HA, = Az} miAR Y AABAE =
t7 3 9 AT0%T gore ARHAREAT Y W 2 9= 2A] whHo) Wos ,
3 9 A Y AREAREA SN 2t 3% 5 3l el dash Al

35119994 79 289, AAbehs 119999 99 299 olglst A AANE B35y 93 WHo2E Kailar



CHEZ| EXiME s 218t Kallard Y

Accountability Logic(KA Z32)[2]0] A|gtE o] ¢t} o]
WA= g7 24 wHERE 2, qda

# 29% £A4ES BHE F e vUE
At ok a2y o 242 AT AAAMY
< Jbgsta vl wWEd, &Y ARG 1A AE
Z2EEY o] AAAe Y F&4 Wi, AldA7
¥53 MR A7) G5 71HE Bl AHes

B e TREZY Y &4 2HE AL 44
& 24 Fuol 94 283 . o

g 99 2 =2
A

e A7) AR Ane] BEd S4E KA 23
wejshe] WA % 7 a4E AFORH KA 24
2 Bgggon, o 3d 2Ag olgad Ax)
AR, WA7) A ARE o gats s 4AYE
A% A% LREES P8 Bowd 848 KA 2
4 A 24 59 59 AFHLA B

2. Heotel Z2EE9 EME s A8

2.1 24 E{Analysis Framework)
KA 2AgME, FAA dF Z2EFAAM w14
°ﬂ HE Aol e A BFARE FHE + e
ol dis] F4gT. BASA e AARS A
BH FARAE I EEle Ao AERER FAEEY,
o] GAAEL AHE Y& MR WAXE Fa
et FAAELS A B, 2 AT Aol @ o
AMAE MRS & FAAE AdS £ ge FaE A
=(Statement) 2419 &g g} Zzhe] miAx7} 9
o5k AME2 WAAS Mo H, ZREZ] A
A7F Roste Ao shgdth A BARRZL A
Ag B3 Hstua st AES xy, -2 EATH
KA 2394 F8 7|8 FE(Constructs) FolA, &

wRol A AgSE FEES TeT 2

e et &9 “A CanProve x’
A7} 99 ZAlAL Bl A oW g v, y(xoe ot
€ AEWME H3lA ¥ 4™ 3}%“’ 7%’31 F9)
s = & At AR AR xE FHE #
Ath= Ag 94‘3]2?}‘:}

e X1 ¢lF :“K Authenticates A
o] FEL, ¥ dmst v FAF KE @At

A pcl AHE AZHEY A48T+ AgE A

EZ|(Accountabllity Logic)e =& X MXAKE ZR2EZO| M 3047

s GAR AR W09 K olgdtd dasE o
W xSE AFH ASe wolr] s Aed
F ik Ag e,

oslAA S B4 K in m’

A& x AN mie) A% EE A U o
Hoe omat o due zzezd gz g
A g Z2EF) DA D22 B

AR ld@t. s 0A9 B2 A

AAAY ARz B EAA B B

w AR A AR S st
YA

[t

2
=
i
N o Q
pois
2o
N

1
v
£
o,
giis
X
o
oz
d
r—?‘-—“ fato 1
o
fi
ol

399

ofN rr m &
ol SU r—Ip s
e
X9
o
it
2
>
mz
°

rlo
vk
dlo
S,
N
o F

=]

O
)
M
=2

215
o2
)
2
2 2 |

inJ
e =

30 ®
AT
AN
}mr‘ﬁ
B
2 o

Fl?
Y,
i
rle
£
dlo
=
m
iv

>
-

o HAY] 453} 7HE AEEF AR
AW dueEe Ama A
obd o] glo] A AlE £ o
g Aoz spggeh Ed o] dag
A T el o8 #E 4 ¢l
o}, A EE w2 e AR
%ﬂ 24 9 oAz Galatd

& ATste Ao A

2

e
el
n

N

ol
>
-
2y

o of
o
4o & (o oy HI
i
=Y
o & o fo & g

i oy o

N
N
B T o b
L
ol
I

1o
rok O
\

>
B

iti:4
N
>

o A3
AWE REH WS ABAE, PAATE AUE
o HAIN 37] ¢z ]E‘:‘-"’ﬂﬁ GARAR O F A

dhe 7Iu, MY dEs IHeA Y HgslE
ouighel e metel Ado] 7] WEel, AgA)

A g e BAAEDG o] ML THA @

i



3048 t=ZEXNeIStel =2A1 MeE MNZ=(9911)

23 7|2 YH(Postulates)
KA 2AoA AHeg 718 YA FolA, & =i

A ARgeE Age ned gtk o] AR duy
Q A4S AR AAH ZREIZAA A Ay
of B8 £9E2 TEAAT

1o

.
T
las}
2
o
3
>
S
o
©
g
‘;U
¢
>
T
o
i

& A 3H(Conjunction) )
o] 7|B BAx SHEY AES Ak

Conj: A CanProve x ; A CanProve y
A CanProve (x A y)

a8
o 3 Z(Inference)

ol /& AL FY sHsAd FES ddAy=d
e aie=

Inf: A CanProve x ; Xx =y
A CanProve y

=, YA AV 3t RESS FHE
vE $Hsta ok, BA A
¥ % gtk

‘<

oH, rir

l\:)
OD
I\D
)
5
o
X
&
=2
>,
R
lo
ity
1
=2
>
o)
dn
S
ox
>

aAEel OE HRs 349 A5ae aad 4
g Az dgA.

94 _-_/H _:_g B_ok—} kil

[o
:E
o =
Jim
oX
o
mb
tlo
SL
M e o

oXx

o N7 EE y|HMS ApgE AR e Ao
S 1A Aol @ dAHE, HARd AHe g
GAAZE 2w Al A et A]le] ke A& 4

o2

R "71:2“1 Ageck o AYe, WA g
=AY 49T AR dude 398 4
S o= on JHAE F9E + Ak

A Receives (m SignedWith K x in m
Sign; A CanProve (K Authenticates B)
A CanProve (B Says x)

= AV HEY) K'2 Aol
mo] x& ¥@en drhs =

H HAA mE T,

Astol A A7} ST

Ke 244 BE AF¥ts Ae 39% + Ao
W, At B x® wgne 2% 3¥% 4 ok
47149 grEAel FHg e, o] vjAlx7h ulw]

o o
K'z Mol Hgvtd, Ax K'g &% Rz o
NAZ K'2 Ao 5431 gE e F4E 4 9
7]
7]

e etk A¥e AFHI ANA Baw 49
# Auel K= 350 9] W], olze ey

g 7pA ol

3. tHE7| Hx MHS 9l HAE Kailar Acco-
untability Logic (KA 2Z)o] M @4

KA 222 ugiay] 453 714e o83 AR A
7bska vk ey A AANE AAAE

AS, AaAeE wge Axgsr) As)
das gAY AAMEE Bo] AMgs)
ng o3 ZREIZE FA& Y& KA 24¢

W7l FE3 slgel A4 A9e AssHeE 39
(o]
=3

D AAN] AHAA GAAE L 2AE Ale]o A o]
FoAE e %713119] FAA s A
AHE 7R Qi o] 7hAe] B A, o
A7) 458 7MY AR A AMgel EVEE
7] 2ol 71 e Ao

2 A" dAAsE AR ARG AR F A
b Hed AAAY FAL FAATE Fgste] v
2] W23 wxEIE LSS, A GRS
AR e FAA} st whEd AA7E

Sgtet.
3 FAAE & vxETIG ARIE A3 F 3

= 5eo] gn



CHEZ! HXIMYEE 2ISt Kailarel 2 &l(Accountability Logic)el =7 U MXIX|Ee ZTZEZQ| MAUSA 3049

e %3 =9 :“A CanProve x with Kag"

= BAAY FAZ T WA e 7
Kan(Fh2B7 1L AA7DE $708t4 $as xB %

BY & Gtk A 9@t KA 24004 4
@ 4E FPAAE x99 TE ofd WYE )

A dE AHAA xE FHE £ de B2 A
oeta glod, fA7] dzs 71y ZV} N
Abgete AfolE, @it diFeA FAEHA e

718 ol&sfiAe A }1“”'-4 %] 7besdtr] W&
o, Al 3A A AaA AL ‘% 93] A
A GALAER TR/ ]'d 71& s7MsoF ot
ut2H7] MW QAF
“Alor S) IsAuthenticatedUsing Kas by S(or A)”
o] TEE, FTAA S(EE FAA Ae A A
(e A% 9% T/t 71 KasE 018319 3
AR A(EE FA2 S)8 AEE AFE F dbe
*}“3’4 7] KasE o] &3t %}ii}% ol g xotE
(e S)7F dAH AFS Boly] H A4
T AddE Ag Yerdth 047]’\1 Kas® W3A7] A
28 A7F XE A e AFE v 4
b S FRske 1M vt2ET g Fdoh
A7 A QAF:
“Alor B) IsAuthenticatedUsing Kas by Blor A)
until T”
o] FELE, 71zF T o}& AAsA g, A
FAA B(EE A)E DA ACEE B)9) FH3hs
A7 KapE ol€3td ZARRF A(EE B)Y AH
Az ¢ ke AHH, 7] KapE: ol &3td
33td oW e x99 T ACEE B)7F 9445 d&
Hol7] 93] 8% & vk A& yEdh
o714 7] Kase A2 S7F A5t Ask Bl Al
s Aoz A7zt Fosin, T Al 2
’\P‘P‘)r A FAAZE ofd Al 3247 KapE 85
et 285 E ARG TR F2 Ao EH
Timestampe] 28] 23 Azto|r} NonceZ o] &
% Challenge/Response ZEEZ|A Ldo] Eo}
L= AZ, EBE olgt FAE Tle S ol&3std A
sokn shgdch A7) Kape FAA S 233
A JHYol glol AHgHER fRAC] vl AT
g 5 A7l fEA TE ol4% FEAY HFo)
RiReR A=
4712 MEE wAIR Y 7

tlo o2 mlo

_>.L

1) “A Receives m SignedWith Kas”
FAR Ae A AE vR e FA4A St
THete 71 KasE o83t Ago] # “ﬂ’\]xl
mE Peth 974 me #Ax 9 @A
WE(dE £0], SE FAAR 8t A% 7‘]"41
tuzt e o2 FAAe D M9

g o] e A AHE 324K ’S"é‘?}
WS ol &3te Zgd ZoE spHe

2) “S Receives m SignedWith Kas”
FAA S7F AR FAR AV FHekeE 7]
KasE o838t ¢5sdt mAA m& wod,
ZARE A7 mell 7] KasE o83t AHg 3
o 2 o2 A E AL vt

3) “Alor B) Receives m SignedWith Kag”
FARE A(REE B)7F AHaldt AR B(EE A)7}
THae 7] KapE o83t ¢sgdt oAz

wod Azt B(EEAZF mol 7] KapE

01 Mg & Bl ZAog sM4dge

v gt} eojsh o] AXFE AMEEE A

A7y AgH oz HYeA 7] Al
o]t A7 FETAE HAF ok

oot i

8

o,
A N T

o{NL*’

,_]
mlm

e > o »

ARZIRIASE B B59 WAIAE ngd 5= Qo) S
A%t 7] KasE F739, Bole 7] KesE 4
th o] 5L ZREFo] AF37] e So 2s
24 Eo] Ast BollA AfHoH, T
23 5 o

A 7= stAstdA A7 4z s S
A AH Arbitrator) & 8 AANEE ohga o
Axs AoE HHE3)

1 A KasZ WAAE gastste] Sl dict
2) S o WAAE Kas® H33eh.
3) S Exstd dAIA % o] WNAE AZRE W
=& UEhlE F71 WAAE 37 KesE @
s3g.

4) S o] ¢tEstd HAAE BollAl Bt



3050 st=EEMCER =E2X M6 M11=09.11)

5 BE o &% flAIAE KpsE Hastdh

o]A] B A7} Bl YAz g ST7L o] HAIXE AR
B Wore s oy FE S AFE A5 F Utk
o] Wbyl EAL ey Ak

=
2,
>
=8
o
no,

wn

Ir

>

.?1_
o

lo
re
off
flo
o -

2) o] AFe A= = ok

S
)
w
e
=
w
i
ne
=
30,
N
g
i
=
>
rd
w
o2
)

Al A8 AAHRA fud SE ol 4
ol A 7|&st

]

e 2 o rju

) r°‘
Mo w
2
L
E
N
_1
mlo
e
¥ =

o

Nl e h°
o -y =
o
32
N

M2 > ol o

R))

2
X

AALEE 5 gtk B7F 89 A%
ARt AL, AE o] A
£ A AT £ gtk o] o
o dlAjxlst Ae] tastd HAA
RESE A 4 918 Aotk
A o WEel MANE KasZ 43 53}
B7b & @St WA wme BozH

o el AR A2 ders AE 32D
4 glth B KasE EB27] wFo) S7b A

=,
o
wn ol

a8 o{N e rfr 2 ru
o
>,
= 9
il -
2

al

T
éru
R

o> ro oy

o W
M o,

0@5—4 dxate Y3EE VE F U GE
ojth.
4) Aol B EAe wWzd + gig
B7} A9l Mol HRE WAAE ¥z,
St o AHdE oA HEF =HE o]
Z9e & Atk
5) A A AHdE AFE + Ut

4l

& A7} Fol Apalo] o] HAAE B AL
‘-%%E}ﬂ gR2E, S/t BellA B A5
] ;\]./klo] o}u_o_ Z.niz‘sl— _/‘I: oh;]. SE= u
% A AlZ EE 7#ez Mgy dE

of, 17b Tg AEd BF ARAey] Yot

olgel AAAG AWl Agse FneFE A
W3 AW B GARES R ole glol Aw A
Fogle RED s, FEI oA B B
o8 9 4 g Ao AP

so) 4@ vhsh ol Y7 dhmst s1we WA

)

A
Abet

|

BRI NES wz}oﬂ e
oz AR,

33 F7tE 7|2 HH
KA ZAAN Ao §7] HEE AHEstd, AA

AAY AR Aole] BdE SHES FIHAT

o A7 458 7iHE o8 HA AHY AY &4

ol#o] Aol M-Sign(Master Key Signature)2
2B 7]8 AMRstY FAR S7F ARAoE AY
&= Ao A_A, S-Sign(Session Key Signa-
ture)e FARF S9 AAde] flo] AHIE o]&+
4o H4dr)
M-Signle, AHE deie A9 FAA7 Al
F e AR B AN Ad Hueh 4 o
AAE Bl AS, o] GARE Zale] Bd wjAR)
o daf Yol glrke A& FTHsted A&t

S Receives (x SignedWith Kzs);
A Receives (m SignedWith Kas); X in m
S CanProve (B IsAuthenticatedUsing Kgs
by S) With Kss
M-Signl; A CanProve (S IsAuthenticatedUsing

Kas by A) With Kasg
A CanProve (B Says x) With Kas and Kgs

Z S7} KpsZ A®o] @ wWAIA xB ¥l A7} Kas

2 Aol & WAX m& W F#dA, mo] x&
Egstn vte 2449 4%, S7F Kest BE %
dheE AE& THE + AL, A7 KasE SE IF
dde= RS F9E + do¥, Ax Bl x& 2
e A F3% 5 Atk F, A7 B MRl &
AR xE FAA SE FIA 9, B7t x& &
e AL A $9F ¢ dde Ag U@k
ool AJF M-Sign2¢t M-Sign3s= FAAS 2
AAzZRe] wAA] FAoR HAIAE AFEE7] 94

N ALgw u}aa 18 A4 FAAY A
WA EAlols] wWEel, ABA FEo] b5
g, Ad apazkel 546 FAA AQss 3
dsh oz Wil Aels]= sk M-Sign2%
M-Sign3?} 9% WAA el dsgos Mz
te 59 2AASAeldA F95H M-Signl
o A%7 Aok

N



CHAIZ| FAME S 218t Kallardel 2 Z(Accountability Logic)dl E& 2 FMAXlge TZEE| MAUFA 3051

S Receives (m SignedWith Kas); x in m
M-Sign2;S CanProve (A IsAuthenticatedUsing
Kas by S) With Kas
S CanProve (A Says x) With Kas

A Receives (m SignedWith Kas); x in m
M-Sign3; ACanProve (S IsAuthenticatedUsing
Kas by A) With Kasg
A CanProve (S Says x) With Kag

M-Sign2¥, S7 Aale] 2t AdA HW npA
B17] KasE o] &3t Mug wWAA mE 1, &
mo] x& EEITY, S AVl x§ HivdE A&
FHY 7 3ge A& gvg

M-Sign3¥, A7t nt2EH7] KasE o] g3t MH=d
WA m& w3, E mo] x5 XFFTH, Ax S}
xE Tgre 2 FHE & dve g g
S-Sign(AA7] M%) FA2 So AHAA MY
ol glel, FAA 2dsted wWiEF A7) KanE
ofg3fe] Mz Mol & WA= wA e A
& & AL o dARA s #Yo] Stk A
< Udele FAEN AT F UAeS on it

A Receives (m SignedWith Kap); x in m

S-Sign; A CanProve (B IsAuthenticatedUsing Kap
by A until T) With Kag
A CanProve (B Says x) With Kap

mlc;

Z A7} B9 FH3te 7] KagE Awe] & vAlR
m% BEXE ¥1 mo] x& E£¥gsn = A

st Al AZE, TE o]&3td 7] Kap’t fE3ITHE
AL 9T F 3, E o] 71 AR BE IF
die Ag FHE 7 JAvd, AT B xE 29
OE A 9% £ dvke Ag vt

4. ZME Q8 2 HAHAE TXIXIE A2

Aorsle Alade Z2EZA AMSsHE B2y
< o3t 2o
* B, S, IAP : Adflo] FAste GAAERH, 47
UHZ]- v 9 FufAbe] Internet Access Provider
Yehye, [AP= 2 AlAade] v-E AP MW
2 A FAA 98 79,
CR:B9 S9 218 Ax 9 Be 7o $xo] tigh Ax,

Sd

Saccr © S7F Be} A#g 9] A4S 8, B

Z35o] gl IAPY AAlS

4y,

0 : S7b wfjstnzt ate e ‘?ﬂif"% 744

Aae BRI S ol gatd AA AEE & F

Bdle] & HEE o|gsle], Bt SollA Hd

o &%, v

PS:B7} SERE Tulgh ARAE.

TB: @A¢ POE A9t Bt S25H dA7A

T Foe A Tl obF AHite]l HA ¥

a4

TS : dA9 POE A9sta, Szt BolA #eist &

T Q7oA ofa Aito]l HA G2 FA.

PUBx, PRIx : GAFAL X9 9] A571d 23] 2

9 X9 74719 v

Kxur, Kss, Kr: @A X7} IAPS} wAlstr) 9%

up2E 719k AR EZRY] wals HE A7 B

Ao AFAMTS 9 AA AT

Nx, Nx;, Ny : @A X7F 283 Nonce.

Tx 1 @AM X9 AAIE 71EL2E & A AR

A AR X AT AEA Y FEAHES, Al

A7) AFAE AXNE Tt glenz 447

o FEZE A7) A EHOZ ALE.

{Message}PUBs, {Message}Kxiap : PUBsY KxapE

o83t <tzstE HAA.

[MessagelKxiap, [MessagelKps : Messageo] @3k

A g2 83kl Message DigestE AlAbsla,

A7l Kxurt KesE A-83td MIC(Message In-

tegrity Check)& A4ak =, A9 wAjAo] HEF

st 243k va A [5).

{Message}PRIs {Message}PRIjap : SU+ [APS] v
15 A8t Hab Mol ® wA=.

. X,Y,Z X Y, 2 Z9 A%

N2 22 EFA Algde A7) A4
e 3240l J16d wow AdHE Aow )
g3icth AgtelE TZEZL AA B4 AT
g mA A dAX FH L MICH og wAA]
&9 F44 AFol sttt 58 MIC/IEL, 43
st diAxet FA FEE dEEolok ks KA B
2o 718 818E FEAA Foh ©, AR JIsES

stube) A el 91s] JlgEel B 485Is)

2]

,d
=2
>



3062 ot=dEXZSE ==X Hed HM11=(99.11)

AN A2RAAE B89l 4Be YR

D) Bst St IAPe] sl A5 Abolo]Al o Folx)
2E gAY FARZA AHA AHE AR 7
LS

2) Bk S= H2E Ad PRI AFA7E 983
o 34w Adelael AT MEARY T
W@ AES Hd wEe A4 o % PR
zrel FHakz A4S APRYE )8 Qe

3) "hEE7] Kuwr FOIA7F A2 TAPS] 7E

AdE o JAPEREH Rourd Zozy <hdg
g T3 ot A dEHo] ofw] Uz gl

4) S B7F AMRE AR WES P%o}@l 242l ¢
AP v T#F 7}1“6& Aoz 7Fg}

5) &9 ID, 4F9 74 l%l%— < 371 4
& wojAe] Ay o EPUHZH PUBS2 #Hul}7}
olg] Wz Aldste golistaal st dEe AR
A Foll FAE 7] HE Fojrie AAHEX
o] HEE o] &sld T QAL ANY 4 AUtk

6) HlE A F A AF AW AFBE Fdsts
Foizle] IAPE £& AAANE AT &+ d=
ol 9 RoZ 7HE3o)

ol 1]

41 BHAY ZRER oA

w452 ste 4d AANE AR AE A"
[419] AL AHE dAAE g3 2} ofgd
Al ZREZAA FuiaE, izt 3E AR
A Aade] HAIE olfst AWE HAARE <
Eulo]X HES Hol POE o|&stq] HuxielA F
L4345 gt F gulAst AEE st Al
BT HAARE o] &3t Pyt =& 84 ¥
BE, FEE AT 9 14 g2 A+
Aoz EriulAlz] FO,S0). wetd Z2EFo]
olyy}, o) 483t A XolrR A 7]

Wy 2 ok o of Mo
Lz 0 —{0
[+

£ rlr rir

S99 KA 248 4830 A4 A2 ALE B
Ha] 918 sHAel wR, Auze AT B ATAY
el A WAl AgEhs wWAAS aokstel Fes
W o o,

411 AR ARE 9% WA ZEF)
of ZRE2e Wolaish [APAIld] k&g o bl

12 712 el A FujAzRE A FE0] gl
wjuich st Fajzte] Aol wel [APY 3
(Bt F&ek 84 71 1Y, 1F == 14
o] & & Qlrh. Feds Bzt LA E IAP
dA B, [APE A4l 7S At Al 2
ok deAle B8Rt ZR2EZAA IAPY] Axk A
& AFd7] 93 1APe FA91E AMESch AP}
oz w2E7|E TEolA wuiAldA By o),
IAPE A7), Kesst 941 AT KeE Hoiate} +
2ol Al Bull7] e deizg AH 59 Feixt
& AR AdFAE st AAdA B IAPE
TR Bl dulRte] IS AMEEte] wile
e 7|8 gugtsict. puiziel dejate Az
HelA g 5 dE F7HEA FE9 HHE A3 A

A7) AFATE 284 Do Mz zuo,

e

F7HEQ FEY 23 A, IAPY FAE wA ¢
= A & FAR TS, CR 2 AA7E sh4dst

A B faiH ART AZHE ST

1) 789 nF
WA A FO; S — B:
{price} PRIs

2) Muj29 2.3
A1z F1; B — IAP
{price} PRIs, PO,
[B, S, TS, Ng, PUBs, SaccrlKsiar

IAPE ©] WAIAlE BoW, SpcerEd AMHEE T
e AAE FEID, Fo o] Hujrtet FuafALe]
9 ARS A g HLAHAE ] Y S2E A
RE AMEgTh [APE, 78 A2 o] folxl A4tz
A A Fuirt B, Fallzizl MqEE g FF
AE SUAME o83 TSE AZFHO TS ©] A
g FEAE $UM9 F9 ZANS ezt
AN Z2EFS ol&sto MW HEAL 7|79 R
E A" 299 AAe g5 A9, AUE AR
7} A Z2EZE ol fatd AW H-EA 7179
A FAF dFUE Ake A AAHA wAA
oj7] W&o IAPE TSolA, AHd 54¢ #Age
2R TSE Mg

mlAlA] F2; AP — S



CHAIZI MAIMBE 21T Kalara2d 2 =(Accountability Logic)el && & MAKlE Z2E29 M E4A 3053

[B, S, TS, {price} PRIs, PO, CR, PUBiaplKsiap,
{S, Ks1ap}PUBs,

{B, S, Ng, Kr, Kps}Ksup, ! #vA-E AlAAFA
{B, S, Ng, K1, Kes}Kpup: Tolz}& AAAZFA

IAPE HuizHS)9] vl2E7] KsupE WES] v
k9] FAINE ol &t Lz ste Holl TujAANA K
Wt IAP= o] wt2H7IE ol&3ste A9 FA7I%
Tzt 2l el 26 #EE wAx 9 MICE
A5t Btk £ IAPE #viAiet Feixist szt
o] AR nEE AHF AET AT Kesst AA Al
A7) Krg Egshe FulA7 AHEE A48 FA (B,
S, Ng, Kr, Kps)Kpapst Hulzi7t ALRE A Q54
{B, S, Np, Kr, Kgs}Ksups ZA8te #ujziel A =
F 3t

Hujzte IAPER-E o] HAAE LoW wiAEY)
2 B3zsetm, o] vlaHE ALgstd 44 A4
Krot A7) KesE Hastect @ajas otiEl7) &
AREEt ol o) #HEE WA Y MICH R
A HAEF Hd POE ol&ste TSE At of o
AAE TSE 71 F8 Aol A&7 f% A7)
AEAMolE FD3tA Ndste] & HAv elA 9
FT7uee] FAHINARA FAE F U=F 6“4 i
Wzte Fojzzt st 2 AE4 DY 7HA
& AN N3R5 by A -‘eré°ﬂ"1
AR IR R

3) Mulz9] AF

HAlA] F3; S — B:

[B, S, TS, CR, {B, PS}KeslKzs,

{B, S, N, Kr, KBS}KBIAP,' Fuf A& M)A QA

{B, Ng, KesJKr, Ns,: A4 E1A

{B, S, TS, CR, Ts, KB.S}KS4IAP~ izt A7) AFA

SRt wWALA] B34 FEiRbzl 2 sk A
7-uh 2}k %‘%ﬂb /‘1]"47]§ o] §-3le] MICE
Holl, Foiate] A, A9 A4, o A
% o %"—'.‘(TS) t?"l [APEHE g2 o] Fujzie] 4
E55(CRF &7 dzsiste] fujael Al Rt

gujzts FelA(B)7F 2 Challenge?! Nonce Nas
o ¥ ResponseZM, TuA¢] Nonce Np¢t AlA7]
KesE €3 dsld Trjatol Al M43k dujates o]
T 718 YAALE AFstn &S Tl A e

N
o ox oy
o ol o

71 918 Al A7) KrE ol &3t ghastsich )
ZHB)x= A41Y Challengee] ™ #vjte] Response
ol Al &AM (B, Np, Kes)KrHell #Ale] T &
A3 A Bid Nonce No7t UEXE FgozH
olg F 7l e Huize PAIH AHE G
o @eiRte A wiaETIE AMESY ¢Esd
A7)l A& (B, S, TS, CR, Ts, Kes/KsurE
iz Al Bule] S AAIZE HdMY F7b FE
2% Al AHEE F URF ik

4

4) ATFA9 24

HAIZ F4; B - S

[B, S, TS, TBIKgs,: 74 A& A (HFE)

[B, S, TS, TB, NslKpup,: 73 A& $AACEAAE)
{S, Ns, KaslKr,: AlA #1314

(B, S, Tg, Kes}Kpiar: THA AA7] AFA

Tujt= #efAe] Challengeql Nonce Nsoll gk
Response=# Nonce Ns& A7 KgsE B4 A7
Kr2 ¢33ts 44 UM S, Ns, KeslKrg #vl
At Al Bk BujRte o] AAXE wod Fujzt
o] A3 Kr 2 Kpsoll thsh zkale AA A MBS
AT 4 dA Hoh FelAts Aol ME FAE
3 AAE FUME o] &3t TB7 A&sin, e W
FAHAAA TS| dFshe FAE Fujjaiol A Xl-g
g AL F&ot #Buxe AAIE o8&t AW

& 7Y AE $UAE AHEsto NS 75‘1
AL FAAY W&E AFdd. Fulde dAAA F
of HEAES AHT Al AN nixg 2 ":}Eﬁrd
A7) AFALY {B, S, T, Kss} Kpuar® F7H4Q1 &+

bk AEE 4 eS kA
245, 3 WA 2EE AUL Fo P 1S9
TBE AAe] ARAd nBA 2AHA F

o A, B W A0l A WA 2E A A
gk

4.1.2 A o|FY AAE AZ AAMA Y 2F(S)

A FE Mg 47 Fod P #Aujzl
T 44 A A4d7 95ME JHAE A "
o] AFAE o F A FAAZE F7HAA AHE F
1 feiM ded AQIE 2dstezs Z4=te] 7193
°ﬂ E&?ﬁd *ﬂ*"ﬂe AFozn o] ANidE T
F Aok 22 AAVIRE el A el



3054 S=dENMLIET =X MeE M11=(99.11)

7t ol AiAZRE FrAd FEE st ¥ S

AA FE Aste HAAM BohA L9 Al

A7) QAFAE o] &3t BujatellA FE 2HE B

I, B T UHXV} BAd A7 dFHME ol E

sto] FullRd FEI FES BESEMN, IAPY TA

127 %}1*1 A FE FdsiA e
Adg #9% + A doh

=X
=
(o]

A5 7 obge] <A

D 7tEe 1
Hx12 S0; S — B
{price} PRIs

2) Mulee] 23

WAz SI; B — S

{price} PRIs, PO, Ny,

{B, S, TS, CR, Ts, Kps}Ksiap: Bolat AATIAFTA

TujzB)E F=AFE 8AS FojAHS)7F By &
AR7] A5 2 muRte] o Challenge?l Nonce
Npst 34 sojziol A 2lch Fjzts @eiazt A
dalod o] 2HES AEY /HEE AMIE ol &3t
o] ¢tasiale] Eyge A Aol 7tA FoAEdE &
AgtA "k g oAbzl Bl ARde] A
AZFME AFdY FEFS AT A FujArt A}
23 A4 KpsE GAAHLE AE8A "ok

3) AMul=9 AF

mHAlA] S2; S — B

[B, S, TS, {B, PS}Kgs, N 1Kss, Ns,

{B, S, Tg, Kes)Kpup,: T A7) AFA

{B, S, TS, CR, Ts, Kns}Ksuap: Tzt Al47] AFA]

AAHS) e TR EE we Fu] 8F WA}

FEIANE AFT Hol, Tl TR AHATE
Hgstel Ful 84 AEE guged eAE
FojeF dARd gl FHEARE o] &ste o] Ful
2ol thE & JujN(TS)S A3 Hell Fashat A
E, T Mg, Aale] Ad, izl g & #
ujol @ Fujzte) Challenges] thdt Responsed &
3}= Nonce Npd MICE #AAstel Fojad A B
ot Sfzie Qe WAlA], Aol AT TRt
W3 Challenge?! Nonce Ng' ¥ FulzRZ5¥ %2 A
A7 AEAMe @A, g A AdE HE Al A

A7) AFM U TSE AT Hol o AFHE
FolAtol Al ok Bizbs oAk At Bl
AES IDeh 7HA S Ao NGAR e 7] E8ke] o
A RAGA AL £ AES A

NEEXCEE

HAlA §3; B — S

[B, S, TS, TB, NslKaiar, 172 A& 5UA

(B, S, TS, TB, Ny, Ns[Kps 73 28 5A(HF8)
{B, S, TB, Kps}Ksap, : 7912 AA7] AF

FejzHB)= o] WAXE o] &3le], Aol Eofzt
(Sl Agde Fastgorn = AT KpsE A8
a Uee AuielA &8 Foh FelAs A2 Al
A7) A2AM (B, S, Tw, KestKeard BUlS F7F A
Ao AL £ UEE Sl Buizte o] WAXE
FE 5 Feirie Al QA7) dig A Al
g2 g Prjrbs Aol MuWd A w3
B £AXNE o] &stod TB7F F&sid, thg W A4l
#ANA TS dFste 5AL @R A AEZ
AE & BuiAe AMIE ojEstd AddE
AEE 3 AR $UME AHEEY ZAdE FH A
B2 5949 Ee HAEH iz FuiRst /"]
et Bl AE9 D9 7HEE zAle 7193 Ao
sto] o} A4 BAHNA ALEE F URF ?}‘3}.

ol

I

4.1.3 V4 BBE 98 A9 BE(C)

dolde Wad A9 IAPS Bokd o) Az
Yol Aado] @7hd AIRE ol gl AMEA A
4 Z2ETS AAE & don, TuAst @R 2

skl % %% Tt AE WA A ﬂ’“i
aed

=
‘3_1*1 °l%’6}°4 UWWZH Z Tl (TS)S A4Ats)
F52 [APOl A 3 @t

1) ATFA A
WAz C1; S — IAP: [CR, Ns+, POL, PO2, -+, POn,
B’s Signed Payment Order]Ksiar: BE KpuarE ©l
g3l Hag 73 AE $UA(Signed Payment
Order)E A 435

FAS)= Add Ak FRE dAANA FH



CHEZ| BRI EE 2T

A TRz EEY 2E o) @33 vpxet Foj A
9 & Muste] Bl AAL FH A8 £4, 2
Alo] 2t g Nonce Ngv B AbAlol /‘(HZ]'o]-T‘:— qze
AE5TE T3 vAAY MICE #2H7] Ksuap
g0l [APYA Resx AMAYE
CIAPE o] A4 e wow, TS st
T4& T HZ}«I THAEHE Huzte AT
Pzt hE FFAME FO 2

5 A& #FujA7t B Nonce Ng-9F &
A s ssled WA C28 o438l Bt A B

ok [APE A Zfolu wujae oL o] 83t
u}]z},] AL5FE 248 § stk IAPE iRt
SAME A4le A% AAd B

k713 9] 4 FEAY A

E
v
N
v
Ulo

Tzt 2 2

o
1] o) %Lono Z

AR e Ao AHEE S »1 zTPE‘r.

oL

HAlA] C2; IAP — S:
{B, S, TS, TB, CR, Ns-}PRliap

IAPE ARalo] MW E o] MAAE
7 Bd A 8¥e] dEHES U9
Az o] MARAE o, 1APY IAANE 01%3}‘3’1
IAPY] A M-S HFT Hd, Ayl J& A= &
2 Bz FoiAzte] 2AE s Ao A%
el BEgh

42 =4 22
71 E golA] Aod KA 2AE FA3 A=Z§
Z2EES 43517 A8, Kailar

)

K
i
b

}ﬂ
Lo
=
>,
2
=
%
iy

3) 7] Fell HF Abge WEsl ot

4 AY £ B} ANAF BN

5) Z2EF Fojshs PAAEe] de FH A
o Aset T2Ege BEE wudt ZE YYS

2E 3
87 ZHrks AL ez okde e,

b Kailar&i Q! 2 Zl(Accountability Logic)o} 2t& % MAXIE

ZZES0 MUEM 3055

7—} %Ei’% %™ (CanProve )%
o Algs WA S KA

23l M 7‘*«13& o“'& %‘ﬂ-% Agste], A7 A

Hg AR ASE B4 KA 244 A9F o

%1_
THALS %‘—"r ?“Hx}b *J% HEe Aes ALY
o

7tAe 1A

o] AL FuiRHB)SH WHhAHS)ALo] el

o2 AES ATHATE Agelrt. &
FHol 7hsEE Holr]l HsiA,
=9 EXE @4 sfopwt gt

G1: B CanProve (S agreed on price/item)
G2: S CanProve (B agreed on price/item)
AT o AT

g4 74
A A
o] ZrEZL v}

of AL WAt FuiAAA FES ATSE &
AzA SdF Adde FHL tid 5¥7F 94
2 o 7hesi

G3: B CanProve (S rendered k items of services)
G4: S CanProve (B received k items of services)
o] Z3f B(S)7h, SB)7F AEeHA kA AH|
ReH(E= BIt K7}H "ﬂﬂ’“g t“%lﬁ})b

N
o
H1

L
S
rlo

2o »& 8 g A4

0

(Sequence Number) &3} Timestamp E&
Challenge/Response 22 EZS Alg&3o 2y 7%
stoi6l.

A9 g

AT Mzl FeiK A 4 digtE T
Holl A EFHAYLH, Bulxte] TR AF UF
HE JFHASE FREE AYold. A YL
FHa] JaAE e EE7 DA o i)



3056 stRFEHEETE =2A Mo H11=(90.11)

G5: B CanProve ($X transferred from B to S)
G6: S CanProve ($X transferred from B to S)

44 ZREZY Y

Y A 11% Az g B(FeiRb S S(3e
H 4 "13’42 e [AP7F Ol 7 e HEC] e
AR F2317] giel, 4v1e ZREFAM 1
3 AT olfeol sjMste] FstAth

BAste ZREZA FEFH d5EC] 4 U
ZAeE Rz AXMEE AHES dA A, o
7] Az Mo #H$- MIC(Message Integrity Check)Z
et FE23 A AEe AR ZHA [message]
Kapel Feiz & 9\1‘:}. {message}Kape ¥Z
2ot glE dAlAelt oM HdEg ZzEZ A
A AYE 2 AHOE A3 HAIR A oo 3%
3 AAEL g 2 dAol Jhesith

|

i

o rir

FO) B Receives (Price) SignedWith PRIg

F1) IAP Receives (Price) SignedWith PRIs

F2) S Receives (Price) SignedWith Ksiap

F4) S Receives (Payment Order) SignedWith Kas

C1) IAP Receives (Payment Order) SignedWith Kgap
D B7F SalAl BulE AF 9 HAAE A
ot2E 7] KeapZ A E ] gith

C2) S Receives (Payment) SignedWith PRIap
=5 o3 AS)9 AMC)E As HAA A A
oo FFE HAXNEL thEH 2L HAo] HtE

3ttt

S0) B Receives (Price) SignedWith PRIs

S1) S Receives (Price) SignedWith PRIs

S3) S Receives (Payment Order) SignedWith Kgs
C1) IAP Receives (Payment Order) SignedWith Kaiap
C2) S Receives (Payment) SignedWith PRIiap

45 Z=7| Aefel JHy
gofA A Z2EF AWy ZEIZY JE
ARNA FE2E 4 e 27 AHd B HEe o

Al :S CanProve (IAP IsAuthenticatedUsing Ksiap
by S) With Ksiap

A2 :B CanProve (PRIs Authenticates S)

A3 IAP CanProve (PRIs Authenticates S)

A4 :S CanProve (PRIiar Authenticates IAP)

A5:S CanProve (B IsAuthenticatedUsing Kaiar
by S) With Kgiap

A6 :IAP CanProve (B IsAuthenticatedUsing Kgiap
by IAP) With Kaiar

A7 :S CanProve (B IsAuthenticatedUsing Kgs by
S until T) With Kgs

A8 : B CanProve (A IsAuthenticatedUsing Kgs by
B until T) With Kss

A9 : (S Says Price) — (S agrees on price of item)

A0 : (B Says Price) — (B agrees on price of item)

All:(S Says Service) > (S renders one service
item)

Al12 : (B Says Payment Order) — (B agrees to pay
$ of Invoice)

A13 : JAP Says Payment) — ($ of invoice transferred
from B to S by IAP)

Al4 : (S Says Invoice) = (S requests B to pay $ of
Invoice)

A15 : (IAP Says Price) — (IAP arbitrates agreement

on price of item)

Al S(@AhHE IAP/ 7] KswpE o83t <1
-5% F ke AL 4T £ YSg vEhH, A2

. B(#wix)= S7b 7] PRLsE oj48to] 959 <
E}E A& 3 + &S JEITE A3TH A8
e $ob 2o wioz Muo] Hug AEksic)
BE A7 = 4Zhe] AL o] ZZEZA
st Ago sade g Aotk

¥ rir

2 3
LN

46 B4
4.6.1 A AYE Ag wAA e 24(F)
1 #WAA FO
B(FmAhe FOE ) 2et9A4E B3 wsts 9, B
= A29 Sign +ES o] &3l
B CanProve (S Says Price)

7t 7 o] A 74 A9 Inf TR o gdhel



HAF| TXIMEE 2T Kailardf 2 X (Accountability Logic)el =& X MXAKIE ZE2E22| MUEAM 3057

B CanProve (S agrees on price of item) [G11

°o]7] Wl Glo FHol 7He st

2) WAA Fl
IAP7} F1€ wow, 714 A3% Sign 72& ol§
sl

IAP CanProve (S Says Price)
7} VEsleh aeju o] WAIAdE B(Feirbe A9
o] floru g Bt S(#HWAhY 7HAS FodeAe &
&g

3) WAA F2
S(@wAh7 F2g e
& ol&stq

S CanProve (IAP Says Price) With Ksiap

7}4 Al3} M-Sign3 +*

b 7bssinh o) Ae 74 AlS% Inf TEE o8-8
o thgd 2ol ARs &+ 9

S CanProve (IAP arbitrates agreement on price of
item) With Ksiap

asy oA FE7L IAPY FAE B3 S b
= A% & 5 ole B A e ¢
= 7] HE G29 £ £7H53
G298 F9o] 7wyl fsiMe “ﬂ*];‘] F1& &
I} o] wWAsel sk, & S(HADY 7HAY g
ths ZAZ B(FWAD7E &Aae] IAPS F+dke 7]
Kpur2 A%3ld 2o

oTr
<

WA A Fl; B — IAP:
[B, S, TS, Ns, PUBs, {price} PRIs, SacctiKziapr
o] Ag-o vAA Fl9 s
F1) IAP Receives (Price) SignedWith Kgiap

74 "o, IAPE AR F29 siAda A7isE dAlA
F12] M= 4, /14 A1¥ A6 2 F& M-Signl
TES o]-g3td

S CanProve (B Says Price) With Kpup and Ksiar
7} 7VFsske) o] AL 13 A103 Inf FEE o] &3
o o237 o] NE3} 3}y

S CanProve (B agrees on price of item)
With Ksiar and Ksiap [G2]

Jmz G29 F9ol Mt

4) #AA F3
AlA] F3ol= B(Feizh7t &2 AEPS)Y] BE
ol Ql7] wWiiel 7HAol o3 FHo] Erlesteth WAl
A F3& ohgd ol WASE o] 7

ft
)
off
_QL
=

B F3;—S B

{B, S, TS, CR, [B, PS1Kss}Kss,
{B, S, Ng, Kr, Kgs}Kgiap,

{B, Ns, Kps}Kr, N,

{B, S, TS, CR, Ts, Kes}Ksup

ol HAIAA ¥ PSE MIC7IHE A&t A
oty wie dzsd YER ofdE PEE I
gt WAA F3el A, S(&viAb)e B(Fazhst T
g 4ES Bu7] Ao Be S7 FREEE AP}
ZAAste] SellA Byl AAH7 KpsE ol &8t ¢33}
3ta1, o] M7= [AP7 S vl2¥ 7] KepmeE 9
el SE E3 AED &7 BoA Rul7] wEe,
B 1APS} TH3ke U}’“EW\ Ko 44 E%}
S AEE 5338 & 4 gk WAR F39 4 e
-3 Zrh

F3) B Receives (Invoice) SignedWith Kss

B7l F3& wow Bx 7F4 A8% S-Sign *+EE 9]
43+

B CanProve (S says Invoice) With Kgs
7} 7sskeh o) AL 1A Al49) Inf 5L o] &8)q
B CanProve (S requests B to pay $ Invoice) With Kgs

o2 AdsiA #2828 5 vk wAA] F3& @A7A
o BE FEol U@ & Fuldg Ews] WEe) @
ARAL F FuHFEA KAY Au2rt AFHASE
9ng =2 Conjg ©]-&3he

B CanProve (S rendered k service item)
With Kgs [G3]

o) Ju2 G394 Zwo] 7}%38}



3058 SF=EEMEI=E =2X MeT M113(39.11)

5) HAA F4
S(#mab)7t F4E8 e S+ 78 A7 S-Sign
TiEg o]l &3ty

S CanProve (B Says Payment Order) With Kas
7} Jbsstth ol AL A4 A129) InfE A48ty

S CanProve (B agrees to pay $ of Invoice)
With Kgs [P1]

7 @k o], WAIR F3olA B(Fuabe AET
of AES X3} FFudo] 3 HENE A B
o022 Pl InfE % &35}

S CanProve (B receives one service item) With Kgs

oz AYdA FE2F 5 ok WAA F3& A7A
o BE FE g F FuijdS Tgalr) fE @
ARA e F Fujge KN Mujart AFHALS
oustE R Conj& ol &34

S CanProve (B received k service item)

With Kgs [G4]

uE G4el FHo| st

6) #AA C1

dAlA] Clell 89 +& A& $AM(Signed Pay-
ment Order)t B(7""1ZhH7} KpiapE ©] 83t A3
Rol= 2 IAPE 7F4 A63 M-Sign2 7E& o] &3}d

IAP CanProve (B Says Payment Order) With Kgiap
7} 7bssit o] A2 1A Al129 Inf FELS o] &3}
o o237 Zo] MEE & ¢ gt
IAP CanProve (B agrees to pay $ of invoice)
With Kgiap

a2y AAZ BY FaolM S(Bvjahe] TR E ¢
ol HdeAe & F &7 W, o] AR G5
Y G6d $98& E7bs it

7 #WAA C2
S(@ujzhzk C2& ®wod, S+ 714 A49 Sign T
=& °l&std

S CanProve (IAP Says Payment)

7k 7Vsdith o e 7bY Al3 Inf 7S olg3)
of Tt ol AR & 4 o

S CanProve ($ of Invoice transferred from
B to S by IAP) [P2]

P29 Inf &€ % &3}
S CanProve ($ amount transferred from B to S) [G6]
o] HEZ G6Y F9o| sHsdio)

8) G54 %1

HAA Cloluh C2olME B(Fuiboll Al AHAtel ¢
2o g obFd wAAE B @) g2 G5
TB8L B7besitt 2o A Tl MAx F3u
A e} WA S28 Bt S(@uiAbzE BelAl
HUls Wgole B S2RE Fuig F3ud Fo
A S7F IAPE T Ak F9g A He A4
o ol F7tel Fdo] EFFo| g} B S7}
Edl o] gt zado] shg e At Bl A
TEAE Histe, 2 Aol SA AFHASS &
+ Stk SolA Adwd 3" KA 248 83
G5E FHst7l Adide 59 a4l 9@ o] o
Fo| 2 writh [AP7} BelAl A4t ¢hg WAXE B
ok shut, 2o FAYE A2 AR Az Ak
A2 v8& Axsok st ade FHAI7) Y8
A HAA £E oo & dart glong, 9oy
Add A ez F9Y 5 g Aoz 7}

o,

o
g

4.6.2 8 o|%9 HAE A3t wAx EA(S)

A A o]Fo HAASQ SORE CotAe B4
< AF Aot A9 fAges AFag v o
elvt AA A £ Anz Add ZEg 8
7 818 g4 AHE Y3 ZREZAE 5984
ALl A8 ZREFL &7 2}

A1z S1; B—S:
{B, S, TS, CR, Ts, KpstKsiap, Na
{PO, {price}PRIs}Kzss

HAIA S2; S—B:
[B, S, TS, {B, PS}Kss, Ny'JKss,
{B, S, Ts, Kgs}Kgiap, Ns,



CHEZ| MXMTS 218 Kallard®l 2 = (Accountability Logic)2| ZH&H 2! MAIKE ZRESZO| MQRA 3059

(B, S, TS, CR, Ts, Kas/Ksue

AREN ZREZAA dSHE AR Fd &
Aol thet Fol A A, o HY ’\ZH«I ok
Veds AFs) A A8 sl KA 2H
(Kailar Accountability Logic)> Bt 7] AxpA =&
7Hgeta ok a2y 49 AAHE dAx) AR ==
EZo A% AsAge aeA wEd, vy ¢
=23 7ERTe A7) 453 71EE o) AMgsta

sl olg fla] & ERAAE g7 AA Aol
#4E SHL KA 289 Wt WA 2 27 o
4% AoFesA KA 24¢ Bgsdon, o B3
g 242 olgated Ax7h Ake, A HA A
2 o)§3E 29 4GS AA N2 ZeEg B
48gch o 2A9 442 FAN, Tee2e Ay
&2 Y 7‘% el dig GHg deotstm, a1 4

oL
S
o
3
.
ko =
i o
%9,

lo
tlo
HI
i)

o
¥N
x &
=

S
Y
ne
lol
o

(1] M. Burrows, M. Abadi, and R. Needham, “A
Logic of Authentication,” ACM Trans, Computer
Systems, Vol.8, No.1, Feb. 1990.

[2] Rajashekar Kailar, “Accountability in Electronic
Commerce Protocols,” IEEE Trans. on Software
Engineering, Vol.22, No.5, pp.313-328, May 1996.

[3] Bruce Schneier, Applied Cryptography Second
Edition, John Wiley & Sons, 1996.

(4] Youngdal Kim, Kwanho Song, Sunyoung Han,
An Efficient and Secure Electronic Micropayment
System Using Nonce-based Authentication Pro-
tocol, Proceedings of International Conference on
Parallel and Distributed Processing Techniques
and Applications, CSREA Press, pp.193-199, 1999.

[5] Donal O’Mahony, Michael Peirce, and Hitesh
Tewan, Electronic Payment System, Artech House,
1997.

[6] I-Lung Kao and Randy Chow, An Efficient and

Secure Authentication Protocol Using Uncertified
Keys, Operating Systems Review Vol29 No.3,
1995.

29g

e-mail : ydkim@att.cokr
19773 Agdzta Addiet At
E LEIOLAb

o 1ma Azdew 33
L__l?@ 1 e grAe g

(o184 A
19763 ~dA &= IBM 74" A A8 A4
1992d ~3A 3= GrAY A2/ 3] 39
19943 ~ A AFohstal AFe S akatg
AT WWW Rel, Ak 4Ad, AAAE Alag

B M o
e~mail : syhan@cclab konkuk.ac kr
19779 Agrfsta ALE A 5
(3Ah
19793 =2 a)egd AAEE A}
=]

1988'd =37l Habet ul

19819 ~dA Axdstz ZAFe
ABEANZTY W

19891 ~1990 ®]= Marylandth Z5FE #8ha} AQRus

19919 ~1997d 8249 AFug

1990 ~1997'd ¥=387|Ed AFAT ATAE Foj g

1992 ~1997d /1 AFE B A7 TG-VT 9%

19919 ~1993d PR shs] ARENGTE Fo93

19900 ~ 19973 ISO/IEC JIC1/SC21 WGS 19434 $193)

1995 ~1997d AHE AFE T4 479 TG-Weh2F

199 ~1997d Asdigtn dh71edT4a FEEA
AT AlEr &%

199614 ~1998'd AWdE ZAFE BA A7y F

1997d~3A &= Aefdl ¥ &9 9K

19973 ~1998\d A5t ARrFAY 289 A

199841 ~1999 ©=F Maryland ™t ) FE
7 9} 3l 4

1998 ~FA ALHE AFH B2 Q73] oA}

P o} Real-Time CORBA, Internet Caching, 24

o) el TEEZ Mobile IP

o

s



