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Application Design and Execution Framework
in Role-Based Access Control Systems

HyungHyo Lee'- EunBok Choi'" - BongNam Noh 't

Abstract

Role-Based Access Control(RBAC) security policy is being widely accepted not only as an access control policy for
information security but as both a natural modeling tool for management structure of organizations and flexible
permission management framework in various commercial environments. Important functions provided by the current
RBAC model are to administrate the information on the components of RBAC model and determine whether user's
access request to information is granted or not, and most researches on RBAC are for defining the model itself,
describing it in formal method and other important properties such as separation of duty. As the current RBAC model
which does not define the definition, design and operation for applications is not suitable for automated information
systems that consist of various applications, it is needed that how applications should be designed and then executed
based on RBAC security model. In this paper, we describe dynamic properties of session which is taken for a passive
entity only activated by users, as a vehicle for building and executing applications in an automated information systems.

And, a framework for session-oriented separation of duty property, application design and operation is also presented.
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__ CandidateUserSet (9% 9)
session?: Session
candidate users: P_USERS
candidate_users! = { V u : USERS -
¥ r: Role | r € roles_of_session(session?) -

u € users_of role(r) }

__ FeasibilityCheck (2717 10)
5050D.
¥ (a s §) € mutex_sessions | a = app? -

CandidateUserSet(s) = @ A

CandidateUserSet(s) + @ A

CandidateUserSet(s) \ CandidateUserSet(s) * 2 A

CandidateUserSet(s) \ CandidateUserSet(s) * @
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application — ‘APPLICATION' application_name

‘SESSION’ application_sessions

[ ‘INITIATOR' role_lists ]

[ ‘SOD’ sod_lists }

application_spec_lists
application_sessions = application_sessions ', session_spec | session_spec
session_spec = "( session ', role_lists 'Y
role_lists == role_lists ’, role | tole
sod_list == sod_list *,; sod_element | sod_element
sod_element ::= ' session ', session ') | temporal_spec
temporal_spec ::= (' session ’,’ session ')’ “for’ time

| session ‘between’ ‘[’ time ‘, time ¥
application_spec_lists ::= application_spec_lists application_spec | application_spec
application_spec = sequential_spec | parallel_spec | conditional_spec
| loop_spec | abort_spec | ‘(" application_spec_lists )’

sequential_spec = application_spec '} application_spec
parallel_spec ::= application_spec " 1l” application_spec
conditional._spec ::= “if’ condition “then’ application_spec | "else’ application_spec |
loop_spec = ‘while’ ‘(' condition ‘Y "de’ application_spec
abort_spec := ‘abort
session = <session_identifier>
role = <role_identifier>
time == [0-9]+
condition = temporal_spec | logical_expr
logical_expr := relation { ‘and’ relation } | relation { ‘or relation }
relation == simple_expr { rel_op simple_expr |
simple_expr = [ unary_op | term { add_op term }
term = factor { mul_op factor }
factor u= <object_identifier> | ‘(' logical_expr )’
relop = | 'O | < | e | | e
add_op ] ’
mul_op x="¥ |/
unary_op = "+ | X' | ‘not’
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ALGORITHM Session-User Assignment
INPUT
I* 8% 2234 42454 AHEY I8/
app, mutex_sessions
S S S € app.sessions
[* 9818 H2FA 7Y FE £ A FHY
Usfouw.,pp2t
BEGIN
for each session s; where (app, s, 5) € mutex_sessions or (app, 5 s) € mutex_sessions
do
if no user is assigned fo session s, then
i DoS{s} > DoS(s) then
for all mutually exclusive sessions (app, s, 5 where (app, 5 s} € mutex_sessions o
(app, S &) € mutex_sessions
do
if candidate_user_set{s) + @ and candidate_user set{s;) # @ and
candidate_user_setfs) - candidate_user_sel{s) + @ and
candidate_user_set(sy) — candidate_user_set(s) ¥ @ then
assign any user u € candidate user set{s) — candidate_user set(sy) to si
if no user is assigned fo s then
assign any user u € candidate_user_set(s} ~ candidate_user_set(s) to s
fi
else
continue /* H¥ s W H5P A2 48R H4FY 7Y/
[}
od
fi
fi -
od
[ 84 z2agd TPE BE YIHHY HEE] YHd A} YFEYE 4 B9
for each session s; where (app, $, 5} € mutex_sessions or (app, 5, 5} € mutex_sessions
do
if 5; is not assigned to user u € U then
ait [* JEAE 4IFY 44
fi
od
I* #& Zeayd Effd YIS HHE oYY BE AHEA it 48R WYY 74/
tor each session s, where (app, s, ) & mutex_sessions and (app, 5, 5) % mutex_sessions
do
assign user u € candidate_user_set(s) to s
od
[t &% Z2agd ¥98 YIYHY 4HE o9 BE HHEY daid ARY 7 HYHUEA ¥
7
for each session s; where (app, s, ) & mutex_sessions and (app, 5, s} & mutex_sessions
do
if s; is ot assigned to user u € U then
exit /* AFAEA Y FFY S
fi
od
END
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