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Intrusion Detection System for Denial of Service Attack using
Performance Signature

Kwang-Deuk Kim' - Sang-Ho Lee'"

ABSTRACT

Denial of service is about knocking off services, without permission for example through crashing the whole system.
This kind of attacks are easy to launch and it is hard to protect a system against them. The basic problem is that
Unix assumes that users on the system or on other systems will be well behaved. this paper analyses system-based
inside denial of services attack(DoS) and system metric for performance of each machine provided. And formalize the
conclusions results in ways that clearly expose the performance impact of those observations. So, We present new
approach. It is detecting DoS attack using performance signature for system and program behavior. we believe that metric will be
to guide the automated development of a program to detect the attack. As a results, we propose the AIDPS(Architecture for
Intrusion Detection using Performance Signature) model to detect DoS attack using performance signature.
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(Syntax)
{ Event
ATTRIB Id
{CLASS Name
COLUMN "C_name” = "Process Info.Processes
end CIASS)
end Event}
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EVENT
ATTRIB IO_Event
CLASS 10_Item
COULMN 7 Pid” = "Process Info.Processes.Pid”
COLUMN "User” = "Process Info.Processes.User”

COLUMN "Bread” = "Process Info.Processes.Bread”
COLUMN "Buwrite” = "Process Info.Processes.Bwrite”
end CLASS
CLASS Identification_Item
COLUMN “User” = "Process Info.Processes.User”

COLUMN "Command” =
“Process Info.Processes.Command”
COLUMN “Group” = "Process Info.Processes.Group”
COLUMN "Ppid” = "Process Info.Processes.Ppid”
COLUMN "TTY” = "Process Info.Processes.TTY”
end CLASS .
end EVENT
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Signature_Generator
{CLASS Class_Name
SELECTION SelectionName =
"Process Info.Process<System Metric Item>"
=value[* - + /]

TABLE TableName
COLUMN Type "ColumnName” =
"Process Info.Process<System Metric Item>";

[RatelKilo|Megal TotallCPU_Mean];
ROW RowName Criteria SelectionName;

end TABLE
{Signature type "SignatureName” = expression;}
end CLASS}
end Signature_Generator
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Threshold[SignatureName]
THEN
Action[messagel[Second_process][Sleep]
...[Kill_Process]
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/* Signature expression */
float cpu=min(”Cpu % Idle Glob”/40, 1);
float load=min(”"Procs Put Run-Q/Sec”/6,1);
float CP = cpu*load;

/* Process of Anomaly detect */
if(CP >= 4) /% A = Threshold[ CP] */
{
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