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Design and Implementation of the System Supporting Security
Communication between a Web Browser and a CGI Program

Jun-Seok Lee'!

ABSTRACT

The paper is a design and implementation of the system to support security communication between a Web Browser
and a CGI program executed by a Web Server using PKI(Public Key Infrastructure). This system uses GSS{Generic
Security Service)-API to communicate with PKI, offers a Web user a Client Proxy, and offers a CGI developer three
library functions related with security. TLS(Transport Layer Security) supports security communication between a Web
Browser and a Web Server, but the system supports security communication between a Web Browser and a CGI
program as the protected data received from a Client Proxy are sent to a CGI program, and the CGI program decrypts
the data using the library functions supported by this system.
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gss_ctx_id_t SecurityContext[];
Boolean Got_SecurityContext;
void Request HTTP( HTTPMesg *req )
// HTTP ®IA|A] & @8-
{
PassTwo = 0 ;
do {
PassOne = 0 ; // B4EH 4
o AlE
do {
PassOne++;
// @A Aol ?%"“5101 A=AE HA
if ( 1Got_SecurityContext ) {
/) B BAg wE
if ( MakeSecurityContext( req, ..) ) return;
Got_SecurityContext = TRUE;
}
/ dEEE delg A
data = MakeRequestData( req,..);
// HolelE ¢35
SecureData = sign_encrypt(data, &enclen, &err...);
if ( err == Security_Context_Expired )
Got_SecurityContext = FALSE;
else
if ( PassOne > 1 && CheckError{err) ) {
DisplayError{ req, err );
return;
}
} while ( !Got_SecurityContext );
PassTwo++;
// dEskE dolg A%
socket = SendToServer( SecureData, req,.. );
/G A ERE dHolEE wE
reply = GetMessageFromServer( Socket, req, ... );
if ( CheckReceiveMessage( reply, req ) ) {
Got_SecurityContext = FALSE;
return;
}
if ( (PassTwo > 1) && ( Got_SecurityContext !=

o
i

A% A4S 9

FALSE ) ) {
DisplayError(req, err);
return;

}

}  while ( !Got_SecurityContext );
dec = validate_decrypt( reply,...):

// HelHE H&3t
drep = CreateHTTPMessage( dec );

// HTTP #W A% A4
displayMessage( drep BB
return;

@ char *get_SecurityContext( message, type ..)
@ char *decrypt( message, information, type .. )
@ char *encrypt( message, type .. )

(32 16) APl 2to|=2{2|
(Fig. 16) API Library
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Beh9-x ALEAte) HEE AT CGI Z2aye

o] ARE ol&3td FI)E HHE F Ut

Ezstd volBE A CGlo dFAd 2Age
Tt Gzstrt 4o dolyst E4F 4¢ O
TE ol&dto] dustd HelEE 4L F v @2
27 g35std volHE ol of dojHE ¢ A
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(Fig. 15) Program of Client Proxy
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CGI 282 CGI /WAl A (27 16)3 2ol 3
4 Zoj2 g FE AT FLEA Gue BA
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int main()

{
/8 AFEEEH 2 BYE 9%
type=getenv()
fread( inputdata,..,stdin );
switch( type ) {
case Bt 9 93 ¢
token = get_SecurityContext( inputdata, type ..);
SendData( token ); // ¢ Aulell A4 .
return O;
case @A ¢33 8
Data = decrypt( inputdata, information, type .. );
// B33 HolHE B4
Request = CreateWebBrowserRequest( Data );
// CGI 22 o] A 2] 53
OutputData = RunCGI( Request );
if (=3 ga ) {
SecureData = encrypt{ OutputData , type .. );
}SendData( SecureData );

else SendData( OutputData );
return (;
case &4 MW % :
/8 e, 94 typedt GE
case AH_z3t 27 ¢
} /A9 #FE, @A typeT HE

(3217 COl =20
(Fig. 17) CGl Program
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[ I 1
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Mool HES HFE

CreateDataToSA() o8 AA

FindPipe()

WritePipe()

CheckError()

CreateDataToCGI()

— o5 44

CGIo H$E wlolE
ke

(2 18) BlojERe| =28 2
(Fig. 18) Program Flow of Library
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2Eo] oA ojH lFel £FEAE BASHI, o

A GSS_API #+8 AME3EAE Yehl T gtk

| @CreatcHashing TableForSecurityContext() l

’7 @Serverbqgin() l

call gss_acquire_cred()

| (DCreatePipe() J
[
?

| (OWaiting ToReceiveData() ]

i
voEy 9y yess 8 s 24
r®FindSmuﬁtyContext() ” @FindSecurityContext() I

4

(@GetSecurityContext()|| @GetEncryptedData() | @GetEncryptedData()
call gss_accept_scc call gss_unwrap() call gss_wrap()
_context()

& FindInfa
E SaveSecurityContextOlf «a)) gssgngllﬁm_oc(gnmxt()
T. T
(B®MakeData()
(DWriteDataToPipe()

(32l 19) M Oo|ME =20 SEL
(Fig. 19) Program Flow of Server Agent
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TE IHY o] 24 AR A Y(security-request=1)5}]
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<html>

<head>

<title>Demo for ETRI Secure Web</title>

</head>

<body>

<H2>Thank You for using SinHan Bank</H2>

<H4>1) Get information about SinHan Bank.</H4>

<HL> .. </HA>

<H4>7) Retrieve my account balance </H4>

<DD>

<form action ="/scripts/retrieve_account.exe/account.txt?
security-request=1" method=GET>

<b>Account Number :</b><input name="account”><input
type=submit value="Retrieve”>

</form>

<DT>

<H4>8) Transfer </H4>

<DD>

<P><form action ="/scripts/transfer_account.exe/account.txt?|
security-request=3" method=GET>

NA" &7 2 7 651

<b> From Account Number : </b><input
name="Fromaccount”>

<p><b> To Account Number....: </b><input
name="ToFromaccount”>

<p><b> Amount........oeeeeen.. ¢ </b><input name="Won">

<input type=submit value="Transfer">

</form>

</H4>

</body>

</htm>

(38 20) ¥ m©lolx]|
(Fig. 20) Web Page

3 g AMRAE 2099 S T 7EE 24 A
AFEAE From. AU E wad] <&shuzlsis 3
HSE To. JUE vhro L7 aastE THHZE,
Amountel] 207+9& Y33 Transfer W EL 2%
th EToldE XFAE= o] 23S WoH ofu] ®o}
9ol FAHY 9leS BLsT o] RE go]gE
At 3 3Hsecurity-request=3)& 4
WE E3) “transfer_account.exe”’ol A3k
ZRIFE APL o]l elE] decrypt)E o] &3t &)
33 account.txtE o] &ato] 20%THYL
o] & A 71t}

At

O

Thank Y& for using SinHan Bank
1) Get information about SinFHan Bank.

7) Retrieve my sccount balance
Acconyt Number :]1 23456789 B | etinve !
B) Transfor

From Account Number : I

TIo Account Number.....: I

Y| _L“"fij &
%

ABOUNG s irarianens

(38 21) § =2219X 3t
(Fig. 21) Window of Web Browser
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