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Fault Tolerant System Modeling based on Real-Time Object
Hyung-Taek Lim"- Seung-Min Yang'!

ABSTRACT

It is essenvai to guarantee high reliability of embedded real-time svstems since the failure of such systems may
resull In large financial damage or threaten human life. Though many researches have devoted to fault tolerant
mechanisms, most of them are object-level fault tolerant mechanisms that can detect errors occurred in a single object
and treat the errors in object -level. As embedded real-time systems become more complex and larger, there exist faults
that cannot be detected by or tolerated with object-level fault tolerance. Hence, svstem-level fault tolerance is needed.
Svstem-level fault tolerance examines the status of a system whether the svstem is normal or not by analyzing the
status of objects. When an error is detected it should be capable of locating the fault and performing an appropriate
recovery and reconfiguration action.

In this paper, we propose RobustRTO (Rebust Real-Time Object) that provides object level faull itolerance capability
and RMO «Region Monitor real time Objects that offers systemn-level fault wlerance capability. Then we show how
highly dependable fault tolerant systems can be modeled by RobustRTO and BMO. The model is presented based on
real-time objects.
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