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Certificate-based Electronic Cash System
Seong-Oun Hwang'

ABSTRACT

We propose an efficient off-line electronic cash system based on the certificate issued by Certificate Authority. It
satisfies all the basic requirements for electronic payment system such as cash unforgeability, cash anonymity, double
spending detection, no framing, etc. Our proposed system is very computationally efficient in the sense that: (1) the
number of exponentiation operation imposed on the user during withdrawal phase is much smaller than any existing
off-line electronic cash schemes, (2) all the computation of user’'s during withdrawal phase can be performed by off-line
pre-processing. So the proposed system is suitable to be implemented by smart cards in both memory and computation.

1. Introduction

With the onset of the Information Age, our nation
is becoming increasingly dependent upon network
communications. Computer-based technology is sig-
nificantly impacting our ability to access, store and
distribute information. Among the most important
uses of this technology is electronic commerce:
performing financial transactions via electronic infor-
mation exchanged over telecommunications lines. A
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is the

development of secure and efficient electronic pay-

key requirement for electronic commerce

ment system.

Electronic payment systems come in many forms
including digital checks, debit cards, credit cards and
stored value cards. The type of electronic payment
system focused on this paper is electronic cash. As
the name implies, electronic cash is an attempt to
construct an electronic payment system modeled
after our paper cash system. Paper cash has such
features as being: portable (easily carried), recog-
nizable hence readily acceptable, transferable (with-
out involvement of the financial network), untrace-
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able (no record of where money is spent), anony-

mous (no record of who spent the money) and has

cash ([OO911[CFN88][Fer93al{Fer93bl[Yac94][ YLRI3]
[LLI3JI[CPS94)). Recently, by embedding a tamper-

the ability to make "change”. Among these, the
designers of electronic cash have focused on pre-
serving the features of payment untraceability and

uscr anonymity.

Related Works

To provide payer anonymity during payment and
payment untraceability so that the bank cannot find
out whose money is used in a particular payment, it
is necessary that the bank not be able to link a
specific withdrawal with a specific deposit. This is
achieved using a special kind of digital signature
called a blind signature. Several blind signature
schemes ([Cha82] [CFN88] [Brad3a] [Fer93a] [0089]
[AF96]) are introduced. Here we give only a high-
level description of blind signature. In the with-
drawal phase, a user makes the message to be
signed by the bank and blinds it using a random
quantity, which is called the blinding factor and is
not known to the bank. The bank signs this
random-looking text, and the user removes the
blinding factor. In this way the user now has a
legitimate electronic coin signed by the bank. The
bank will see this coin when it is submitted for
deposit, but will not know who withdrew it since
the blinding factors are unknown to the bank.

Another issue of electronic cash is the double
spending of the same coin. That is, as the electronic
cash is a kind of digital information, it can be easily
copied and then can be spent more than once by the
user. Double spending can be prevented by the
maintenance of database of electronic cash spent in
an on-line payment system (Ecash[Cha89], CAFE
[BCM94], NetCash[MN93]). But, in an off-line sys-
tem where the bank does not intervene during the
payment phase, there is no cryptographic method
that prevents an off-line cash from being spent
more than once beforehand. Instead, off-line double
spending is detected when the cash is deposited in
the bank and compared with a database of spent

resistant device called an "observer” into the pay-
ment device of the accountflholder, the method of
achieving prior restraint of double spending for
off-line electronic cash systems has been suggested
([Cha92][CPI2][CPI3][Bra93al{Brad4]{Brads]
[Fer93b]). An observer is embedded in such a way
that a payment can only be successfully executed
only if the observer cooperates.

In this paper, we propose a certificate-based
off-line electronic cash system, which satisfies all
the basic requirements of electronic cash system
described below. To the best of my knowledge, the
use of anonymous certificate appeared in [Yac94]
[NMV97] and the use of anonymous account ap-
peared in [Bra93b). The basic idea of our system is
as follows: The user generates his private/ public
key pairs and registers the public key to the
Certificate Authority. Only the Certificate Authority
can link the public key to its owner. Then using the
public key and its certificate, the user makes a
monetary transaction with other parties such as
bank and shops. In this way, payer anonymity
during payment and payment untraceability are
achieved.

The paper is organized as follows. In section 2,
we describe some basic requirements of electronic
cash system. Then we present our system which
consists of several protocols in section 3. In section
4, we consider various security features of our
system and in section 5 we evaluate its perfor-
mance. Finally, we conclude this paper with remarks
in section 6.

2. Requirements for Electronic Cash System

Some basic requirements for electronic cash sys-
tem are as follows:

Off-line payments. The transaction between the



user and the shop should bhe completed without the
help of the bank or the third authority.

Detection of double spending. If a user repeatedly
spent his cash, his identity should be found by the
bank. In on-line electronic cash system, it would be
detected before the fact. But in off-line one it would
generally be found after the fact.

No framing. Every party participated in the elec-
tronic cash protocol should be protected from a
collusion of all the other parties.

No forgery. It should be difficult for users or shops
to create a valid-looking coin without making a
withdrawal transaction with the bank.

Efficiency. The scheme should be efficient in
storage, communication and computation. Conve-
nience of making payments is highly desirable.
Transaction cost should be low enough compared
with transaction amount. And the computation
amount imposed on the user during withdrawal/
payment phase should also be small.

Privacy. The payment of a user should not be
linkable to his withdrawal, even though all the
parties except him could coliude together.

3. Description of the Proposed System

3.0 Definitions
We define terms that will be used throughout this
paper.

« U: user or user’'s card

The user is anyone who withdraws and spends
electronic money. The wuser's card is a card
constructed for and trusted by the user. It is the
device with which he makes withdrawals, purchases,

and reports transactions.

* B: bank
An institution which dispenses electronic cash for

withdrawal and accepts it for deposit. The bank
should not have the power to trace an honest user’'s
spending.

« St shop

A shop performs a deposit protocol with bank, to
deposit the wuser's coin into his account. Shop
usually can accumulate coins and deposit the ag-
gregate value at the bank at suitable time when
network traffic is low.

» CA: Certificate Authority

A Certificate Authority is a body that provides a
trusted third party services in electronic commerce
by issuing digital certificates. Formally, a' certificate
is a computer-based record which: (1) identifies the
CA issuing it, (2) names, identifies, or describes an
attribute of the subscriber, (3) contains the sub-
scriber’s public key, and (4) is digitally signed by
the CA issuing it.

3.1 System Set-up

The RSA scheme [RSA78] is adopted by B and
CA as follows: (e, np) [ dp,(eca, nca) [ dea is
respectively B’s, CA's RSA public/private key pairs
such that

epdp= 1 mod e(ng), ecadca=1 mod ¢(nca)

where ¢ is Euler totient function.
We assume the existence of a polynomial time
collision-resistant one-way hash function &, k.

Public key parts are declared to everyone.

3.2 Certificate Issuing Protocol

U uses the Schnorr's scheme [Sch9l] to generate
his public/private key pair. All the system pa-
rameters p and ¢ are primes such that ¢l p—1,
g=22" and p= 2% Denote by g a generator of
the subgroup Gy of Z,".

Then identifying himself to CA, he gets a
certificate on the public key from the CA that
establishes a linkage between his identity and his
public key. That is, the certificate means that the
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public kev is registered at the CA. Howcver, unlike
in--ordinary- -certificates; -this—linkage—is—hidden—to
evervone. That is, anyone except the CA cannot find
out the owner’s identity from the public key or the
certificate. Before U opens an account at the bank,
he performs the followings with CA:

(1) U generates his private key sy €x Z,. and
computes the corresponding public key py=
2 %Y mod p. Identifying himself to CA, U
sends his public key to CA to get the
certificate on it and keeps his private key s,
secret.

(2) After verifying U's identity, CA issues the
certificate  Certy = h(IDga ll i) “
to U Then CA stores the public Kkey,
certificate with the owner’s identity. Here
ID¢, is the CA's identity.

(3) On receiving this certificate, U checks that

mod # CA

[Cert J)° mod ney = h(IDcy 1 pyy).

3.3 Opening an Account(performed for each user)

In this phase, a user gets an anonymous account
which will be used to withdraw some money at the
bank. That is, the following protocol takes place:

(1) U sends his public key p; and its correspond-

ing certificate Cert; to B without identifying

(vl
(S pu)

rnr” ErZ b ErZas
r =g modp
¢ "= 5" h(r ’|| po) mod nx

x=g modpe=h (xe )hy=(r"

{e

himself.

{2)- B verifies-that -the public key.- p,, is registered
at the CA by checking: [Certy]°” mod #nca
=h(IDca ll py). If the verification holds, B

opens an account for the public key py.

3.4 Withdrawal Protocol
When a user U wants to withdraw money from

his account (corresponding to say py), he performs

the following withdrawal protocol with B (Fig 1)

(1) U generates a random number r €y Z,,
computing: » = g" mod p. To get a B's hlind
signature to the message k(7 |l py), U
chooses a blinding factor b =, Z, 5° and
computes ¢ =" k(¥ | p) mod mp U
then generates a random number »~ g Z,,
computing: x =g mod 8, e = #(x, ),
y=(r" +sye) mod g and sends {c, e, v,
by, Certy} to B.

(2) B checks Cert;™ mod nca = W(IDca ll py)

Nwd

and after computing x" =g’ py mod p,
checks e=# (x', ¢). If the verification
holds, B signs ¢ and returns the signature
as ¢” =[c’1” mod np.

(3) U then removes the blind factor & to obtain
the B's signature c=c” /b= [h(r || p,)]%

mod #g. For each coin, U stores {c, 7}.

{B]
(es ds)

‘) mod ¢

e ¥y p.,Certu}

B

R

o
Cert™ mod nca = KIDcq || pi)
x =g p modp e=h"(x " c)

¢” =[c 1% mod n,

-

c=c /b =1[hr "Il p. )] 4% mod n,

(Fig.1) Withdrawal Protocol



3.5 Payment Protoco!
When U wants to spend his coin at S, the
following payment protocol is executed (Fig 2):

(1) U sends {c, py Certy} to S.

(2) S computes d= h(Aglltimellc) and sends
{Ag, time} to U. This challenge value d
should be unique for each transaction. Here
time is the actual time and date the payment
transaction occurred and As is the S's
account number at B.

(3) U computes d= (Al imell ©), z = (r+ s, d)
mod ¢ and then sends z to S.

d

(4) S computes w= g°p,? mod p and verifies

the following: Cert; “* mod ncq = W(IDcall,

po).c” mod ng= kwl pp).

3.6 Deposit Protocol

At a suitable time, preferably when network
traffic is low, S deposits all the received coins at B
by sending {c, py, Certy, d, time, As, 2z} for each
coin. B goes through the same verification process
as S did in the payment phase, ie., computes d =
WA time)l O, w = g° pymod p and verifies the
following:  Cert,** mod ncs = WIDcall py), ¢
mod np =HMwll py) and searches its deposit
database to find out if it has stored the coin before.

If all tests are successful, B credits S's account

BN
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with an equivalent amount of money and stores the
transaction history to its database.

4, Security Considerations

4.1 Double Spending

Double spending occurs when U double spends
some coins in the hope that B cannot detect the
identity. But, in the proposed system, double
spending is detected as follows:

U spends c twice for two different challenges o
and d’.

Then B has z=(r+syd) mod ¢ and
Z=(r+syd) mod ¢q. B can easily find s, by

computing:
sy = (z2—2)/(d—d’) mod q.

So the bank can present s, to the CA as a proof of
the double spending.

4.2 Anonymity and Privacy

The bank will not be able to link to user's
identity. On the other hands, our coins are blindly
signed by the bank so the bank cannot trace any
particular coin to any particular user. But the
payments made with the same -certificate can be
linked together, though the exact user cannot be
traced.

1} {s]
(Sl‘. f24 )
{ ¢ pv.Certy } _
-
d = h (45) time || c)
As, time
<
d = h (4s) time || ¢}
z=(r+s.d)modgqg
z
|-
Ll

_ -4
w =g py° mod p
Cert,** mod ncs = WIDca || pi)

&

¢ mod ny = h(w || pi)

(Fig. 2) Payment Protocol
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4.3 Faimess (Conditional Tracibility)

But “asweknowwelt, unconditioral privacy pro=

tection can be abused by criminals for black-
mailing or money laundering, etc. To cope with this,
it requires a user-tracing mechanism("fairness”)
([BGKOSIICMSH6IFTYHIJYI6IIM ' RIBHSPCIS])

when the condition holds, for instance, under the
court’s order. In our system, Certificate Authority
can find out its owner’'s identity from any
anonymous public key, so the bank can find out
doubtful or illegal users with the help of Certificate
Authority under the permission of the cowt In
particular, Certificate Authority can deal with these
criminal problems in advance by using CRL
(Certificate Revocation List) or blacklist.

44 Forgery

Forging our coins is equivalent to creating
(x, W)™ mod np), that is, equivalent to breaking
the RSA scheme. This is conjectured to be
infeasible unless the factorization of sz is known.
As the factorization of #np is known to only B,
forging our electronic coins is infeasible for any
other party.

4.5 Framing

To frame a particular user U, B needs sy, a

proof of double spending. Assuming the Discrete

Log—assumption, if & follows the protocols —and does
not double spend, B cannot compute s;. That is, U

is computationally protected against a framing.
5. Performance Evaluations

When we consider efficiency features of the
electronic cash system, the computational load
imposed on the user is very important. It is because
user capability is usually implemented in a smart
card, which still has some limited memory and
computing power. In particular, exponential operation
is a critical factor which heavily affects the smart
card’s computation ability.

We compare the efficiency of our system with
those of [Fer93a] and [Bra9]. When we assume in
[Fer93al, Inl = 512, Jvl = 128, and in [Bra%], Ipl =
512, lgl = 140, [H(-)| = 72, and in our system lesl =
16, Ingl = B12, Incal = 512, |pt = 512, Igl = 140, |A( )|
= 72, we get the following results on Table 1. For
the convenience of the comparison, we assumed
those values, but for greater security, one may want
to increase those values. Examining Table 1 below,
we see that the number of exponential operation
imposed on the user is much smaller than any

(Table 1> Comparison of electronic cash protocols

[Fer93al [Bra%s] Proposed Scheme
Primitive Problem Factoring Discrete Logarithm Factoring
Signature Scheme RSA Schnorr RSA + Schnorr
(Blinding Scheme) (randomized blind signature) | (restrictive blind signature) | (RSA type blind signature)
Certificate N/A One-time certificate Multi-spendable certificate
Fairness No No Yes
Double Spending Detect after the fact Prevention / Detection Detect after the fact
Storage per Coin value(bytes) 250 143 815
Communication | Withdrawal >> 480 bytes 9%.5 bytes 282.5 bytes
Amount Payment >> 224 bytes 1485 bytes 2185 bytes
# of Discrete | Withdrawal (user) | 25 15 3
Exponentiations | Payment (user) 1 2 0
# of Multiplica | Withdrawal (user) | >> 2881 1400 (online part: 210) 445 (online part:0)
“tions Payment (user) | 108 321 1 ]




existing off-line electronic cash schemes and all this
computation can be performed by off-line pre-
processing. So our proposed system is suitable to be
implemented by smart cards.

But the communication amount of our system is
a little large when compared with that of Brands
system[Bra95]. This is mainly caused by the public
key and certificate of wusers. To reduce the
communication amount, it is necessary to adopt any
efficient signature scheme with keys of shorter size
than the current RSA scheme and a number of

practical optimizations for embodiment.

® Withdrawal phase

81.5 bytes are required to store coin related data
{c, . It is small enough to be stored on typical
smart cards. To perform a withdrawal transaction,
the user needs only three exponentiations. This is
computationally efficient than all current off-line
electronic cash schemes. The number of discrete
exponentiations required in Ferguson’'s [Fer93al,
Brands’ [Bra%] protocols are 25 and 15 respectively.
The number of multiplications modulo a 64 byte
number required in Ferguson's protocol 1s greater
than 2881. In Brands’ protocol, the user must
perform about 1400 multiplications modulo a 64 byte
number: the on-line computations of this are about
210 multilpications modulo a 64 byte number. In our
proposed system, the user must perform about 445
multiplicaitons modulo a 64 byte number: All this
computation is done off-line. Note that the com-
putational load imposed on the user is small enough
for the proposed system to be implemented by smart
cards, since only a few modular multiplications
and/or modular reductions are required in all trans-

actions except for off-line pre-processing stages.

® Payment phase

In our payment protocol, the user only has to
compute a single response. This is far more efficient
than all known off-line electronic cash schemes
to-date, especially as the response message does not
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involve any discrete exponential computation. As we
can see in the above Table 1, Ferguson's and
Brands' protocol must perform about 108 and 321
multiplications modulo a 64 byte number, but our

system needs only one multiplication.

6. Conclusion

We have proposed a simple, efficient off-line
electronic cash system based on the certificate
issued by Certificate Authority. It still satisfies all
the basic requirements for electronic payment
system such as cash unforgeability, cash anonymity,
double spending detection, no framing, etc. It is
believed that our proposed system is very com-
putationally efficient and suitable to be implemented
by smart cards. And our proposed system can cope
with several problems such as blackmailing or

money laundering, etc.
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