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A Study on the Integrated Digital Signature System based on
Digital Signature Standards
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ABSTRACT

In the information soclety, all the information is transferred through the network, so it becomes an issue to protect
the data on network. One of the fundamental cryptographic tools to protect the data on network, is digital signatures,
and in many countrics, cryptographers have been trying to make their own digital signature standard.

Also, at Crypto’89 meeting, ).Chaum suggested an undeniable signature scheme. Undeniable signatures are verified
via a protocol between the signer and the verifier, so the cooperation of the signer is necessary. So far, there have
been several variants of undeniable signatures to obtain a signature scheme, which can control the abuse of ordinary

digital signatures.

g ATe) ¥R el 9

]1} 11l 7) Ei—' I’lli
. "‘*}9}‘ 1998L1 24 104




.M &8

Ausl AlglRe] Mo #AFEH FAUE 53 o
%t Mujazk arE D vk ofe wheh wiAR)e] £
A e w27 dF B E dlgol v ¥Ue
A, T A3 FAAE AEe] WAAE HgiA
gkeA B4 #ld ¢ glviE niicl ol EHo

T o5gdd =t YxE MY

(digital signatures)olth tiAE AHe 7]&e] A
F oAlzgol el A (EA oL MEH 2 Al
AT ARERL %0 ATE PEHFAN MH| 2 A
datna 3 Folvk, 1w OAE AEE wiol
5"3-‘1 m}eﬂl Hep, gf-Hog AMuloht

Q17 ARle] HaAdl «lo}"% AAEA wgdE 4
Mgk Al Al FAlE A

AL R S0 o B2

dol el 448 44 BAE % G0, A7

o 4ARLE QI7ke] A4 ol9oli= of Ao} gt

& WHY 4 oglolof #) weby UXE ARelw 4
o] MWE 4T F AE KUH. AET B}

7 of
N
3
o
o,
L
X
=
lo
o
X
o
4

e

o
BN
i
N
)
olf
oX
X
ol
lo
23

3 AREEE o] Brbed AR BvheAd 9 87
Arekg ahEslejo} ok

1976\ Diffies} Hellmano] &747] <4&3t w4
(public key cryptosystem)2] Md& A% 3
197843 Rivest, Shamir, Adleman©] o} 7H :9-:
gom Az UAE AL pusigon”
UEdE ARg e g tAE *1“*501 7H b
of gt W oldx B MY guFe PEHE
& % deAd x7doy, AA AFdME 2f-9
g MY dnEEFE EFeetels wHe] FFEo
gich . olul wiFolut Ao} FL ElGamal®e) 7}
x5 "1%"%‘4?_1 DSA(Dlgltal Signature Standard)
S AR omS Tl E 941 R
srdRtEAd A HHEA FEATAEHY A
grol S7} £FEskE EHow ’“Eﬂv} A2y mi=
BEARIA Qo] Zolg ztE WAIX Y oig &
A ol g 27 YA E *1"‘5—4 *g*éﬂ} HAES 9%
1#]% KCDSA(Korean Certificate-based Digital
Signature Algorithm)7} SHESQ.™

Fu dAxe X9 AARE BT 5 i

AT i A oAE A

4q'

mz r_ oX, m[o

ol
rio
£
-z
M
lo,

SRR WS FEIT reh} Mo
HAHoR URH 8T oldd A UL
Hge) Aoz it e 91-501 Podes 8
2 o)) Hnd A
#5ol gy & i 7}%@%

=
A el Aprro 2 Yol 4RYE BT ¢

N
off
tlo
x
%
o
hu!
X
X
ol
Lo
R

T - [=]

» Agel 158

do
o
S
I
=
in
>
)
o2
>
lo
H
o
tio
19
z,

gl olefst %Z;Ml o5 Crypto 89 T P
D.Chaume] undeniable signatures® #¢td %,
(selectively) convertible undeniable signatures.
designated confirmer signatures %S9 ®&
undeniabled ©AE MywAEo] Mge 488 ¥
Astzl fste] A=Ak FuiellAe] undeniable
signaturesel g A7 wE Fol os ATd
entrusted undeniable signatures®t YHEF F9
directed signatures, H&F %9 nominative
signatures §°] ATH

B efoi= o]#ldt undeniabled &5 UIXE
A g3 4 dXE AEe EERHES shie
A os 5948 B8 AR U ol A
glo] Wiza] w&s neid W ohe Trﬂ“" 7% 01"4. *
P.Horster®] "Meta-ElGamal *1"’ g
o] 43l "Meta-Undeniable®d Agw4'ozr &
+ A& Aok
B owEe AL 2394 dEHY § "UHE A
12¢1 undeniable®d AE#agel thape] d3n
3, 3BdAE s, Aol @ FY YUAE AT
FEEQDEC dstd AwEd, alz 4ggME Z
EV]E *1”4 EZCHES 01%5}01 71}—94 o]

B
Al

ol e



9Be S=HEX2E =FA MOH K45(984)

A Hol H8 01*&94 #rig g 713

o] &% 7}—‘8—3"] 74] E“% “’rﬂ*ﬁ *1“‘«] "P—'i“*
3 Folgt 4 gl AHe] %
aire weA] AqEaiel 238 volof AU %‘é
SRl Mg aeld 4 QA dhE W Sl o
8 Alel AAFEE REE 5 dv 5F UAE ME
wralo) vl wleag 497k ZA%ct. D.Chaum®]
undeniable signaturese ©]213 Fdl| o3 #|¢t=

At

("9 1} undeniable signatures - AE39 =
ol ME e A9E Fold &+ glov, Mux
= éﬁl oA A3z A Apale] gt tzE Aol

10 (91103
9992 29+ Qo

- E“O

N

7ol Ackel
soEgdd wr HEe 4 3
B)ske} D.Chaumel M Aokl Hol WA AEe
of Mol Agy oing wuEs %

QukAel CAE ABENES AF

A9 o FHelshey

T EZELEE = = 8
IR E Z(confirmation protocol)'d}, ol TREZF
oM Meel AFA Hglo] Aus AL Iyl
& Mol Bzl AR o2& HEAR HBE A
el oWl AGE Mme tate] Mgxrizt Bl
e duoM gdatx ¥ ¢S IEAE FE

E
317} ¢ B¢ ZEEF(disavowal protocol)’® U}

J.Boyar &€ undeniable signaturesE 4wt&Ed
Moz WAL 4 9= convertible undeniable

=
signatures® #|¢ralait}.

(A9 21 convertible undeniable signatures
nEy| el ARE wEAZRORMN EAG F1 A

Ak dedoz $& A R BA ARE BF
P = % F 11]
AAel Ao WEAY 4 ol Aol Y

18y, undeniable signaturesYt convertible
undeniable signaturest 2N MHEL FAsHA
mapA ohe o) ZREZ) 4R st dF A

A s AT 2 slel 80 ARAD 3

m

Sof, o FlgelA] RRAE B4 A8

oS 59 A& 7Tkl wY FARE AFey T
u o] RHAE AL AAsA dWE a7Ehg 4
Hg Agsda e A%E e 2k A 71
M E 59 ARE Bud £ geong AR ¥zt
NYE FA3 gastk 9 Ja w3 A2 He
AR A grdz 12 Adg welA ¥tk
ok g & olr} o] AfoE dutEd e MY
< Hgskx gow w AE AFA7E undeniable
signatures® AHESTIT 7HARE BAL

Arz 7AME Ha 0 X8 dohly] A
Z|Fol A olE FHH=E AAA o) AR FE A
2 9oz . W o d@E 7lEdAE 94
o] 7 gt FE N AfA ¥ L2EZE FIY

=
(o]
2 7o

HolBE o]F AXRT 159 olf7t §E Aelth
g A2 AR AT Ade] BEAA HER o9t
e ¢804 undeniable signatures’t A§sHA]
ges & 5 Unt. wHE T oE HE

entrusted undeniable signatures& Atstrt.

{A9 3) entrusted undeniable signatures -~
dolo] FEAr) el ZREZE #94E F g stz
ERE 2 g g0 B4 LAsAE 9 FAske
Al e Aguute] o Z2ERE 8 % 4 )
T2 35, gxE MY 54 2 ZREZL

o AEATL & & A Aol Y

T3 undeniable signatures® 2%, MBA= 2}
Ale] Ajrgel ojgt ”ﬁ?} SAWE 7MAA BoEA A

Ho] FEo2RE AU HEE £ e FHel A=
v Mgairl MY 1/ Zzede 9% vy

e LAsQL FAAAL AgA RA Ao
Neel Adg BYL 4 foke wEel
D.Chaum® designated confirmer signaturest>

ole{d ¥ & sty flstel AFHAT

e

(A9 4) designated confirmer signatures ‘-
Agapeat ohel AWe A3xH(designated third
party)® HRE MHe AIAME FHE 5 AdA &



o224 undeniable signatures® "HE @&
(abuse of protection) FA'E HFL F U MW
tg—/,\}o}‘: '113jL16j

A ANE T FARIE A AR gl EYE
o7 AMEHE AL BAY 5 IEF 3hF directed

signatures 71'd& A3},

(A9 5) directed (or designated verifier)
signatures - AEz EE  XHd FAR
(designated verifier)®] =& gloj= MyEe] 29
2 A £ g AEgaeltt. ol “designated
third party = receiver'sl designated confirmer

. = = 2 f1710183119}
signatures®] SWs A%t & 5 Qo0

Awzl £ gdy qAEES FAY 5 domg, -
FARZE 2k e] o] digt g EARE AR
Sgroam - AWzt AEE FAR A MEE AV
Bglyl $lsl 715 A3AAA £83 FEANE
& AR Apale} EetolWAlel BHEE N o
S EAE 5+ odvkes gY¥o) At AeF T
undeniable signatures® o 7§d(dual scheme)
o, Wy Age] £z AAQ ol @AY
Ao 2R Balo] g A AR Fo glo]
g 1 + A st By FAAd dig A
o] 24& #Ad 4 9= nominative signatures&

Al kst

oo od o

(H°] 6] nominative signatures -~ A" 2

ZH(nominee)Wte] AH& AT 4 Axn WAA A3

Ao A 1 o] MEAHnominator)ell &3 zalel

A wgd AEe AEds FEE 5+ UA FoEH

Aol G828 ARl opd HERH(FAlA Y BA”
3

= Aiugt”'“olt]r. AP e

3. LXIE ME EE(Q

3.1 B2 KCDSA
YAE A9 QueFE ANEEE A% 85 =
o

dolwl “HAbY wFEAI ol§ Aol B WEe

o i

1
A
i
o
=
~d
T
T
o1
o
B
>
08
>
>
]
2
B
rot
re
-4
«€©O
(4]
~J

AR dzp #Me] HA ZHS st AL
OAE Mgl Sofzlol #¢ fFow stu AUtk o
2]3 wo] 94d¥E e JEEAEI FH7IH
Agg wol =7} EFHE HHoz2 HrAe A2
T HREAYA dele] Aol zhe wiAlAd o
gk Bhelr o]8 RUHE CxE A9 AN FEE
98t dmaE KCDSA (Korean Certificate-based
Digital Signature Algorithm)7} L&At & &
M EEGoR 44dE of KCDSAE ieEs] 7|=
gk},

|
6). AANGE ¢

Jeled (P-1)/2Q0! |4
(P-1)/20] 4% QETF & 2559 Fo8 7

o 4 Q  P-1& UFE AFE QI = 128

+
325 (& 0 <j < 4).
o 7B G YF(order) QF zE 7EYA 5§ G

= 19031 GY=1mod PS G.
o i3 h 1 | QlHE "olo S i FE

qae e

AR %713

D Mk A vlgA A2 X (0 (XK QE
WelshA Aeste] vlREd kgt

2 AR v MBI X digske 3 4

Y& Y = G¥ (mod P)g} go] 7abacl,

7]

ol\

A A A4

O MgaE degk KE (L -
dergir)

@ W = G° (mod P)E AT}

@ M99 3 2 R = h(W)& At

@ WARe] slFZE H = h(ZIM)E Axsd (g
Ziy= Hallzl da(edE Ed X 509)0 upet wE-A
Azt Q1% dlolE),

o &7z E = RBH (mod QS AL

& Ao F ¥ 2R S = X(K-E) (mod QE 7
=

@ X9 T = (RISIE BEo A

. Q- 1elM dEstA

i

o,

g A2 (M



O M58 A= MIZTR BEH 7FE HAAA
M, A=l A 8 R Age 7 A 2R 5
2 & <

fh=s o
@ 73 WA #fHz= g H = h(ZIM)E

@ N E = R'BH (mod Q)& AAHgIch
) 1 =

=
S
o
>
o
lay Ok
=
o
oy
)
P
ki
L
o
ok
9
=

i

[

5

O’r

32 o|=2] DSS

S0 &% P, QY AolE AuEA Qe oli:
Aol AgRE AHTRY FUdelE vl &
T P9l Ao DSSelA e 5128 ERE 10240 E7A|

i

Aol
648 E @912 1A 4 A Ho 2, QY ol
= 160 i 256 HJER uA o} giu}
Atﬁx[ z=713
T Awzkz Zale) w3 Mgy X g, 2o 98}
of ndzlel 7haFc)
2 Agate vE) g7 Xd dgsh: 3 457

Y& Y = G* (mod P)¢} 7o) A3}

p? Al 3

T MAbs gt KE, 24 S dgaA A=

2 Agel A BE R = (GF (mod P)) (mod Q8
Attt

h(M)-S Axksht,
= KYRX+H) (mod Q

B o9 didls =
44l

& A,
P A L = (RIS)E ol AgE dA4 (M

D Mud dAx IMIIEY e RE AF5E dAA

M. M@ A ¥ R, Aol F oW 2§
T 22ar)

@ A% Y HA2= g H = h(M)S A%
ahy,

Il

@ MExel FH AZI VS olgsld W
YSRGS (mod P)Z AAtaTH
@ W (mod Q) = R0 44 ges}

33 HAlotel GOST
27 P9 7‘0154 GOSTOI]HE 512 & 1024HE

+ 7Hi JAs e} da, Q9 Zoli= 160 Ei= 256 M)
2 1359 gk
A *7)%

@ Agare A NFA A%7) X € 248 Hes
of Hlwelo] gHa e,

@ ARAE A3 4P Xl et B 57
YE Y = G* (mod P)s} 2o] #abait.

A4 A4 34

O AEAs *eg Ke, zQE A st Medsicl,

@ AEe R B2 R = (G (mod P)) (mod Q&
Aaet

@ wiA A AARE H = h(M)& Axkgiet,

@ Mo 7 A £ S = RX + KH (mod Q2
ARFE

® A% X = (RISIE W&ol HEd wAA (M
g E2EEn

A 2 3

D ARE W4 MR ¥ AEE oA
M, Agel A R R, AEe T oA Y S
g Fadd

@ A%Y A HARE ¢ B = hMOS A%

o
=



@ W' (mod Q = R'o] Agster] #lgh).

CIRIE MEes SEQHO 7188 £ B8 MY AIAH0| 2S 037 089
(B ) tiEM Oxig ME EF(eHES di1
(Tabte 1) Comparison of digital signature standards
EEERIE A A4 | Ay A%
Aqmyl X €7  A$7 Y = G (mod P)
DSS Ke&, Zg . H = h(M)
mzy | B (G (mod P)) (med @ (YS™®G® ™ (mod P)) (mod Q) =
= KYRX+H) (mod Q)
GOST I
(& A oh) R = (G (mod P)) (mod Q) (Y ™G (mod P)) (mod Q) + R
S = RX + KH (mod @)
M7 C X € 7o AZEN Y = GX (mod P)
K&, Zq. H = h(ZIM)
D ) .
K(%;’)A R = h(G" (mod P)) h(Y’G*™™ (mod P)) = R
B S = X(K-R®EH) (mod Q)
BoARAs 3 AT YE g W= signatures. MHALsh S48 RIS oUFR
¥ RHGSHT (4 pre A ARSI, ARg8HE directed signatures §2 AT £ JE

& B,

4.1 KCDSAOL 7{Hlg & S8 A{H A[AH
4, OXI1 & MY BE(oHo] 7|4% & =&l
MY N2 A/ 52
149l KCDSA9 %},
o] FolX+= 239 oA 7tA undeniabled 55

UAE AguAEs 34 Aude) s Agud 4w A 34

EECDS M2 FRY & b AYLAL AL Alicerh BobolA HIAA Mol e Ame gus
A =4 .9_ 5

o}, AUpE ¥ }-tg] AR Mg £3S 1HE o o o] Huitty 7FH T S Carole x|3Abolw AT
oo ulgtAla Ao}, He 2E At A B AL YVieS AT

t-&ahs BRI (At oAz ojdkdl (discrete

D M= Alice: F A9 w3k K = f(K, M)
€, Ly Ko €, 2% Ae@},

g APl AHAE qUe 44Y o
9% Ao FAE ARAZeRA 1 FA

Iogarithm))iﬂ AgAute] MEe oZd 5 InE @DW =G (mod P), W: = AN (mod P)

shi e et 9g ol ARl 1 B S A ol7lold Alicet thg ® 29 U

?“5% T AEE o 7 REE E AR AHEE (2 (K. M)
% FF AN ALEERE e8] SRl w = KE WEsle ki ofF ).

G 71EY GE S 9uEe UAE Auu,

[
oy

) Aol A BE R = h(W, I W& Ao

Amzte] F74718 AFEsh= undeniable signatures @ AAA AR H = h(ZIM)S AAs,

9} convertible undeniable signatures, FAlzle] © Fg E = RBH (mod Q) A}
F7W718 AHE8E nominative signatures, MWk} © MEY F WA B S = XuelKrE) (mod Q)
Aogre] BHI1E o)A 4E AFR3H:  entrusted £ At

undeniable signatures, AEa}¢}t A3z} FHIIE DA% T o= RISIWIE o] Mgl wixz
oJMthFE  AME3H:=  designated  confirmer MIZS)E 288



90 St=2Mci=tl =EX] HbE M4=(984)

(B 2> Adte) €5 71| 8
(Table 2> 7 types of A

w3 (type) Ag
HEY & X9 G
undeniable signatures Y atice
convertible undeniable
signatures Taie
entrusted undeniable signatures Y/fh’;“;
designated confirmer signatures G Yomi
directed signatures G Y=
nominative signatures Ygob

(mod PNE& “Lz.:@}?:xl—%
1

$i3tel E = RBh(Z I
£ (W, | (Y 3eGEW )
Ak & olabs

o .
Adel Jgde 45

ARgAHE

slo] 2 ER (Ao o =

@ ©

S E -

Wy = (Y?&liceGEWI) fos

22 prover) &

{mod P)&
Eia=g

|abele] . Eolab(verifier) ol Al A4

h(W, I Wo)®h(Z I M)E Abe,
FHARE,
log v, ctw, W2 = logeA (mod P)

grEahe oidFE dn SleAe AnE

[ R L

I

il

%24} ZH(zero-knowledge) 3 %
Boyar. Chaum, Damgard $¢ BCD €1#

(7 =
- o= o0 \_}q

BCD ¢xd&

)

2

gelaks ¥ U4 a, b € ZeE Mestel,
ch = (Ymce *G"W1)*G" (mod P)
el Al At

TR At € ZoE e,

h1 = ¢ch-G" (mod P), hy = hllog(’A (mo

-

dP)

>

g A4t Bzt Al d4 i)
1A= A Do) W a, bE
=3

THAE ERIAZRE e a, bE o83l WA
Dol A golztrt 2w st challenge%k% ﬁ%ﬂ%

©
\o" e

[
o4

FAN N A%

®

G gl TRy 2

g o|gdlo h =

(Yaiee GEWDG®™ (mod P), hy = Wp'A®"
(mod P)7} 4 Esh=AE ZASI

A D~07 AdHer $yHA ﬁld A 59

27t log Yi.,wGEW,WZ = JogoA (mod P)& W&3+=

oltl$g %u rke ARIE 18 5 A Bt

EF Folnl LueiEe GAY 39 A29Y9S 4A

A A = e Aga A4S EAg] 7FE A}
TER] Aliced] Z77) YAme% olgsle] R =
h(W, [ (Y35eGEW,) (mod P))g w&Esher A

Aoz wAZ Mot dig AW (RISIWYE &
A% & Qldk (B YAE A9da). MuEx
Alice®] FN7] Yaied AR Hdsl= A diS
HE 997 XaieE €3 AE AWaiute] Mol
AARE i 5 9ong AMYzls MEHe ARRE
o] YEsE & & 4 I (undeniable
signatures). t%o] Ki& K& u¥7|2 dv 4
duglE (K. ME g8 Fode, K& 34
# oolol igdt= dhte) wiAx Mol diFh A
BE tAE Moz uhd = Jon 4 o
& 09 uwg) K 2s 2480 deojel vz
W Mol MR L Ky = (K M), G 2

Y3iGEW, (mod P)& AXE 4 glomz ojy

}:lr“]o
_._Em‘o\-m

742 wtal®l BE undeniable signatures® 2 %9
YAE Mgoz HMEAMZ £ 9l ((selectively)
convertible undeniable signatures).

9. A - Yie Ase 4

X Alice = -
39 Yiuge s 22

e AEAE P9 EZZEZS FHFA Esh
Diffie-Hellman #57], Y s = Y A (mod P)



T oo v 439l A thgo] Bl mEEES
FHE & WA B o} B5e 3%‘21 LIREFE I

7] Y:\\ice% AR %ﬂ%‘i“é}ﬂ ]'}04 %1%7“ Yj)ié\h:%
S PR e NP PR EC R TS
& olgsled AEAdA FHE F FdsA It

(entrusted undeniable signatures).

Hol xzES
o714 ¢ el ke 359
AU F FA GARE Apolo) nlg] Fejx|ojo g
o), 97t £ sAel 1k ol 2
datz A ojatr B3] HelMe ¥ ZREZS
PQd FE vHE A gsjol & Aolth
O AR g9t b € Zed} FTF a € {0,
k-1)5 AdsiA chi = (Yaie GTWD'G
{mod P)$} ch; Wa/Y‘l Y e (mod P)E
Axratad (chy, ch)) & SEAIA AgHc}
@ ZWA= chy ™/ chyE AMst] 2 ghol 1 oW

C1o] opE BE (19)¢9 trial
& error A "'a Sl agts AA F oo
S AdEe) r& HEIR S blob(r, a)& AH
Frol| A AFghe},

D ARALE Aalo] AEg v bE FHANA dAF
st

@ zwal=

AR CNEREE SRR R ST L IE

)
O

Holo Htﬂo}

o] b7} chy = (Yane G*W1°G®, chy =

Zapd 9A QoA AMR W 1 s xi%fg}q o
2 &R grtE AL Ao LREFS
a2 gtk AME gujstes uisg-g- 5

ou ?lo

5 ABe FUA7L AL ags AAo] A A
54 a% vlasiel 47l JP4S AR

e A - GV Ee A = GV g Ageue
#. Diffie-Hellman 5%71& %1 = Adatet =
HE A3 EE FAHE T g J9g E
& 4 o], Bard Zﬂ34°ﬂ7ﬂ Aol HFgAE B
] 4 9ltl (designated confirmer signatures
(£+ directed signatures)). vlA#teg, Axd

BEEHO 7IdtEe = S8 MY ALH0 &8 87 991
7412 Bobel FAZ] Yuad AgOR dEEh: Hg

Yaorol = HL] X 7FA5L U= Bobkle] A
& gt £ gla, Mol EA7 He A A3z
oAA 2 Mol Aliceol o8] AaloA w3d A3
e F4ed 4 Ut (nominative signatu-
res).

42 DSSofl 7igtg & S8 MY AlAH

A2"/AEA 2713
3.24¢) DSS¢ #th.

A9 AR AR

T ARARE Alicet T A drg T oS g
Ki = f(K. M) €, Zq, K2 & ZQ% e gk},

DW= G % (mod P), Wy = A™' (mod P)

g Azt 7)oM) Alicess X 29 dF 7HA

FEF S AT AAHg]
3 Adel 3 BB R = Ws (mod Q)2 AMgH)

@ vﬂAlZ]?A S}M “ H = h(W; IM)& Aiee
1 %ﬂ——‘z— S = Ky (RXane+H) {(mod

® *1'33 Z = | ||S|rwl}f’é— o] AEE dAR

DH = h(iW, IM)E g},

@ olddF logcAE Y3 YE AMERE R =
(YSRGS "W ) " (mod P)) (mod Q)

& NEFEAT Ao RA, AEY FLAS

AHg 4 e,

i

oy

glo] IgER (A [s) o =

D ozwaE W = (YSRGS W) " (mod

P)S& Axtato], selztolAl A4t

D EeR= R = Wy (mod Q). H = h(WiITM)E
Akgict

3 AR

log YSRGS ‘HwJWZ = logeA (mod P)



9 st=EEMEE =X M5 H4z984)

3.3d9] GOST# #ut

A A A

D A Alicer 5 A9 gk F A W43
Ki = f(K. M) € Zq. K2 € ZgE A3

2D W = G (mod P). Wz = A™ (mod P)
2 Aatsith, ol 7)ol Alicei & 29 4F 7HA

#8% shtg A= Mt

D MEe A FE R = W, (mod Q)& Akt

@ AAA Y s zZ= H = h(W I M)E Aabste)

@ Age 7 WA -‘:H} S = RXaie + KH (mod
QE AL

9 A" T = RISIWIE @50 Adg wAA
MIXE &33)

P = 3

D H = h(W, IM)E 73t
Dy ol logeAE ¥ U AHgARE RO+
(Y "®'6% W) "™ (mod P)) (mod

QE WERAE Ao Ao e

gol murg (Hme ez

T 2= W = (Y R W) Y (mod

P& Atatod, 5‘°‘1¥°ﬂfﬂ Xd%‘-‘?FL}
= h(Wi IM)&

g whEsle oittirE ¢ ‘R;IUZH odFE 4.1

o

3B

B =FdAE oA 7k 9 undeniabled YAE

AmekaE - & undeniable

il

signatures,
convertible undeniable signatures, entrusted
undeniable signatures, designated confirmer
signatures, directed signatures, nominative
signatures - & zZ+=e] tAE MEY EFCQHE
& ol A ez F§E 4 A

t}. undeniable® 54 AHEAES AMEAL AR Y
F4E B4 7 JonE AR HY $8E
o ¢ f-4sith 538 Ard T AW HAL o
gt o] 7K B AEgAES shE FEE ¢ Y
omz  Azgle] Wy WEg 1y o oS R
& Aol 3 P Horster® "Meta-ElGamal A1
WA dS o]435to] “Meta-Undeniable® M9
Aoz #3E £ g& Aot

=10

#EH

[1] W.Diffie and M.E.Hellman, "New directions
in cryptography,” IEEE Transaction on
Information Theory, Vol. IT-22 No.6, 1976,
pp.644-654.

[2] R.Rivest, A.Shamir and L.Adleman, “A meth
-od for obtaining digital signature and publi
c-key cryptosystems.” Communications of the
ACM, Vol.21 No.2, 1978, pp.120-126.

[3] T.ElGamal, "A public key cryptosystem and
a signature scheme based on discrete
logarithms,” IEEE Trans. Inform. Theory.
IT-31, 1985, pp.469-472.

[4] C.P.Schnorr,
ration for smart cards,” Journal of Cryp-
tology. Vol.4 No.3, 1991, pp.161-174.

Bl YAE, oldF, Az, & "IAAM ol§ ¥
748 OxE M9y 3 Z2eh," dxEdgEe
383 FR}ELRY =R Vol.7/No.l
pp.251-264.

[6] NIST, “Digital signature standard.,” FIPS
PUB 186, 1994.

[7] M.Michels, D.Naccache, and H.Petersen,

“Efficient signature gene-



"GOST 34.10 - A brief overview of Rus-
sia’s DSA.” Computers and Security, 15(3),
1996. pp.725-732.

[8] P.Horster. M.Michels and H.Petersen.
"Meta-ElGamal signature schemes,” Proc.
2nd ACM conference on Computer and
Communications security, 1994, pp.96-107.

{9} D.Chaum and H.Antwerpen, "Undeniable si
-gnature,” Advances in Cryptology - Crypto
‘89, Springer-Verlag, 1990, pp.212 -216.

{10} D.Chaum. "Zero-knowledge undeniable sign
-atures.” Advances in Cryptology - Eurocry
pt'90, Springer-Verlag, 1991. pp.458-464.

[11] J.Boyar, D.Chaum and I.Damgard, "Conver
tible undeniable signature,” Advances in
Cryptology - Crypto’90., Springer-Verlag,
1991, pp.189-205.

[12] T.Okamoto and K.Ohta. "How to utilize the
randomness of zero-knowledge proofs,” Adv
~ances in Cryptology - Crypto’90. Springer
-Verlag, 1991, pp.437-456.

[13] Bt &, o). HE3s, "8 FlA Mge #
gt SRSy =g A208 A6E.
1995, pp.1649-1656.

[14] S.J.Park. K.H.Lee and D.H.Won. “An
entrusted undeniable signature.” Proc. of
JW-ISC'95, 1995,

[15) D.Chaum,
natures,” Advances in Cryptology - Euro-
crypt’94, Springer-Verlag. 1995, pp.86-91.

[16] T.Okamoto,

atures and public-key encryption are equ-

"Designated  confirmer  sig-

"Designated confirmer sign-

ivalent,” Advances in Cryptology - Crypto
‘94, Springer-Verlag. 1995, pp.61-74.

{171 C.H.Lim and P.J.Lee. "Modified Maurer-
Yacobi’s scheme and its applications.” Adv
-ances in Cryptology - Auscrypt'92. Springer
-Verlag. 1993. pp.308-323.

(18] JAE, olFZF ¥z AE A5 ¥ yxg MHy
7igel #at A4t FAHEESEE =EA A2
A A1z, 1992, pp.16-35.

(191 C.H.Lim and P.J Lee.

}01: o\

“Directed sign-

B M ALHEO 218 9377 993

ket
i
e
<
J
«
e
qi
Of

atures and application to threshold cryp-
tosystems.” Proc. of 1996 Cambridge
Workshop on Security Protocols, 1996.

(201 A5 AHE, 452, AR AF A
e 22 ¥R EY GFeUEd =
24 414 425, 1994, pp.530-533.

[21] $.J.Kim.  S.J.Park  and  D.H.Won,
“Nominative signatures.” Proc. of ICEIC95,
International Conference on Electronics.
Informations and Communications, 1995,
pp. I[1-68-11-71.

(21 3%, AN, WHE, ABT 9AA Fu%
A9 APEYT BNYRRERY =EA A6

1%, 1996, pp.15-24.

[23] S.J.Kim, S.J.Park and D.H.Won. "Zero-kno
wledge nominative signatures,” Proc. of Pr
agocrypt 96 International Conference on the
Theory and Applications of Cryptology. 1996.
pp.380-392.

[24] G. Brassard. D. Chaum and C. Crepeau.
“Minimum disclosure proofs of knowledge.”
Journal of Computer and System Science,
Vol. 37 No. 2, pp. 156-189. 1988.

[25) 70212, 28R, S E B4, AEE. 453,

o
P, olBF, AAE. FHE. WAY g

24,

X

o
~

w3 (F), 1996, pp.757-760.

3. ARNE mEWA AT
& HEATRIA, 1996
i

152, " A Ayt
L3

A e A

28F Aj2mEl "o ALSEE)

v

A21 A5%, 1996, pp.1266-1273.

0113100{ %’E’E, "XI%ﬁg {‘JX} itut! 7],1: }

4
oy M 2 oy K M )y & o

|
7

o

B3

N

[28]

-

2

Of

o
0}

B B A Al B0 S e
=2 H22%1 /A48, 1997, pp.870 -879.

T

o
-
toiy
i~
I



[l

o M4z=(98.4)

T

Xl A5

TR
£ Tz
Ho %Mrﬁwﬂmﬂ :
~ ol 1ro
= %@@mﬁ?%aﬂ
_ @mmﬁ,ﬁ%%
__.”Y_Mu_‘..Ar.Emﬁ (A,_M‘_,E T
%aﬂaﬂ%m%?wﬂ@ 3
Eoﬂﬁmﬂw%%@7ﬂﬂ g3
J&ﬁ@wﬂ%aﬁﬁwm ﬂwm
oT.MozE;.w@Mﬁzo@mﬁwﬂH Elm
T Aznmoﬂrl_,mc__omo ﬂﬂz
e e gt ,ﬂ : 1
: 2 3 PeE BT
— ()] [«.0] _ULMEm EWMEL
S 2 mal ® 5
3%__7_ _xTo
ﬁooﬁ#%ﬂwv
OLHG.AQEZEZ
%%ﬂ ﬁaﬂoat,
Nlﬁ E3-
%- =w
Y ;7
3 @ - .
e 3%cxr
T M
752 .Ud;ﬁat
22% TG
o S D 96Au
88 &8 7
Fo Jprwﬂ
= 25 :
.~ _Eﬁﬂmﬂml _: -
O : : X
mv_oﬂi mo Tl TO -
R CTh o $3
?mumwﬁxﬁ iy 22 ET
Amaﬂﬂ_.a © X sﬂwﬂaﬂa_.
_oﬁ,momﬂﬂmﬂﬂ} <3 m_sﬂmio
awm_ﬂémw AEELE :
muuo_%ﬁ%~ du%ajﬂ.aamﬁ
P T0 o o W s
e ™ ﬂ.ﬁ/mnﬁ Wﬂl
= ™ 3 i ‘_.T o HE ) .
, % PLO = 7o z.—E H.! 2 o JHL 10
g & 8 :
&

)

=
-

129~
1
991 29 AHIEAK

1991
A 3¥9~19
954 24

19984 3¥~&x
&7

1984



