g o

M
oy
1o
oxl
4
of
>
o)
ol

weha glew, we

= o] A5 9t} ojei3t
Aol AFS WESZ 84 A% ﬂi 13 S di¥g "ag i
43 A &80 A S Slste] CORBAY HMula wrao] 7igksle] A% metdA,
- Fug Bl vkt zg M4 9 FEskdh Hot slubtae ARRA E5EH,
M %}iﬁr 4 FA4S A% F) By B8 AYs) A% AP HehulAaR A SESAME V4 ol §33d. T
—'%°] 240 vzt Fdg Hel MulaZ Adss) Yste] A4 2 HFM2HObject Request Broker: ORB)<F QIE]#
ol & AYsh= HE|( flltel)% Edxxel(transformer) 8] 71%5& o] &3k5ivl. FE T wiAlxle] d4 2 4 AT
steprle] g fang A EE AA & 5 gloen, Edavos AR A4d 3 AT g3 2 5588 9
& wpolE AEH Z‘zd ﬁ—m % glt}h, o] AL CORBACIAM Ao ot®3t WA 8 YE7Hsecure ORB)S Hiial
of ¥ kA o& EAEE dEe ERAEME o] §3to] T Aolth

£ U AL Y SpALE AR A
Fol BY FHS Aeshs ANAF 1Ee ol
o‘_}.

oo .
oko

Li4

Design and Implementation of a Transparent Security
Infrastructure using Filter and Transformer
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- Rak-Man Choi''* - So-Ran Ine'!!

ABSTRACT

In these days, information communication systems are based on both open distributed computing technologies
and object-oriented techniques like inheritance, cncapsulation and object reuse to support various system configuration
and application. As information svstems are interconnected through unsecure networks, the need for the
information exchange 1s more critical than before.
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_In this paper, we have designed and implemented a transparent CORBA-based security infrastructure with
authentication, security context association, access control and security information management to support a secure
applications in distributed object environment. SESAME Ver. 4 was adopted as an  external security service to

manage user privilege attributes and to distribute keys for.data encryption, decryption and integrity. Using filter and

transformer with an interface to Object Request Broker, it provides a transparent security service to applications. The

filter objects are special classes that allow additional parameters to be inserted into messages before they are sent and

removed just after they are received. The transformer objects are special classes that allow direct access to the byte

stream of every messages for encryption and decryption before it is sent and just after it is received. This study is to

implement the access control interceptor(ACD and the secure invocation interceptor(SI) of secure ORB defined in

CORBA using filter and transformer.
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(Fig. 2) Security Infrastructure for CORBA-based Applications
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Security: :Authentication StatusSecuritylLevel2
2 PrincipalAuthenticator ‘authenticate() |

apa_return=apa_auth(): //SESAME APA(Authentica-
/tion  and  PrivilegeAttribute)
/79 APl
ret_val=auth_result_ok()’
switch(ret_val)
case 0 /7 Errors

case 1 . // Success
i
(38! 3) WE authenticate()
(Fig. 3) Member function guthenticate()
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Vault$t CorbaSecurityContext Al Eef29] e
2 Vault A4 Wnetee] duzlEe (23 59 2ok

('lass Vault |
Security: - AssociationStatus init_security context(
in CredentialsList &ered list,
in SecurityName target_security_name.
in CORBA::Object_ptr target.
in DelegationMode  delegation_mode,
in OptionDirectionPairList association_options.
in MechanismType  mechanism,

in Opaque mech_data,
in Opaque chan_binding.
out gss_buffer t out_token,

out CorbaSecurityContext_ptr &security_context

Security: - AssociationStatus accept_security context(
in CredentialsList &cred_list,

in Opaque &chan bindings.
in gss_buffer t in _token,
out Opague &out_token,

out CorbaSecurityContext_ptr &security_context
):
}

Class CorbaSecurityContext |
Security::AssociationStatus
continuous security context(

in Opaque in_token.

())ut Opaque out_token.
void protect_message(

in gss_buffer_t msg_buf.

in QOP qop.

out gss buffer t  text buf,

3ut Opaque token
boolean reclaim message(

in gss_buffer t text_buf.

in Opaque token.

in QOP qop.

z))ut gss_buffer t  msg buf
/

(a)

Security::AssociationStatus

Vault: - init_security_con t ext() [
//association options ZAF )
//SESAMES gss_init_sec_context $&
//CorbaSecurityContext& 443 SESAME
/oA el securitycontextd EE(HE) 53

—

o

Security:-AssociationStatus
Vault::accept_security context() {
/YSESAME®] gss_accept_sec context T2
//CorbaSecurityContextE 44stcf SESAME]

} /A BIEISE securitycontext?] EIEN(HE) 7/

(b)

(32! 5) (a) Vault} CorbaSecurityContext 28xll S
(b) Vault o] MKt

(Fig. 5) (a) Class of Vault and CorbaSecurity- Context
(b) Member function of Vault
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3.2.3 FZA £

HoA 7159 ¥ ddg dz24d F 88
SetolAEqM A My AR Ht v
RequestinterceptorFiler Aol olal ey Hy
Requestinterceptor BA2 {55 #Uste glg Al
A MEA BAgrt s Hebdd EEHo) 93
AE HetEWog RE| &8 Algxe A4S
#5538t AccessDecision Ao Hgsty Hi 3§
BE Az 42Ao A met 2Fech YA

AW CORBA HehAd wet wetgduany &
o 71ed dI7|Y AA(Right-based Policy)&
J&sint, Agrjer FAE 9992 FY(Domain
Access Policy) % 279%# 43 (Required Rights
Policy) & 7|fte2 && uje] gk AMgate] Ha
Ae 75 wAS RAojr),

HoAe] BEo] A4 Fuia: 24 UEAlHY o
&< 3l Requestlnterceptor ZAAE AAse
RequestinterceptorFilter, £AF wlAx9] HA
oE Y9 28¥ SHHEE potEwon Ry sbH
2% Requestinterceptor, 8% dlAAlo] 3 =
Aol 84 ARE 8= AccessDecision ©F T
A},

HtAle] EHlM e AccessDecision A &
of 42 9 access allowed() W35 &g

(29 6)3 2o

@ 2

o

Class AccesDecision {
AccessDecision:access allowed(
in SecurityLevel2::CredentialList *cred list.
in CORBA: :Object *target,
in Identifier operatio_name,
in Identifier target_interface name
):
AccessDecision -access_allowed() {
/U T E gAlate] A £48 551y
2ok gel 29 DomainAccessPolicy &2
// @ granted_right B|2EE 85so A
[/ HEoRE AHF
j
(33 6) AccessDecision BejA 2 Hushs
acecess__allowed()

(Fig. 6) Class of AccessDecision and Member function
aceess.__altowed()

3.2.4 By R B

BetRdE 232 AHEA T R RS HE
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At Berda g E4e A% HobdA Aol
7159 F3E A% #H FEE AT {28 7
Fg gt B FAsE 7)ee #E Aee kA
< 98 SESAME B3F MH7}F e AjawleAwh 42
P T E 33t HAE #E 239 HotHHE 9
3 ARFEE (2Y N 2o

//27H# FH(RequiredRights Policy)
struct required_rights rec {

char header:
char interface_name(20):
char operation_name(20):

Security::RightsCombinator
rights_combinator’
char required rights(20):
/ '.
//GEGH2Y H (Domain Access Policy)
struct do_acc_po_rec {

char header:

char priv_attr(20);
Security::DelegationState del state:
char granted rights(20):

)
SR HEEY FY
//(Security Association Policy)
struct sec [nvocation_po_rec {
char header:
char object_type(20):
Security: RequiresSupports requires_supports:
Security -CommunicationDirection  direction’
Securty: :AssociationOptions options:

(38 7) 2olNME 98t XI27X
(Fig. 7) Data Structure for Security Policy
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Helg alo] goAel B8] RequestinterceptorFilter
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HAole st e Fg @) o] o F2Alo ¥
9] RequestinterceptorFilter] InRquestPreMarshal()
= HerdA B9 [InRquestPreMarshal()% &7
Abgdh &, BetdAe InRequestPreMarshal()
Yol 24018 e 7ieS Rrlste] FEsAH A
e 8 ZIMAe PAlole FHE ARE Aud
A ZeoldER OutReplyPreMarshal(),
transform(). 221 InReplyPreMarshal()
ate] HAE gLt
o] 2
ojud,

reclaim message()&

o -
= 3%

M2k
(ag e

A 79 gy A<
dejo} EWATHE 01%?‘{

o} o
U=

A H{

o AN Msg transt= transform()& 38}
Z2lojelE
' MessageFilter J_>l Msg_trans 1[

QutReguestPreMarshal() send_mepsage()

(host_id, process_id)

receive| message()

JIM sg_trans 1—>[MessageFilter

receive_megsage() InRequestPreftarshal()
MessageFilter

InRequestfreMarshal()

send mesgage()

DutReqpiyPreMarshal()

kLr\/»essageFter H Msg_trans IF

* Msg_trans::transform()

]Ms_trans “ ‘IMessageFiney ‘

OutReqplyPreMarshal()

» Messagelnterceptor::send_message()

Messagelnterceptor: :receive_message()

(3% 8) ZE{et EMAXHO A 7Y
(Fig. 8) Configuration of filter-chain and transformers
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-

MessageFilter: -OutRequestPreMarshal() {
if (first_request) {

m'essage,interceptor =
new Messagelnterceptor():

ret = init_vault(request)’

else {
current_target = target:
gethostname():
request ({ getpid();
request ({ hostname’

(a)

Msg Trans:transform(} {
if (sending) {
if(!first_data) {
send_message():

else {
receive_message():

{b)

MessageFilter::InRequestPreMarshal() {
If (first_request) {

}n'essagejnterceptor =
new Messagelnterceptor():
ret = init_vault(request):

/l

else {
gethostname();
request {{ getpid():
request (( hostname:

/
A/ Al 2ES 2H

if(z"eé&estjnte}'ceptoz' == NULL)
new Requestinterceptor().

ift .}abcéss,allo wed) {

throw CORBA::NO_PERMISSION():

(¢)

(38 9) (a) ESH0ITUE HH (b) Sclo|pE ¢
At .E_.E_HﬁEEH (c) M EH

(Fig. 9) (a) Filter of Client (b) Transformer of Client
and Server (c) Filter of Server
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g2 golgt A HFAR ke 43 FFolu A
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