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A Design of Mandatory Access Control Mechanism for Firewall
Systems

Kim Jae Sung' - Hong Ki Yoong'' - Kim Hak Beom' - Sim Joo Geol'

ABSTRACT

Access control scheme of the firewall systems protects the systems from threats by using the conventional
discretionary access control mechanism. The discretionary access control mechanism is insufficient to control secure
information {low on the multilevel network. Thus, it is necessary to provide the mandatory access control mechanism
to the firewall systems for the multilevel security environment.

In this paper, we present a design scheme of the security mechanisms concerning the sensitivity label and the
mandatory access control for securely processing the multilevel information.
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dom(Al. A2)
begin
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if LEVEL(AD) = LEVEL(A2) .and.
COM(AL) 2 COM(A2)
then return TRUE:
else return FALSE:
end

eqv(Al, A2}

begin
if dom(Al, A2) .and. dom(A2, Al)
then return TRUE:
else return FALSE:

end

4.2.2 MAC H<t 54
Adaiga 2del MAC wWAUEY A$. oent
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e H& connect(S, O)e AE RS 54 715§
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connect(S, 0)

begin
if eqv(SL(S), SL(0))
then return TRUE:
else return FALSE:

end

A4 transfer(S. O)e A% 54 71%5S g
o] 7152 dloly AEE AFHEE MAC E
4% 9%k Boolean A% ga whgs|Fr)

=
P

o

transfer(S. O)

begin
if eqv(SL({S). SL(O))
then return TRUE:
else return FALSE:

end
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Whenever the firewall system receives
the incoming packet
begin
PacketFilter (Packet):

end

PacketFilter (Packet)
begin
S « Packet.SubjectlD:
O < Packet.ObjectID:

switch(Packet. AccessMode)
case CONNECT
if connect(S, O)
then accept this connect
request:
else reject this connect

request:

case TRANSFER
if transfer(S, 0)
then pass this packet:
else discard this packet;

endswitch
end
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% ACF : Access Control Facility
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(Fig. 2) Conceptual Model of Firewal System with the
MAC scheme
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