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2.1.1 BXNEY 14

AAX % (electronic  signature)e Y HHE-A o
A AHEET Y AY v 23S AREAY
AAsE Fol AHEsE AT gAEs) %
2 953 39U A FEA )T}

delo] ECSH A200Z (el <34,
AAMgolgt AREA FAHAY =gHo
2 A%" A3 geof Agg D@t

%3 UNCITRAL AAME $UFH 29 A
12 ©Fd o9, AAAH (electronic signature)
o] AEHAR o] BZ(attached)H AY =2
o2 A% (logically) AA3 Fele] A (sig-
nature) EE A2(data)2A AlZe YL @
Atz ARHAA ] W AF 3 AR £
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AdANRAGN A FAFL Y HAEY 8
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London, 1990, p.20.
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2.1.3 BANMGQ &R

1) R g A3(digital signa’ture)

UNCITRAL AANEEL7FA 2ddAME, “d
Ad Nge WME=HR] Fe -LE]H A& A 2]
b Aol FAANE 7H Ageld ¥ ()
Agatel 7l Ase vBIE A3

4) Z=NAL OlEHI0) | 2 & JANHEC)Y &g
BIONOf 2tSt 012, AKICIT T8N, ZDICHSW. 1997,
p.281.
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HWilo] HAYEA o4F, b WHo]l @ F Y9
I MAHYEA ARE ZEe] Z2A
& 4 Y=g vdAY ¢33 A Al (asymmetric
cryptosystem) 9t B A} x| tho] Al 2 E(message digest
function)& AH&3td WEH AZUAAZ o] F
ozl AAMEY & FFHE AP FA}L
ATES
H, W EAYS(ABA)Y YAEMEH
AZAAE, "OAE M, olgt §2 @) =
uralol otz HAl g o] &gt WA o] HAFoRA,
®) 2 WAXZE APAe ud o A F
AHAETtY ARE A g4 st
23U & gle AojHn AYHUT(AI1-9%)
o] e dAY Mue s|5dd FUg AY
o]7|= FAT, XY Mol AR HY 7
Y % Hol® "FYA 9 #<U(dentification)s,
" Al A1 9] ¢4 (message integrity),d 71%5&
nEAZ dart e HAY FHLEA o
HE £ U

A=
=
28 £x 545 Ao ARS

5) UNCITRALMKIMEHEIRE X0t MaE ACt (| o2
ABAJIOIS2IR! HI1.112% 22 LIKOIC.

6) &8 MAMMEHOI BADHH, Q1AD Ol Korean
Bar Associatuon, 1997.10. p.29.

7) G UNCITRALDF TRRDCH ShigE ue=2
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3) &71e A2YY AN
ENYAEL vlE $AR AFY, £ 32
WA F2A2 BE $AA AREA
A4%d uPAz QHAGA R A9
ARANGHG Erhe ARANA 1 AEo|

FAA AFY Ee F A =23 7
FEZL vE 59 ARF dzdd og ¥
d Fe ol 2dY o9 22 FAAH
9 AL AE FANY AFoly 22 7Y
Wl A AHgE e o] & 7Hsdtu ARdd Bl
Aoy AF& FEFAY dgsto Foto}
st A Wi £54 ddHd AdE A
At 4 FAGAME FEH7] e @
Aol 3tk ®

2.1.4 8RNSO

1) #3929 (Blind Signatures)

t] A7) A AH(DigiCash)®] David Chaumo] I
g A7 gelt. &2 ojd WEe AAY
7 dEAEAE ¢ F YUEE 3 Yoz
A, Al dg FHo] BAFHooF & A2
oA AHgET

71239 otojtole 2T sud dia 3t
¥ LA NEg ol g Aol it <
F< & 5 AT I wPAE AAlo] Uy
g7t oA PHUEA ZELE 3
RAolttd F, AHEAZF AAEFE ALY
< AAAEIANZRE AT 0 NHIWE
AHgEtET ojd) &3e ALEArY) AFd o
e RARE ASA Ha AEATE o] ALY

OB T | g

1997. 8, p.90.

8) &&, AAM. pp.90-91.

9) D. Chaum, Blind Signatures for Untraceable
Payment, Advances in Cryptology-CRYPTO ‘82,
Springer-Verlag, 1983, pp.199-203.
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2) EJAA 4 A ¥ (Designated Confirmer
Signature)
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3) ¥=A &A% (Fail-stop Signature)
AzHEATEE MY dzrtsHezyy

AWAE w587) A48 719ezA o ¢nd
Ze oYy A 37 7] LRSS AE
ol Aol 128 A% AA AHAle 287

10) MK FAM, pp.281-282.

1) 38 OIE D222 IS0 ORI Ao
AEE EADIN HOUIM XINE QBTN 28t T
2EB2M XM D0l TIEOIKI0l MM OBl
OllHSt A2 CISE 4= USE Sl=dl Bi6l, BISAl
TSRO ASBIA OIE0] OIFOIAIER 8l

12) D. Chaum. Designated Confirmer Signatures,
Advances in Cryptology-EUROCRYPT ‘04,
Springer-Verlag, 1994, pp.86-91.
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4) ZLg—*i“’(Group Signatures)

IENBE FAATE 2FA S AL
2} 3 *g"“ﬂ Molgts AL AT & JYAT
ol TAH g¥ MEIAE ¢ + Y=&
st g7 delt =8 AWzt £3siA A
Aade Afole g0l AAE FA#E
FH AHEAE W d F Qe Ik AFd
o ey g ettt qEae] 7] o] A
2 A= olok 3] i 1§ ALY 719
¢ grjdel Basojol & FHY Yo] A
& z7tste EA7h 9ohie

5) Fol¥7}4 9 (Undeniable Signatures)
FAEZIE S Agae] Fo7t glojokst A

de ;AT £ e NEIIEeId 4Bzt
Al MEd 49 AFd F2{A g& A
£ unEky] A8 59 ZREER AIE

2.2 MAIMY Zi2gn

2.2.1 DIZHSAES (ABA)Q (BUNL=JE =

13) E. Van Heyst & T. P. Pederson, How To Make
Efficient Fail-stop Signatures. Advances in
Cryptology-EUROCRYPT ‘90, Springer-Verlag.
1991, pp.380-404.

14) D. Chaum & E. Van Heyst, Group Signatures,
Advances in  Cryptology-EUROCRYPT 01,
Springer-Verlag, 1991, pp.267-266.

16) D. Chaum & H. Van Antwerpen, Undeniable
signatures, Advances in Cryptology-CRYPTO
‘89, Springer-Verlag. 1990, pp.212-2186.
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o3 SAE 3 (ABA)Y HAEAHHE v
BHSALY o] A H Y3 (Information  Security
Committee)| X ZA A HEREN 4 7|2 E
JFEHe] gt 4doHe] A7 el 199%649
84 199 £EdF YyAelth ol AAA
AAM Ha2 e dAd A 2 AF71 T
#3 HE - AT AR A" AoBA,
tA g M9 7bo]=gtel(Digital Signature Gui-
deline)o) gtz o}

F Ztj=gde gAY MEE Fdsted
2ol v 7 (private key)st X" AE9 A
ARE BA(verify)ste F7M7)(public key)$}
Zo] 49 E38 AgstE Wy s Az
Atk FEEE AEo2 F 7toegds 7z
2 gAY HY(Utah Digital Signature Act,
1999)& AAS ol 1997d27x AT Yol
obglzu, E2EY, fE 44H F 5& ¥
st oF 30787 YA EA @Y (Digital Signa-
ture Law)& vtE3Q 1 A AT AAAY
2t AFRYE JPFA gk =23 =4
g 1””” AlxAE F 7tol=gdd 7]

o
ﬂi‘)l

g
5 7}0153}?10 AE, d4 5& EFstd,
T F29 AlFdAE Zc‘,fl(Defm:tzons), A
23 A= dutd 3 (General Principles), #3%
oA ¢1Z7])#(Certification Authorities), - #|4
ol 5 EAHSubscribers), A5 ©
A" Ao #3 A (Relying on Digital
Signatures)& A3t Ut

2.2.2 Y2|=0lECSH .

u5el derolFe] HAAABIAE Hlinois
Electronic Commerce Security Act: ©}& €&
SolECSH ol A FrhHE 19983 1€ 1699
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g3d A2, A7}
g gs 7P JARE deygdn & 4 o
dxo]ECSH L 582 FAHY Y=, O
AlFe AAEA 2 AAAE i) 2F
AozA {AERAM MY FELCZA
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gdxge] o gled 1 8AL F5T AL
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Z2A%Y 2 FA9d 28 #4E 73, @ A2
e AY ARAHA BY FHLEN 9
g T AL e AAMPE AT A

ANFoz Rosn ek ¥ FAUY F3
=)
B

AsHE #d WH R F WEAYA ¥R
g F3 250l

A =o]ECSELL uidoiFda g4
wet 37471 dEsrIed Ede dALMT
olgte §AVIeE Aoz AAMEE Hs
A gx A4 AR F AT AN
e YA R GAEY 238 YT
OAgMg S ¢Ae AANTEY o WHo=
TR Qe Aotk 181 AFVHE Ad
MR AAAE By Jhed dAEMEe A
4 2 AA8E BAN] A Ao HEe
HAdME R 22 FAA FAsEL U6

u

2.2.3 UNCITRAL ®XINE STl Zof
UNCITRAL AAAMY FdFH 23S 49
o] ECSHSHY H2 348 +851 o,

16) &ka&. MM X OIBDIR0) HAEH. MAEA
CHgE S, s=Esid. 1998, 3, p.30.
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o] QulEs 2 I 71¢3 ARE VIY
& B YA dSHA 3719 APEAE
o AjAAAE st 1 &L w4
TR, F4sd Yy HAd & FAF
A& gotd & g Bk olyz YA T
FEHRE 4537 &l

UNCITRAL AAAME Fd5FE 24L& Al%R
dAE HE9s 2 dutad, AFdNE 47
AH, A3FdME AF71E € FAEA, A4
AAE I AAAME 5& T2 Utk

2.2.4 20| HEIDICIONL

sge Wewde] Alge wdd o gy
SA0 BN 59 ojfd BEH WA AAS
Ru|ste] g 2A 712g oA7) AdA B
gujgoiye] ARZA “Ax}rAHH(Gesetz zur
digitalen Signatur)’€ 19979 62 13l AA
st 1997 82 19%H Astn Yok o] ¥
e gAg ARe s7 9% wd AAS g,
z gAgARe] #F 712H 288 AT o}
28 927183} AZAN| Bete 2AH B
sldss AL B0z g3 uk

Eoge gAY A4y sdstd, A2z A
£ YA" AP tig Fe, A3xdAe 4u
B3 A4zANE AZ7\wo] qF B, A5z
AAE ZHAY 29, AezAAE Q=7 B
AR, ATRAAE ZHAe e, A8Z
Ae 299 AR A0ZNHE FA8, A122
ANE dolHY BE A3RAHE F2e 7
= AURAAE gAY Nue 7)ed FAL

o

17) A/CN.9/WG.N/WP.76, 25 May 1998.
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Zgo]Robol A 1997 ¢] AAE UAY M
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TEL #dE FAE sy A% wAHE
< s vt o] ¥ TAF 2 A 2%
2 FAHY Qled, AlfdAs FH02A4 o
A3 §o47R9, ARFAAE AF7|HY B
7 AF717Y 7L, A3RAME AFAH 37}
o 84, AdRdAE 7t AF712F FFslA
o 9F, ASHAME dAY A% §¥, A6
HoMe BREZLS ElY2EET Myl 2117—r
AM= 78 5 FASFEL AUk

12.2.6 JIEl| CINE MZE

47e old AAYAY B8 YL AR
A ey, FAAAFE 19969 6€9
“FFENY oMY FEBAEY FAA

o #¢ YN"E FE3}L, JHUE T A
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o] waAstm itk 2 9o ol ob 1997
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Nee FAIE WL ARSAR, doiol
218) 5¢ gAYATE(DE oA Y9

2.2.7 8i=0| CINENY DRYE
84 Sl E AALAR 2 AN
Feds 99y ¥Rzt gz, 2 5w

PedRAEREA BE WS, & U%

I

18) Draft Bill for Act on Digital Signatures etc.(16
Feb. 1998)

19) &XG MRS 246t B0l S oY,
http://my netian.com/~profsih/ec/syn.htm.
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3.1.1 MRNHY Eoto] TR
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EARAE 9A% A2 2 ALLEAT} 9o
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A2de Wy dAxY tdE msx @e

20) XS HAM.
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I g2 FAMY 3 22 F7HHA )&

Mg Aol

3.1.2 XaiCHSl S|

1} Al2" R ¢HSystem Security)

ANLgHotold AFEA2EY 053422
ad, A Fo HAHHE o]fd FHAEo
AAdHN AFEA 2 o] &3t Ag Ux§
A& T3 53 WWWAH A E (1) CGI
2333 #¥d ¥¥F 2 d¥9Ey g2y
BogFe A o FY& a5 FHoh
5] WWWAMHE  Accessd =ZamddE
URLY A%7} Bojxmg URLY AH&xtd
H2YEE FojA ALY A$ agz 29
Foyzt Fo& dof grf2)

R < o [

2) Z}EE?}(D:Ata’'Security)

AERAe AFYAN2Y 2o Sof Y= A
BART 88 ALAA =367 FES B
F5he A¢ To & YEYARANA HR
g A2% W dojd & Ax 7297 (Inter-
ruption), 7F& 3} 7] (Interception), & (Modifi~
cation), $lZ(Fabrication) 59 #3do28e A
BE AdsA A + QA ADsE Aol
Edolt}, qyldE F2 ¢5s AANE 59
galo] o] gdt}

21) A&, WWWEOHDE RIS

236

8.1.3 MRS oIS

AAAANE st Aol Agdgol=
2 AT AR+ dE £4Y 49¢&
fele A3z EAFAV Zadt Mz o
A Z5de WES F38AY Hoju =
A2 AWE F YA HEYJIGNE B}
Tt ool T Rol HlE ARMYIlE
A2 d38gA AHg T 7124 (Confi-
dentiality), <% (Authentication), ¥4 (Integ-
rity), <A (Nonrepudiation), 4 59
B 75g sy

1) 718 A (Confidentiality)

7184 AR F diojed s A3xte A
T3 5o WwHoE FHFoEA A
=E2ANA FEE e 71Tl

o

i ooy
=

Ho op
tlo

dg

d& W AHUS T3 ALIE HHe A
FA ol FUAA THs}E P9, £ AR
g A47t= AR DB/ BlolA =2 By
HoZ AgEHE AL s 2 & o w3
AE7Ee AEEE ohet FFEA Bule )
A Aol HHEE AR(FA, AANF FoA
E 5)7F BYdez fEHe 4$E 44T
F At "M Adgde Fahe] AdeA A
2% o ¢53 e AFFo2ZH =Y} &
URg® 5ol gzt 1 ygg dof ddeEx

22) der?, E2N Y= OIS SAF AHR Hotut AR
£, MicroSoftware, 1998. 3. p.248.

23) oH2EHH0I= Packet Sniffinglt 1P Spoofing&lEi0|
QUL SR QIR AKSAD} =1gh= DIAIRDE &
= Qe 22 ZAX Q8 12D, MU &2
AKX BIZSHA REIEE Haol= A5 OHEAR]
= SAUCH Ol2iEt YEe JIsXMOoR HIoDiE HES
3 BLIEIE(Unauthorized Network  Monitoring)
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3) ¥4 (Integrity)

FARL AR FFAAYAN Wz o

g = V5 2A, AYuEy "Ry £
Fe A AME WA sy 98 Aoltk

Y, dAgde 59& Bgxez 9

gAY Bz ANEE s o83

A9 & 5 Un

4) B2 (Non repudiation)

FARAE Aue $44 oing 39 2 4

B2 Packet Sniffing0l2} FEC} Ravi Kalakota
& Andrew B. Whinston. Electronic Commerce.
Addison-Wesley, 1997, p.1386.
IP Spoofing dIHIt HEH U=, EE': ool o
S04 Sk SAEY| P OIEHAE HIROM 012
S0l HAS dl= 2A0ICE  Anup K4 Ghosh,
E-Commerce Security Weak Links. Best
Defenses, Wiley Computer Publishing, 1998,
pp.109-114.

24) S0 - 2ialE, FXA EoDis. BEEACR
1998. 3, p.12.
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5) 2% Al (Access control)

HZEAE AU Aul& o] &d fid &7
59 294 g2 P8 A4 sl
o] 715 BV o] st sl5H AAA
Hol Fasel S 750l YA ¥7] HE
of AAXFo] FPsjot 3t 7|5 P T,

3.2 HRNIO oigSle Lssiy

AAEX S ZEHJRNA BA7)5E 733}
T e BAVIEE oAste B9, A4A D
o H2H=dyw), gAH ¢33y (Sym-
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A Study on the Transaction Security of Electronic Signature

in the Electronic Commerce

Soon-Hwan Jeon#
Abstract

In this paper, we discussed various securities of electronic signature. Merchants or sellers must
address all Internet security concerns. Security technology may secure the routes of Internet
communication, but it does not protect consumers from people with whom they might choose to do
business. ' :

To protect consumer information, they must maintain physical security of their servers and
control access to software passwords and private keys. Techniqaues such as secret and public-key
encryption and digital signatures play a crucial role in developing consumer confidence in electronic

conmerce.

* School of the Economics and Commerce, Joong-Bu University.
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