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Design and Implementation of High Speed
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Abstract

This paper seeks not only to design DES(Data Encrytion Standard) algorithm, a standard
encrytion algorithm by VHDL (Vhsic Hardware Description) which is a designed system-description
language but also to synthesize a chip. By doing so, we could analyze the size and speed of the
hardware. In designing the method of comparing objects, we adopted the implemental method and
designed a method by using full-round implemental method, S-box sharing method, and simple-round
iterative method: thus, using the simple-round iterative method which has the smallest space as well
as modifying it, we implemented it into FPGA chip.

The simple-round iterative design which we tried in this project used Synopsys EDA tool for
simulation and synthesis and could implement XC4052XL by using Xilinx's xdm. As a result, we

could design the general- purpose high speed encryption chip of 100Mbps at the input pulse of 50Mhz.
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/* Key Block - MBI & YA BF */

/* Key @ 7] 85+ 7 */

/* Enc_ Dec : ¢33 == 2353 M */

/* SK1_Out .. SK16_Out : 1~168h¢-=2] A|u7] */

Procedure Key_ Block (Key, Enc_ Dec. SK1__Out, SK2_ Out, .., SK16_ Out)

Begin
K := PC_1[ Key I:

Call Rotate ( K, Enc__Dec, Shift_ Tbhl[1] ):

SK1_Out := PC_2[ K 1
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Call Rotate ( K. Enc_ Dec, Shift _Tbl[2] ):
SK2_Out := PC_2[ K 1:

Call Rotate { K. Enc__Dec. Shift__Tbl[16] ):
SK16_Out := PC_2[ K I:

End:
/* Round Block - ¢33} i E33E 583 B8 */
/* In_Data : 433 =+ 23538 $3 9oy */
/* SK1 .. SK16 : 1~168k-gx=2] An7| */
/* Out_ Data : 4353 = 233} 9 dolg */
Procedure Round__Block (In__Data, SK1, SK2, +--, SK16, Out_ Data)
Begin
Datal := Ip_Table[ In_ Data ]:
Data2(Left) := Datal(Right):
Data2(Right) := PI[ S1[ El[ Datal(Right) ] XOR SKi ] ] XOR Datal{Left):
Data3(Left) = Data2(Right):

Data3(Right) := P2[ S2[ E2[ Data2(Right) ] XOR SK2 ] ] XOR Data2(Left):

°
3

Datal6(Left) := Datal5(Right):
Datal6(Right) := PI16[ S16[ E16[ Datal5(Right) ] XOR SK16 ] ] XOR Datal5(Left):

Out_ _Data := Fp_ Table[ Datal6 ]:
End:
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Procedure Key_Block (Key, Enc_Dec, SK_Out)

Begin
K:=PC_1{Key ];

Call Rotate ( K, Enc_Dec, Shift_Tbl{1] );

SK1_Out:=PC_2[K];

Call Rotate { K, Enc_Dec, Shift_Tbl[2] );

SK2_Out:=PC_2[K];

°

Call Rotate { K, Enc_Dec, Shift_Tbl[16] );

SK16_Out:=PC_2[K];
End;

Procedure Round_Block (In_Data, SK1, SK2, -+, SK16, Out_Data)

Begin
Datal = Ip_Table[ In_Data J;

Data2(Left) := Datal(Right);

Data2(Right) := P1f S[ E1[ Datal(Right) ] XOR SK1 ] ] XOR Datal(Left);

Data3(Left) := Data2(Right);

Data3(Right) := P2[ S[ E2[ Data2(Right) ] XOR SK2 ] ] XOR Data2(Left);

Datal6(Left) := Datal5(Right);

Datal6(Right) := P16[ S[ E16] Datal5(Right) } XOR SK16 ] ] XOR Datal5(Left);

Out_Data := Fp_Table[ Datal6 J;

End;

3.2.1 Control Block
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Procedure Key_Block (Key, Enc_Dec, SK_Out)

Begin
K:="PC_I[ Key |;
For Round = 1 To 16 Do
Begin

Call Rotate ( K, Enc_Dec, Round );

SK_Out:=PC_2[K];
End;
End;

Procedure Round_Block (In_Data, SK, Out_Data)

Begin
Data := [p_Table[ In_Data |;
For Round =1 To 16 Do
Begin

Data(Left) := Data(Right);

Data(Right) = P[ §[ E[ Data(Right) ] XOR SK ] ] XOR Data(Left);

End;
Out_Data = Fp_Table[ Data |;
End;
Oz 6 O BRE YHRHe| S YnEE
Control Block
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st_ round k_in e
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