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Abstract

This paper developments a security system for transmission data in the internetwork. Intermediate

system of our model does not fulfill security service of confidentiality but authentication and integrity.
Thus this model knows whether the transmission data on the intermediate system is authentic and
integral or not, and it is practical and easy to be developmented. This system is developmented using

a ONP of USL which prvides environments of the open system.
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The protection boundary of internetwork
in SP3 and NLSP. (a) The protection
boundary with untrusted intermediate
system. (b) The protection boundary with
trusted intermediate system.

Fig. 1.

‘ Clear Header (Protected Header[ Frotected Data I Icv I

i( ICV calculation >

I<

Encipherment

12| 2. SP33} NLSPel|A¢] PDU +&
Fig. 2. The PDU structure in NLSP and SP3.

E2]0
"_1$6] =

E =EdAe dEMES =S sk 1
3 33} zo] 253} B3PS AARIcE a7 364
AR BAARE] wUAdE AFIRs g%l

H o=
t} QdejulEf=e] 7t AladdMe Aguolele



19984 47 EFT2e%H

Wee xFAY Baot glome wung Aulas
AZaA ghobe Fic,

E.S. .S,
Protection

boundary @

Protection

boundary 8

a8 3. A AV Ea MEoy
Fig. 3. The proposed protection boundary
internetwork..

in

=

=8
U
BANE

OE

el

3ellM Hoded B vlEH A A
*3}** godect. AeEH I = ZH
HES A AEE 5 9= dioletd] ) Az
(MTU,maxunun transmission unit)E thEA 14
e chHst o] o]Foixm F7t AlAHedA=
A% GHE9 g 7723 o] Pasiel

Zz "
o =
.

A

Y=<
-0

=%
R

£33 % Sk B4%

olefd 37 Azgelel A% U TN Aulse
7 MEsze AF dolete FRAE ATHez

HEHZ Adellx EdY & A2AR 5 ot

Aekel B3edy mdox 23 291 NLSP PDUE
AR A BN st o] iAskd
7 AxdMe a8t 498 538 g glerns
4% PDUY ICV 49& A/ 5 glen A5
SEEe FAA AAE HE ICV 99E A AR
of 3= EAZF HAch wEh ARG XA A
Mg PDUE 2§ 49 Zo] At

[Clear Header |Protectsd Header| Protected Data I Icv I
i< Encipherment Di
i< ICV calculation D1
T2 4. A JeMlESa HE AxdE %

PDU +&
Fig. 4. The PDU structure for - the proposed
security system in internetwork.

A LS., 18., LS.y B
R, = a" mod p
Kiy = (You)™ mod » Kiy = (R)™ mod »
=aN'x“modp = a™ " mod p
Zy = (Y™ mod p A, Ta, Za, Ri R, = " mod p
AUTH, . +Za, d
i LA T ZaRY L (¥ mod 5
= aN, Xee mod »
Kin-1 = (Ry 1) " mod p
GWi, A, Ta. Za. R, = o™ mod p
AUTHy,, [GW,, A, Ta. Z4. R})| Ry = o™ mod p
Kin = (Ya)™ mod
= o™ % med p
GCWu, A, Ta, Za. Ry
AUTHx,, [GWy, A, Ta, Za R,
Ilw[ N A A N] KN- (RN)X modp
= ™ ** mod »
5T Z K. = (Z)™ ™ mod
e = o™ ™ mod »
CW. 8, Ta. Zu, AUTHy,, (B, Ts.25) 2y = (Y0 mod
AUTH,,, (GW. B.Ts,Zs) oo g
Ke = (2™ "mod g T B To. Zn
= & " mod p |AUTHE, [GWi. B, Ts.2Z:]

where, 4,8 : User, K,
cw : Gateway, K, Kir- Ky ®
Ta T, ¢ Time stamp,
Na, Na. Ny, N, Ny ¢ Random number,

¢ Confidentiality key,
Integrity key,

AUTHy, [A, Ta. Va, R, )= Ex, [FHASH (A, Ta. Va.R) ]

a2 5. Ay eI A2 J)5E B

7] W Z2EE

Fig. 5. The key distribution protocol with an authentication function in internetwork.
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#include "includes.h”
#include "/int-s/NLSPProvider,c”

tpd_sendtpdu(mp, bp)
struct Tmachine *mp:
l{)uf_type bp:

short check:

check = NLSP_sendtpdu(&ap->rem _nsap_addr, bp, 0):
if(check == 0) return:

if (bp !'= null) {
if (mwp-duse_inactive)
INLPrequest(TP_SAP, &mp->rem_nsap_addr, bp):
else N_DATArequest(TP_ SAP &mp->rem_nsap_addr, bp):
tp4. TPDUsent++:

}

N_DATAindication(rem_nsap_addr, loc_nsap_addr, data, ce, inlp, mp)
nsap_address *rem_nsap_addr:

nsap_address *loc_nsap_addr:

buf_type data:

int ce, inlp:

l}lblk_t mp;

register struct Tmachine *machp:
short check:

check = NLSP_DATAindication(rem_nsap addr, data):
if(check == 0) return:

tp4. TPDU, tpdu = data:

tpd, TPDU. released = 0:

tp4. TPDU, use_inactive = inlp:

tp4. TPDU. from_naddr = rem_nsap_addr:
tp4. TPDU, to_naddr = loc_nsap_addr:

vhile ((machp = tpd4_inpdu()) != (struct Tmachine %} NULL) {
if (ce) machp->ncong += 1:
machp->ntotal += 1:
if (tpd_fsm(machp, NDATIND, mp) < 0) {
if (tp4,TPDU.data t= null)
BuffFree(tp4 TPDU.data):

}
) mp = (mblk_t *) NULL:
if (mp '= (mblk_t %) NULL)

) freeb(mp):

T8 8. ONP AollA8] <lejsjo]~ 22 a3
Fig. 8. The interface program in ONP.
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