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An Efficient Interoperability Test methodology Based on
Hierarchically Organized State Space

Young-Han Choe' - Byoung-Moon Chin' - Dong-lk Lee' - Seong-Il Jin'"

ABSTRACT

Interoperability(IOP) is one of the major goal of Information Technology and Telecommunication fields. In this paper,
we discuss developing an interoperability testingtIOPT) method. As is easily guessed from conformance testing and
formal verification, state space explosion problem is the most serious problem we encounter in deriving interoperahility
test method and its test suite. A new state space reduction method to support interoperability testing is suggested based
on Petri nets. The proposed test method can be applied to | to many communication protocols as well as 1 to 1
communication protocols efficiently

. Introduction

r

D
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to reduce the testing costs, especially in the

a of communicating software. Testing of

As software systems are getting larger and
more complicated. testing has become a very
important and expensive part of the software
development cycle. Lots of work have been done

tA 3 YA IATY HEATHE
3 3 9 FEadred FEedTe
Ht A 8 9 Fdrhetul AFE G
=R 1997d 94 25, AAlebE © 1998y 5Y 269

communication systems consists of three parts
[1): (1) 'conformance testing” for checking whet-
her each protocol entity conforms to its functio
-nal specification, (2) interoperability testing
for checking system behavior without concern
for each protocol entity, and (3) "acceptance
testing” which checks performance and durability.
Considerable resource has been spent on confor



mAnve test or (U Tor communication systems,
andd omany researchers have spent much effort
o oproduce conformance abstract test suites.
For interoperability testing. In short [OPT. we
must cheek whether more than one implementa
tion together behave as expected. Fven though
a set of Implementations passed CT. among them
interoperability is not guararnteed. Thus fo en
sure JOP. TIOPT has to be performed after CT.

1.1 related waork

There has heen only 2 few work in the area
of abstract TOP  test case  generation
[R1111077033(4]. All these works are based on
reachahiiity analysis. [81(7) introduced both
upper and lower testers. On the contrary others
adopted only upper tester. [11(4) introduced the
notion of stable states to avoid state space
explosion problem. In (1], stable states are
defined as a system state (1} that is reachable
from the initial state adhering to the single
stmulating principle. that is only one stimulation
from environment must be given at each stable
state. and (2} from which no change can occur
without an other stimulation, However, as will
be discussed. this definition of stable states is
insufficient in the [OPT. In (4], 1OP is defined
as (4] is worthy noting that they proposed
various optimization method of IOP test derivation
in the context of symmetric protocols and hence
it works well with symmetric protocols.

Frevious work listed above. however, are
devoted into testing for only one to one comm-
unication protocols. Assume that there are n
implementations which should interwork. Then
we have to perform IQOPT n(n-1)/2 times to
complete IOPT, if we use above 10PT methodol
ogies. Furthermore if our objective protocols a
re designed for 1 to many communication such
as teleconferencing systems, there is no way to
perform IOPT.

On the other hand. as shortly discussed

above. when formal verification and testing of
concurrent systems are considered. we alwavs
suffer from state space explosion problem.
Furthermore. since many protocol entities arc
associated in [OPT. appropriate state space
reduction methods have to be developed. In
the area of formal verification. many state
space reduction methods have been proposed,
and some of them are proved useful in the
protocol design [2)(5](6](9](101(11). However.
most of them are only useful to check liveness
and/or safeness properties, since they optimize
state space according to some specific properties
by pruning unnecessary states and transitions
based on trace theory. On the contrary, HOSS
(Hierarchically Organized State Space) proposed
in [5] was successfully applied to static
analysis of Ada programs. The basic idea of
HOSS is that a given Petri net. they say Ada
net, is regarded as a collection of subnets
interacting with each other only through
transitions corresponding to events. HOSS starts
with generating state space of each subnet.
then compress the state space under a certain
equivalent relation and combine them to obtain
higher level state space. This idea can be
applied to IOPT. since [OPT is a functional
testing a system which can be regarded as
collection of some subsystems. However. it is
not directly applied since only interactions via
transitions are defined in Ada net, while there
is buffer between interacting communicating
entities,

In this paper. we suggest a framework for
an efficient IOPT to support 1 to many
communication as well as | to 1 communication.
QOur approach can be regarded as generalization
of (4] in the sense of architecture. which
derives test cases from stable state to stable
state in 10OSM. Further by merging notions of
modified HOSS and quasi-stable states, IOPT
can be done more efficiently.



L2 ovenview ol our approach

Figure 1 shows the proposed test architecture
with 3 implementations under test, denoted as
IUT. The test architecture is considered as
natural generalization of proposed in {4].

in our approach. wc assume that! (i} cach
implementation to be tested is modeled by an
FSM and (2} each implementation has passed
CT.

In general. testing is done based on stimulat
ing/ohserving principle. namely testing consists
of observing states resulting from a stimulation
of its environment. where environment refers
to outside the system. From the assumption
(2). we only need to observe external events of
each entity or implementation, where an exter-
nal event refers to stimulation from the envir-
onment of an implementation and/or a system
currently considered.

To have reduced state space during preserving
usefut information for 1OPT. i.e¢.. information
about external states or events, we generate
state space for two entities hased on Petri
nets. Then. in the generated state space. a set
of equivalent states in the sense of external
evenis is mapped to a state. This combine and
compress operations are repeated till global
state space of total system is obtained.

Based on this glebal state space. test suite
is derived based on methods which have been
used in CT.

1.3 organization of the paper

Tester

Tester Tester

@  Foint of Control and observation

(Fig.1) Test architecture for IOPT

ficr 0 sanme terminoiogy and concepts
which are useful to fvllow the paper is explai-
ned. In Scction 3, wain topic of the paper. state
space reduction Tor efficient 10PT will be intro
duced. A simple example is shown in Section
4. The final Section § is the conclusions and fu

ture work.
2. Notations and definitions

In this paper, we assume that specifications
and implementations of entities are modeled by
FSM called TOSM. As an intermediate model for
1OP test suite we adopt Petri nets to model
communication or interoperation between FSMs.
then reachability analysis will be performed b~

ased on It.

Definition 1. (IOSM) (4]

An JOSM is a H-tuple (3.1.0.8 s.1. Where

S is the set of states,

I is the input alphabet,

(} is the cutput atphabet.

§ & {s—v/U sl ss'€ SavelaUs0" is a
state transition funection. and

so is the initial state.

The set of events which results in state
transitions. in an entity or an IOSM, are
classified as shown in [AS 91}:

Trigger event : signal reception from the envir-
onment of the system, such as
from user,

Recejve event "signal reception from another
entity.

Send event signal transmission to another ent

-ity.

Internal event :event which does not directly
affect to nor is not directly
affected from outside of the
entity.

Events which are not internal events, [.e.



Dlgscr receive and osend events, are called

cxternal cvents.
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{(Fig. 2) FSM and Correspanding PN

Definition 2. (Petri Net)

A Petri Net PN is a bipartite directed graph
with two types of nodes connected by directed
arcs  and  formally  specified by a 4-tuple
(P TF Ma).

I’ is the set of places.

T Is the set of transitions.
Fe{PxTYU(T %P is the set of ares, and
Mg is the initial marking.

A marking is a function My @ P -» Z+ which
assigns a number of tokens to each place,
where Z+ denotes the set of non-negative
integers. A marking implies that a state of the
system modeled by a Petri net. M{p) denotes
the number of tokens in the place p. In a
graph representation a place is represented by
a circle. a transition by a box and tokens by
black dots.

Note here that an FSM is considered as a
structurally  restricted class of Petri nets
where each transition has exactly one input
and one output place, by regarding a state and
a state transition in an FSM as a place and a
transition in PN (see Fig. 2). The initial state
is represented by putting a token on the place
corresponding to the initial state.

Definition 3. (firing rule and firing sequence}

A transition t is enabled under a marking M
if each input place of ¢t has at least one token,
M{p)0, where -t{t+) denotes
the set of input(output) place. respectively. By

e, Vpeset o

the firing of a transition t we obtain a new
marking M’, denoted by M[t)M’. such that
¥YpEP : M'{p) = Mip) -1, if pE «tAp&t «
= M(p) +1.if pEt» Ap&E -t
= M{p) otherwise.

A sequence of transitions is a firing
sequence from My, if there exists a sequence of
markings MiMz..:Mn+; such that Miltici )M, i
= 1, ... n. M is said reachable from M.
denoted by MO[o)M. if there exists a firing
sequence =tila..tape; from My to M. Let T be a
subset of T.¢|T denotes the restriction of over
T'ST, that is a firing sequence obtained by
deleting all the transitions in T-T" from o.

Definition 4. {labeled Petri nets)
A labeled Petri net N is  5-tuple
{(P.T0F Mo L). Where {P T:F. M) is PN and L :

T - 1/0* is a labeling function. An I0SM can

be considered as a labeled Petri net by simple
transformation explained above. In the rest of
the paper the term IOSM means an I0SM or
its Petri net representation.

Definition 5. (communicating 10SMs) (4]

A communicating system X of n 108M’s is
4-tuple ({(P;.Qi)11<1=<n},17.Or.550). Pi. 1<i<
n, is an IOSM, @ 1<i<n. is an input queue,
Iy is an external input alphabet, Oz is an

c (500,Qno)). where sio and Qio are the initial
state of Mi and an empty queue, respectively.

In (4], a stable state is defined as a system
state in which input queues are all empty.
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Alse they assumied thal o seguence of mpuls
from the environment one by one. Namely the
next input from the environment is vead only
when the system is in a stable states. The
limitation of this netion of the stable states
can be explained as followings: Consider two
[OSM’s 10SM; and 10SM: I[OGSM; is in a
stable state s and I0SM: is in s° which is not
a stable state. Thus an arbitrary input symbol
u’ executable at s’ is an internal event and
the input symbol u executable at s is an
external one. that is an input from its
environment. Then in the global state, u and
u are executable concurrently. that is input
sequences uu  as well as u'u are allowed in
the real world even if we assume interleaving

semantics. However. only u'u is allowable

input sequence in the above definition of

stable states. This means that we cant
investigate states cvolved from slud. Before
defining a new concept of stable states, called
quasi-stahle state, we consider a composition
of I0SM’s based on Petri nets.

Definition 6. (composition of IOSM’s)

Let Niy=(P:. TuFi. M) and Ne= (P2 ToiFa M)
be Petri net representations of two 10SM’s. The
composition of N and Nz denoted by RNixXN.
forms a Petri net N=(PT:F My} where

P = P.UP:U@ and PiNP.=&. where Q 1s
the set of input queues,

T=T1UT; and T.NT2=.

FC{P<T)U(TXP) and

Mafp)=1 if Medpt=12pCP: or Mwlpl=1ip

=Pp2
=0, otherwise.

If tT, corresponds to a recelving event.
then there exists an event in t' €Ty
corresponding to the receiving event. Add a
place p=Q and arcs from t" to p and from p to
t. This place corresponds to an input queue of

Ni. The definition of [OSM compositien is

ealented o b TUSK S compusition oo naturad
way and composition of n [OSM's is denoted
by TOSM; <FOSM, <. . TOSM,.

Here we define a quasi-stable state as:
Definition 7. (quasi—stable state, gss in short)

A Marking M or a state s in a composed
IOSM is a gquasi-stable state. dencted gss, if a
transition corresponding to a trigger event is
executable under M or s.

By the notion of gss. we can investigate all

the possible traces in a whole system.

T combine {.
f compress

D [OSM(FSM)

IOSMp  10SMn

I0SM  10SM  10SM

(Fig. 3) Hierarchy of state space

3. Reduced state space generation for I0PT
based on HOSS

The tree structure shown in Fig. 3
represents the state space constructed by
composition of 1OSM’s, where the lowest level
nodes pre TOSM's. The stale space is compressed
then rcombined to produce higher level state
space. This compress-and-combine operation is
repeated until no more applicable.

To define compress operation, we need to
define an equivalent relation over the set of
states.

Definition 8. (in—set. out—set, [0-similar) (5]
Let M be an [OSM. Note that the transition



cicetion 3 ean be regarded as the set of tabel-
sl ares @i we consider g gravh representation
vioan TORAT In this definition we use § as the
sevoof ares. Let (0707 beoa subset of (/O™
and 0 be the maximal subsel of & such that

the cdee Tabels of them are in (/O™

- (50 S 0 s is sy or oan edge in 4 s
terminating at sj

Soeo— 'S D an edge in 6 {s outgoing from
s

For ecach s in S in-set and out-set arc
delined as followings:

in—set of 5 = 18'=8, | there is a transition
sequence, which does not contain any transition
of 11/0"), from 8" to sl

out-set of 5 = {s'E8., | therc is a transition
seguence, which does net contain any transition
of {1/0™). [rom s to s’}

Two states s and s are sald to be
[0-similar with respect to (I/0O*)" if they have
the same in-set and the same out-set. [t is
trivial that IO-similarity 1s an equivalent
relation. Using this notion of the IO0-similar
equivalence, states of an [OSM can be divided
into eguivalence classes. For the set of states
in a partition. a state which does not have
any successor state is called the corresponding
state to the partition.

Compression of an [OSM is performed by
mapping the set of states in the same class to
one state. By the definitton of [O-similarity, if
Ty which is the set of trigger events is taken
as (I/O*). any event between states in the
same class is not a trigger event.

Definition 9. {combine)

Let N be a composition of two I0SM's or two
compressed 10SM’s. I0SM, and I0SM.. And
let G be a reachability graph of N. Then G is
the combined 108M of TOSM, and [OSMs,

In 10PT. it is sufficlent to consider only
external events. from the assumption (2) in
Sec. 1.2 The following is an algorithm to

obtain a reduced state space.

Algorithm 1. generate reduced state space
Input *a set of 10SM’s. 108M,. I0SM..
TOSM;.
Output * [OSMu, which is an [OSM representing
global state space,
[OSMini = the initiator JOSM
SIO8M 1 = the given set of JOSM - [SOMinit.

Tew © = the set of external transitions in the
given set of 10SM’'s.
Tuet = the set of transitions corresponding to

trigger events.
Step 1. Take two arbitrary 108M’s. IOSM; and
1OSM; from SIOSM. '
Step 2, Ty 0 = the set of receiving and sending
transitions in TO8M; or TOSM;.
Step 3. Compress [OSM; and JOSM: over Tea.
Step 4. Texr 0 = Texe - Ty
Step 5. Compose IOSM; and TOSM;, let Ny be
the Petri net obtained by composition,
Step 6. Generate the reachability graph 10SMj
of Ni. which is alse an 108M.
Step 7. SIOSM : = (SIOSMUIOSMit - HHOSM;,
TOSM;!.
Step 8. Repeat Step 1 - Step 7 till |SIOSM|
=1. Let IOSM, be the remained TOSM.
Step 9. Compress and combine IOSMin and
1OSM, over Te.
Step 10. Compress the final IOSM over T

Theorem 1.

Let £ be I0OSM:XI0SM....IOSM.. R{£) be
the set of reachable states of 2. For any
guasi-stable state gss in R(2). there exists a
quasi-stable state in [0SMs. corresponding to

gss,

(Proof] Though the proposition 1is almost
trivial, we prove It by mathematical induction
over the number of given [OSM’s.

(Basis) If only one [OSM is given. [10SMia. is
the compression of the IOSM. Since Ten is the
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state in TOSM.,

set ol == has 0 cottespunding

{Hyvpothesis) Assume that the proposition is
true. if n=k.

(Induction) It is sufficient to  consider
cembining and compression of Lwo 10SM’s by
the hypothesis. The reachability graph of a
[OSM  preserves

combined corresponding gss.

From the Basis. compression of IOSM also

preserves the corresponding gss.

Theorem 2

Let £ be TOSM x108M:. JOSM,. and TR(2)
the set of firing sequences for 2. For Ve
TR(E). 30 €TRUOSMs) such that ¢iTh.

o iTue. where Tye denotes the set of trigger

events.

Proofl Only o !Tuwe < o 'iTue part will be
proved here. Consider an  arbitrary liring
sequence o of 2. namely o iz a firing
sequence in the reachability tree of 2. From

Theorem 1. any guasi-stable state in 2 has its
corresponding state in IOSMp.. This means

that no trigger transitions are  deleted by
compression,

If n IOSM's are given. at tirst an arbitrary
{0OSM is selected as the initiator. Then apply
Algorithm one and derive a test suite bhased on
traditional test suite generation methods., Then
another JOSM s selected as the initiator and
perform above operations. If every 10SM has
heen selected as an initiator. the derived test

cased are a [OP test suite.

4. A simple example

As an  example consider the orotocol
specification shown in Fig. 4. Black transitions
= Jofhk'. start’,

Onhk’g,

represent trigger events, Test

1 H !
ack’ . nack’'. connect., onhk’. term).

i

[

S
et
A T L) U eTl NIRRT AT i

is obtained as Mg, 5.

ringback

conngct

x(term)

-; trigger event

termi Spec 1

Spec 2

(Fig.d) An examole of protocol
SPECS

[
i

r
.

Titerm, onhk-}. The compressed TOSN of

" Spec)



connect

'"""Dmrm

(Fig. 5) Compressionh of Spec. 1

nack

tarm

—— ;

B :

w lT,sennect
connect

onhk!

T,term

1
e

(Fig. 7) the Compression 105M

8
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T,connect

T, term

onhk?

(Fig. 6) Composition of compressed I0SM's
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S

onhk2

T,connect

Tyterm

S e
BN

Sy

onhk ! B

Quast-stable siates

(Fig. 8) Compression of 10SMye

Figures 6 and 7 show composition of two
compressed IOSM™ Specl and Spec 2. Then we
¢can derive a test case from [08Ms, shown in
Fig. 8 with traditional methods. for

see (4], Total state space of Spec 1 and Spec 2

example

has 34 states. while obtained vne has onty 13
states. Further if we are given more [OSM’s
with
more space and enjoy the advantage of the

stopping condition, then we can save
proposed method. Finally it is worthy noting
that, in 103Msn 8, by the
definition of stable states given in [1] the path
ofhki—onhk, is not appeared and we may miss

shown in Fig.

al least one test case,

5. Conclusions and further work

In this paper, an efficient methodology for
[OP test and test suite derivation based
modified HOSS and quasi-stable states. By the
proposed methed, we can derive a 1OP test

on

suite very efficiently in cases of one to many

commurtcation protocal has been developed.
Further limit of the definition of stable states
has been clarified and a new concept of stable
state, Quasi-stable stateslgss). is defined. By
the notion of gss we can derive more coverage
can be accomplished. Further the method can
be paralleled for speed-up.

Developing more efficient test case generation
Also,

computer supported tool for automatic IOP test

algorithm is included In further study.
and test suite generation has to be developed

and simuitaneously more case studies are needed.
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