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A Web-based Multimedia Mailer Supporting Digital Signature

Scheme

Sung-Min Lee' - Tai-Woo Kim ™" - Tai-Yun Kim'''

ABSTRACT

Electronic mail and World Wide Web are the most widely used Internet application services. There are some
problems that multimedia data can not he transferred using simple mail transfer protocolSMTP). In order to solve the
problem, muitipurpose internet mail extensions(MIME) is proposed. When the number of people who transfer important
data via E-mail is increased, it is needed that E-mail provides digital signature scheme, The proposed system is
designed according to the MIME protecol, RSA and DES-CRC algorithm. Using CGl, a message is signed, translated
and sent. The system provides safety with users as it prohibits E-mail message from forge.
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public void KeyGeneration() {
Random Seed = new Random();
» = new Biglnteger(512,100,Seed);

0 = prdltiply(e);
Pi= psubtract(One) multiply(g.subtract(One)):
if {e.gcd(Pi )é(;;;;areTo(One =0)
d = emodInverse{Pi);
}
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class 3end1V11.1h1mexita4\Iaﬁ {

public void SendMail(String MimeMessage)
smtp - new Socket(MailServer, 25
try {
String loc =

InetAddress.getlLocalHost() getHostName( );
send(HELO + Ioc):
received);
send(MAIL._FROM);
receive!);
send(RCPT_TO),
receivel);
send(DATA)
receive(}
send(MIME_VER),
send(MimeMessage);
send( TERMINATOR):
receive();
smitp.close():
} catch {IOException e}
{System.out.printin{"Error sending: ” *+ e)

}
}
}
{12l 10) HEjojclo] g M8 2=
(Fig. 10) Multimedia mall transferring code
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Hello. This is sn example of multimedia E-mall
message. (P

{embed sre="voice.mid”
hidden=TRUE(p3

And here is a motion picture. {embed src="play mpg’
height = 144 width=160)

{/IITMLY

autostart = TRUE

(32 12) 2 Al2golA MEE HTMLOIAIAI2] of
(Fig. 12) An example of HTML message
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From: smlee@netiab.korea.ac.kr
To: Alice@somewhere.com
Subject: Sample Message
MIME-Version: 1.0

Content Type'multipart. mixed:
boundary ="SMLEEBNLY”

SMLEEBND
Content-"T'vpe: application/X DigitalSignature

-wxDigital Signature

olefel W Alxlel shsighe]l RSA atelisg o] &3t
Salzbe] vy E Az MEEel Age,

-x+Digital Signatures**-

<HTML>

Hello. This is an example of multimedia E mail
message.~ P>




Cemnhed s "voice nid”
Cohidden-TTRUTE it

And here s a motion picture. <embed sre "plav.mpg”

heighe- 140 width-1607-
ML

SMILEERND
Content - 'Pyper audioss midic mname volcemid”
Content Transter Encodmg: basetid
Content Disposition: inlme Mename “voice.amid”
cnvocded data is here.

SMLEEBND
Content- Type! video/mpey: name - "playv.mpg”
Content Trunsfer Encoding: hasefd
FoContent- Dispostiont inlinet filename " play.mpg”
cncoded mpeg data 1s here

SSMLEEBND--

autostart TRUE
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13) Message transiation
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(Fig. 14) Message editing
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(Fig. 15) Message displaying
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