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Implementation of the Extended Data Encryption Standard (EDES)

Seung-Jo Han' - Pan Koo Kim!

ABSTRACT

A new encryption algorithm had been proposed as a replacement to the Data Encryption Standard (DES) in
{1, 2. It called the Extended DES (EDES) has a key length of 112 bits. The plaintext data consists of 96 bits div-
ided into 3 sub-blocks of 32 bits each. The EDES has a potentially higher resistance to differential cryptanalysis
than the DES due to the asymmetric number of f functions performed on each of the 3 sub-blocks and due to
the increase of S-boxes from 8 to 16.

This paper propose a hardware design for the EDES and its implementation in VLSL. The VLSI chip im-
plements data encrytion and decryption in a single hardware unit. With a system clock frequency of 15Mhz the
device permits a data conversion rate of about 90 Mbit/sec. Therefore, the chip can be applied to on-line encryp-
tion in high-speed networking protocols.

1. Introduction for ensuring privacy of information. Since them in-

creasing concerns have been raised about its resistance

The Data Encryption Standard (DES)[3} has been
adopted in 1977 by the National Bureau of Standards
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against well directed cryptographic attacks in view of
1) the continual advances in the processing power of
hardware which will make the DES vulnerable to
methods of exhaustive attacks in the near future[4]
and 2) recently developed techniques such as differen-
tial cryptanalysis which have been shown to be effec-
tive in breaking the DES[5]. Those concerns have led
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the National Institute of Standard and Technology
{NIST) to search for a replacement algorithm. The
various approaches that have been suggested to streng-
then the cryptographic security of the DES have been
shown to have drawbacksl6, 7, 8].

The importance of date decreases over time. As the
speed of hardware has increased, encrypted data can
be recovered faster. We are in need of algorithms that
stretch the time of a cryptographic attack (recovering
encrypted data), so as to decrease the value of reco-
vered data to a minimum. An algorithm is uncond-
itionally secure, if no matter how much ciphertext a
cryptanalyst has, there is not enough information to
recover the plaintext. the amount of computing time
and power required to break it[9].

Until very recently, all encryption products were in
the form of specilized hardware. These were encryp-
tion/decryption boxs that plugged into a communi-
cations line and encrypted all the data going across
that line. Although software encryption is becoming
more prevalent today, hardware is still the mode of
choice for most commercial and military applications.
There are several reasons why this is so[9].

The first is speed. Encryption algorithms contain
many complicated operations on strings of bits. While
some cryptographers have kept this in mind and have
tried to make their algorithms more suitable for soft-
ware implementation, specialized hardware will always
win a speed race.

The second reason for the prevalence of hardware
is security. There is no physical protection for an
encryption algorithm written in software. Hardware
encryption devices can be securely encapsulated to
prevent this. Tamper-proof boxes prevent someone
from modifying a hardware encryption device. Special-
purpose VLSI chips can be coated with a chemical
such that any attempt to access their interior will re-
sult in destruction of the chip’s logic.

The final reason for the prevalence of hardware is
the ease of installation. Most encryption applications

do not invole general-purpose computers. People wish

to encrypt their telephone conversations, facsimile
transmissions,or data links. It is more efficient to put
special-purpose encryption hardware in the telephones,
facsimiles, and modems than it is to put in a micro-
processor or software. The advantages of software
implemantation is that any encryption algorithm can
be implemented in it.

This paper implement in VLSI a DES-like crypto-
system which called the Extended-DES (EDES). The
EDES was proposed as a replacement to the DES
due to its resistance against cryptographic attacks.

2. Design of the Extended DES

The EDES can best be appreciated by comparing it
to the conventional DES. The algorithm of the DES
use for both encryption and decryption. The DES is a
block cipher which operates on 64-bit blocks of
plaintext and yields a 64-bit cipher text block. It uses
a 56 bit key for both encryption and decryption. The
DES uses transformations that alternately apply sub-
stitutions and permutations to the data. This process
is repeated for 16 rounds. A plaintext block (a block
of data) is first transposed under an initial permuta-
tion IP. The effect of this initial permutation is can-
celled by applying the inverse permutation IP~! at the
end of the 16th round to obtain the final result. After
the initial permutation the block of the 64 permuted
data bits is divided into sub-block designated R; and
Li respectively where the subscript i indicates the i-th
round.

As mentioned above, the same algorithm serves
both for encryption and for decryption except that the
round keys are used in reverse order. The encryption
consists of 16 rounds of identical operations called f
function, in which the data is combined with the key.

2.1 Basic Architecture
It is clear from the description of the DES that the
left and right sub-blocks have the same number of f

function during the 16 rounds. Therefore when ex-



tending the DES to provide additional resistance to
cryptographic attacks, there is a need to reorganize
the structure of the DES such that the f functions are
different for each sub-block during each of the 16
rounds. One way to achieve this is to create an asym-
metry by operating on a block of 96 bits of data and
dividing it into 3 sub-blocks (A, B and C) of 32 bits
each. If we use this sub-block division and the f func-
tion and assuming without loss of generality the in-
itial fixed relation A;=B;-i, then the only combi-
nation involving the three sub-blocks equally and be-
ing the same for encryption and decryption is given

by the following pairs:

Bi=Ci-1 D f(Bi-1, KJ)
Ci=Ai- ® f(Bi-1, Ki) n

We could similarly assume the initial condition Ci=
Bi—1. We would then obtain a mirror position with
the exact same characteristice. The combination given
by (1) is symmetric and therefore this is the selected
form for the EDES algorithm. The realization of these
equations is shown in (Fig. 1). The equivalence of the
encryption and decryption algorithms can be found
from comparing the respective relations. From (Fig.

1) the encryption equations are:

Ai=Bi-
Bi=Ci- ®f(Bi-, Kj) )
Ci=Ai- D f(Bi-1, Ki)

From equations (2), using the XOR operations on
both sides of the last two equations of (2) and using
f(Bi-), K)=f(Ai, K;) the decryption equations are
obtained as:

Bi-i=AiCi-i =B &® flAi, K
Ao =Ci @ A, K) 3)

Interchanging A and B we obtain the following
relations:

Ai-1=B;
Bi-1 =Ci @ f(B;, Kj) 4)
Ci-1=A;i @ f(B;, Ki)

The decryption equations as shown in (4) have the
same structure as the ones in (2). Therefore the same
hardware can be used for both encryptiom and de-
cryption. The encryption algorithm for the EDES is
shown in (Fig. 2). As shown in the (Fig. 2), the data
is divided into 3 sub-blocks of 32 bits each. The in-
itial permutation block(fP) and its inverse block
(IP~1) are also extended to 96 bits.

(Fig. 1) Realization of equation. (1)

The f functions must operate on the right and left
sides of the structure. These functions are labelled f,
and f; for the left and right sides respectively. The
number of S-boxes is increased to 16. They are labelled
S: to S;6, with S; to S3 on the left side and So to Sy
on the right side. The f; function is associated with S,
to Sa and the f; function with S, to S;6. Finally ac-
cording to the equations in the last round of en-
cryption A6 and Bis should be interchanged.

The EDES algorithm for decryption based on the
equations stated above is shown in (Fig. 3). The de-
cryption algorithm is the same as the encryption one,
but Ao and By in the first round are interchanged. In
order to have a different f function for each of the
sub-blocks within each round the input key is ex-
tended from 64 bits to 128 bits. After removal of the
16 parity bits, the resulting input key is divided into
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two keys of 56 bits each:K; on the left and K, on
the right. After the first permuted choice box (labeled
PC—1) the 56 bit keys are further divided into left
and right keys of 28 bits each. During each round
keys K; and K are shifted left according to the key
schedule. After passing through the permuted choice
2 box (labeled PC—?2), they are reduced to 48 bits
each labeled Ki; and K; on the left side and on the
right side respectively for each round (i=1 to 16).

2.2 Key Schedule and f Function

In the decryption process the key is inserted in the
reverse order to the one used in the encryption pro-
cess. Also the S-boxes have to be interchanged. That
is:Ky1s, Kiis, ... Kit and Kae, Kais, ... Kop are
interchanged: K, ; is now on the left and K on the
right. In addition the S; to Sz boxes on the left
should be interchanged with the Sy to S;¢ boxes on
the right.

To make the EDES more resistant to differential
cryptanalysis the number of f function operations has
been increased. In addition this number is different

[Praimen 56 vitsy |
Lef Biock S-boxes Right Block S-boxes
(5-Sp [ P ] (S9-$19)

£(B1s. Kz D Kz1s

o
Agg Bis m
—
Cipheriest

(Fig. 2) Encryption algorithm of the EDES
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(Fig. 3) Decryption algorithm of the EDES

for the three sub-blocks. From (Fig. 4) it can be seen
that in the EDES the f function is repeated 8 times in
the process of converting Ro to Lis and Lo to Ry,
whereas in the EDES the f function is repeated 11
times when progressing from Ao to Cis. Similarly for
the two other sub-blocks, the f function operates 10
times between Bo to Ais and 11 times between C, to
Bis. Thus for the same P, E and S-boxes, the EDES
should provide better resistance to differential crypt-
analysis attacks than the DES algorithm.

2.3 Design of the S-Boxes

The design of the S-boxes is crucial in determining
the strength of the algorithm. In the DES all the secur-
ity provided by the algorithm is based on the S-boxes
as they are the only elements which are non-linear in
module-2 arithmetic [10]). In order to improve the en-
tries of the S-boxes used in the DES a careful analysis
of the entries has to be made. This analysis based on
the strict avalanche criterion (SAC) [11] as repre-
sented by the average bit probabilities (P;;) and their
correlation coefficients [12] is presented in a more



comprehensive paper [1, 2] analyzing the EDES.
3. Implementation of the EDES

3.1 Blocks of the Extended DES

The main block of the Extended DES are the Data-
In Register Set, the Data Register (“A”, “B”, and “C"),
the Key Register, the Iteration Hardware, the Data-
out Register set, and the Control/Status unit (partially
complete). The main block of the EDES hardware
implementation are shown in (Fig. 5).

The Iteration hardware consists of the following
units:

1) The key generation circuit.

2) The S-boxes.

3)The XOR arrays.

4) The expansion and permutation Boxes.

The Iteration Hardware and the registers shown
above in (Fig. 5) from the datapath block. The data
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(Fig. 5) Block of the EDES hardware implementation

is encrypted and decrypted in the datapath block.
This is achieved by processing the incoming data out
of the data registers with two sets of 16 sub-keys
generated by the Key generation circuit. The sub-keys
are derived from the 112-bit “master” key (the “mas-
ter” key is the original encryption or decryption key
loaded at the start of an encryption or decryption pro-
cess) from loaded into the Key Register after parity

removal. The Control/Status (CS) unit consists of two
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controllers, each dedicated to controlling the datapath
during Encryption and Decryption respectively. The
Encryption and Decryption controllers govern the
sub-key generation and the data multiplexing in the
Datapath block[13]. Apart from the crypting control-
lers the CS unit has a system-level controller which
controls the transfer of data to and from the chip.
This control unit makes the transformation process
independent of the communication with the rest of
the process. The Status signals generated by the CS
unit govern the timing of the next set of data input to
the chip after the present data has been operated on
(encrypted or decrypted).

3.2 Contro! and Status Signais

The interface to the outside world is based on a
number of status signals. The START signal starts
the encryption or decryption process (determined by
the ENCRYPT/DECRYPT signal). After the first iter-
ation the INPUT REGISTER EMPTY will indicate
that new data can be read into the DATA IN regi-
ster. At the end of a crypting cycle the result of the
transformation is written into the DATA OUT regi-
ster and the ITERATION READY signal will be ac-
tive. If another 64-bit data word is already read the
crypting can continue without any delay.

The key is read by a separate datapath. When the
LOAD KEY signal is active the key and its parity
bits are loaded into the key register. The circuit to
check the parity of the key and generate the Key Er-
ror status signal has not been built yet and is a pro-
posal for future work.

3.3 One Round of the EDES

A block diagram of the EDES datapath is shown
in (Fig. 6). There are two multiplexers in the circuit.
The multiplexer at the output of the S-BOX multi-
plexes between the function generated by S-BOX 1 to
8 and by S-BOX 9 to 16. These are two-to-one multi-
plexers. The output of these multiplexers is connected
to one input of the XOR-gate array. The other input

is the “A” or “C" register bits. One input of the multi-
plexer is the output of S-BOX 1 to 8 and the other in-
put is the output of S-BOX 9 to 16. The controller
selects which one to use depending on whether we are
doing encryption or decryption. The output of the
“B” register is connected to the intermediate (from
position 33 to 64) bits of the DATA-OUT REGI-
STER. The output of the Left side XOR array is con-
nected to the LSB’s of the DATA-OUT REGISTER.
(as shown in (Fig. 5))

The output of the “B” register is 32 bits. These 32
bits are expanded to 48 bits by passing them through
an EXPANSION PERMUTAION BOX. The expan-
sion permutation box is built by routing 32 input pins
48 output pins using metal 1 and metal 2 layers.

These 48 bits are XOR-ed in parallel with the 48
bits SUB-KEY from the KEY GENERATION CIR-
CUIT. One for the Left side and the other for the
Right side. The 48 bits output of the EXPANSION
BOX is routed in parallel to two paths. One set of the
sub-key gets XOR-ed with one path and the other set
gets XOR-ed with the other path. The 48 bits output
of the Left XOR array goes to the 48 input bits of
S-BOX 1 to 8. The 6 least significant bits go the
S-BOX 1, the next 6 go to S-BOX 2 and so on. The
48 bits go to S-BOX 9.

The 32 bits output of S-BOX 1 to 8 is XOR-ed
with the 32 bits data stored in the “A” register. The
32 bits output of S-BOX 9 to 16 is XOR-ed with the
32 bits data stored in the “C” register. The output of
the above mentioned XOR arrays goes back as feed-
back to the “A”, “B” and “C” register, but basically
this is what constitutes one round of the EDES algor-
ithm. The output of the XOR-array which has as in-
put the “A” register output and the output of
S-BOX1 to 8 is fed back to the “C” register. The out-
put of the other XOR-array is fed back to the “B”
register. The output of the “B” register is fed back to
the “A” register. The bits stored in the “A”, “B”, and
“C™ registers will be used in the next round as they
go though the datapath.



3.4 Multiplexing between Data Inputs

A two-input multiplexer placed at the input of each
of the “A", “B”, and “C" registers selects between the
loading of these registers at the start of the encrypt-
ion or decryption process and the feedback at the end
of a round. The “select” signal comes from the con-
troller The first time the “A”, “B”, and “C" register
are clocked, the multiplexer selects the data from the
DATA-IN register. Now the “A”, “B”, and “C” regi-

sters contain the plaintext or the ciphertext.

3.5 16 Round EDES

Using time multiplexing the hardware built to ac-
commodata one round can be used to carry out all 16
rounds of the EDES algorithm. The output of the
datapath block capable of carrying out one round is
connected to the DATA-OUT REGISTER. After 16
rounds are over, (calculated by the Encryption or
Decryption controller) the DATA-OUT REGISTER
is clocked. The DATA-OUT REGISTER now holds
the ciphertext or the plaintext.

C INPUT REGISTER 1
1%
[ ———
— 1 —— -
2] 2 ) 33 ; 7]
] S input MUK
N — R E—
[ Regise Se"A" | Regisuer Sel "D T RegimerSa*C__ ]
————

)

Key Generation Circuit

puior] {Encrypiior] | |

IContraller | IControlier

Control signals for MUX's
and clock signal Laiching
final output afier 16t round

OUTPUT REGISTER

(Fig. 6) Implementation of one round of the EDES algor-
ithm and ancillary circuits

3.6 Key Generation

The top-level architecture of the Key Generation
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Circuit is shown in (Fig. 7). We observe that the key-
shift register has only three operations(loading, left
shift by one, left shift by two) carrided out upon key.
The architecture of one half of the key generation cir-
cuit which generates a 48 bit sub-key for each iter-
ation is shown in (Fig. 7). A similar block generates
the other 48 bit sub-key. A 3-to-1 multiplexer needs
to be placed at the front end of each register of the
Key-Shift Register set to carry out one of three fun-
ctions as discussed above. One input of the multiplexer
is the Key stored in the Key Register. The second in-
put comes from the output of the shift register to the
right of the register under consideration. The third in-
put comes from the output of the shirt register two-
away to the right of the register under consideration.
This architecture enables us to either load the register,
left shift by one or left shift by two the key in the
shift register set.

The 56 bits sub-key generated by each of the Kl
and K2 halves goes through a key permutation PC-2
box before it is XOR-ed with the data bits from the
“B” register. The key-permutation box PC-2 generates
a 48 bits output, compatible with the 48 bits data
from the “B” register which is expanded to 48 bits
after it passes though the Expansion box.

RerRegir (Ko R
28 bits 28 bits
Lo I ARMICIIRRRRNRY

. Same 56 bi
Straight/ citnilsfsb:sld
Reverse
Shiftiefy
172 Same 28-bit circuit as at left

Shift
Register
Set

' H
Swaight/ , \ , H
Reverse ﬂ [ ll *

Pemuiation Choice 2 Box  (PC-2) |
Ky} 48 bits KullB bits

(Fig. 7) Key generation circuit
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3.7 Controlier

The controller is built as a ROM. The ROM has
sixteen words for decryption and seventeen words for
encryption. The output of the two controllers is
multiplexed. The select signal of the multiplexer is con-
nected to the pin encrypt/decrypt, which depends on
the USER command of encryption or decryption.

The ROM word advances depending on the count
of a § bit counter connected to the front-end of the
decoders of both the controllers. Since all 16 rounds
are carried out on the hardware which can accommo-
date only one round, it is the controller which keeps
track of the sub-key generation for each round. The
controller clocks the Final Register after 16 round are
over. Each word of the controller is 7 bits wide. The
7 bits pertain to providing control signals for the fol-

lowing units.

1)2-to-1 multiplexer to select between loading the
“A” “B” and “C” registers and taking the feed-
back from the previous rounds.

2)3-to-1 multiplexer to select between loading the
key-shift register, shifting the data in the key-
shift register set by 1 or by 2.

3)Providing Clock signals to the Final Output
Register set, which would then contain either the
plaintext or the ciphertext.

The counter which advances each word of the

ROM works on a frequency of 15SMHz.

3.8 S-BOXES

The contents of the S-BOX is crucial to the proper
operation of the EDES algorithm in context to security
and correctness. In design the S-BOX was implemented
as ROM’s. At the front end of the memory element
lies a two-stage decoder. The decoder has 6 inverters,
12 2-input and gates, and 64 3-input and gates.

If the six bit input to a particular S-box is x1, x2,
x3, x4, x5, x6, and if the input pins of the S-BOX are
named as a, b, ¢, d, e, f, then they are connected to
each other in the following manner.

x1 2, x2220x32b,x4¢, x5d, x6 e

The first and the last bit select the row and the
middle four bits select the column of the S-BOX. The
selected element is the four-bit output. The decoder
generates the 64 possible functions of six variables.
Each word is 4 bits wide representing a number form
0 to 15. The block diagram of one S-BOX is shown in
(Fig. 8).

. . Pseudo-NMOS ROM
S-BOX Circuit (4-Bit Word)

€ Bit Input
First Stage Decoder
{Twelve Z-input AND Gates)
Second Stage Ducoder
(Sixty-Faur 3-input AND Gates)

l 4-Bit Output

(Fig. 8) Architecture of the S-box.

4. Implementation of EDES Chip and
Simulation

The design process of the EDES chip can be classi-
fied into the following phases:

1) building schematic for the different blocks.

2) testing the blocks at the gate level for correctness
in functionality.

3)generating the layout of the blocks from the
schematic using an automatic router and com-
pactor tool.

4)testing the blocks at the transistor level, for
verifying the layout vs. schematic, and carry out
timing analysis.

5)creating the top level design using the basic



blocks which are already built and tested.

6) testing the top-level circuit for functionality.

7) generating the layout of the top-level using a
floorplanning tool.

The CAD tools by Mentor Graphics(M. G) were
used in the design of the EDES circuit. The tools we
used were Generated Development Tools(GDT) which
supports the schematic and layout generation. In the
GDT environment there is a grapics editor called
Led. The Led grapics editor can be used for drawing

schematics and layouts.

4.1 S-BOX

The S-BOX have been implemented as ROM’s. The
schematic for each S-Box was built using the standard
cells from the Lx standard cells library. The list of
standard cells used for the S-BOX is given in (Table
1). The ROM has a decoder at the front end which
selects the word. This decoder was built as a two-
stage decoder. The decoder was built seperately and
stored as an individual cell. For each of the S-BOX
this cell containing the decoder was added and then
the memory element for the corresponding S-Box was
built. The GDT schematic of the S-Box! is in (Fig. 9).
The GDT environmemt that supports the schematic
and layout generation. When the design is a schem-
atic form, it can be simulated at the gate-level for

functionality.

{Table 1) List of standard cells in each S-Box}

Standard Cell Count
inverter 6
2-input AND gate 12
3-input AND gate 64
p-type transistor 4
n-type transistor 120(app)

4.2 Key Generation and Encryption/Decryption Con-
troller Circuit
The two 56-bit key generation circuits were then

&= DES P8 15673

tnput (& bits) sSecond stage
descoder
-

first stage
decoder

output (4 bits)

(Fig. 9) Schematic of S-Box|

instantiated in the top-level circuit of the EDES to
form the complete key generation circuit. The standard
cell used for the key generation circuit are listed in
(Table 2). The schematic of the entire Key Gener-
ation circuit is shown in (Fig. 10).

The encryption/decryption controllers have been
built as ROM’s. The decoder of the encryption/de-
cryption controllers have been built in the same way
as those for the S-boxes. The standard cells used for
the controllers are listed in (Table 3). The GDT
schemetic of the EDES circuit is shown in (Fig. 11).

(Tabie 2) List of standard cells in key generation circuit

Standard cell count
3-to-1 multiplexer 112
2-to-1 multiplexer 224

static d latch 224
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(Fig 10) Schematic of key generation circuit.

{Table 3) List of standard cell in encrybtion and decryption

controller
Standard cell count
inverter S
2-input AND gate 8
3-input AND gate 17
p-type transistor 4
n-type transistor 30

4.3 Impiementation Summary :
The EDES algorithm has been realized in VLSI
using a 1.2 micron CMOS technology with three levels

of metals.
Complexity about 40,000 Transistors.
Chip Area 17.5x%7.0 mm 2.

(Fig. 11) The GDT schemetic of the EDES circuit

Clock frequency :15 Mhz.
#of I/O Pins  :32.

5. Conclusion

The increase in the amount of information by elec-
fronic means such as internet, wireless phones, FAX,
ect. has also increased its vulnerability to unauthorizd
accesses and invasion of privacy. This clearly demon-
strate the need for the development of a cryptosystem
to solve these problems.

The objective of the paper was to propose a hard-
ware to implement the Extended Data Encryption
Standard Algorithm in VLSI. The hardware design
had a few drawbacks with respect to the layout gener-
ated by the automatic router and layout generator
used in the Mentor Graphics. The circuit was built
without any power considerations hence it is likely to
constme a lot of power. In case this chip is to be
used in cellular phones it would be worthwhile to de-
sign a low power chip for the EDES algorithm.

The functionality tests carried out on the EDES



hardware yielded correct results for 10 different sets
of plaintext messages and generated ciphertext mess-
age for encryption and decryption respectively. The
input data block to the encryption or decryption al-
gorithm is 96 bits long. To exhaustively test the cir-
cuit we would need to generate 2°° test vectors, which
is very lime consuming. It is proposed at this stage
that further exhaustive testing of the designed circuit
be carried out before the layout mask is sent for fab-

rication.
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