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Authentication for Security on Satellite Control Communications

Jeong Hyun Park' - Sun Bae Rim'

ABSTRACT

This paper presents an authentication model for security on satellite command & control communications. The
proposed authentication scheme is based on the modified Shamir’s signature scheme using a satellite ID (Ident-

ity) and the model uses time stamp for protection of command replay attack from unauthorized center. The
message authentication with command counter that includes an available key and the algorithm is for loading

and execution of commands in the model. Two-way scheme for key change and confirmation between satellite

control center and satellite is also proposed.
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HPA: High Power Amplifier, U/C: Upconverter, LNA: Low Noise Amplifier
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