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A Multilevel Key Distribution using Pseudo-random Permutations
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ABSTRACT

We propose a new key management scheme for multiuser group which is classified as hierarchical structure
(sometimes it is called a multilevel security hierarchy) in the symmetric key cryptosystem. The proposed scheme
is based on the trapdoor one-way permutations which are generated by the pseudo-random permutation algor-
ithm, and it is available for multilevel hierarchical structure composed of a totally ordered set and a partially
ordered set, since it has advantage for time and storage from an implemental point of view. Moreover, we obtain
a performance analysis by comparing with the other scheme, and show that the proposed scheme is very efficient

for computing time of key generation and memory size of key storage.
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(running time, second)

SAES A% FEeA7 e A

Akls} o Akl3} B

i |51 | | 5530
Ay v A gy =

Key 1 | 0.000242 | 0.000220 | 0.000240 | 0.000173
Key 2 | 0.000538 | 0.000286 | 0.080667 | 0.000330
Key 3 | 0.001727 | 0.000332 | 0.065333 | 0.000380
Key 4 | 0.006033 | 0.000418 ; 0.176667 | 0.000513
Key 5 | 0.009800 | 0.000474 | 0.163333 | 0.0005%0
Key 6 | 0016500 | 0.000548 | 0.143333 | 0.000603
Key 7 | 0.027333 | 0.000584 | 0.143333 | 0.000770
Key 8 | 0.038667 | 0.000680 | 0.183333 | 0.000880
Key 9 | 0.044000 | 0.000736 | 0.216667 | 0.000967
Key 10 | 0.057333 | 0.000790 | 0.180000 | 0.000990
Key 11 | 0.095333 | 0.000874 | 0.220000 | 0.001137
Key 12| 0.102667 | 0.000922 | 0.220000 | 0.001080
Key 13| 0.140000 | 0.000988 | 0.180000 ; 0.001313
Key 14 | 0.165000 | 0.001044 | 0.156667 | 0.001193
Key 15| 0.210000 | 0.001110 | 0.203333 | 0.001530

W # | 0061011 | 0.000667 | 0.155527 0.000830
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