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Design of Intrusion Detection and Audit Trail
System using Network Events

Ki Jung Kim' - Sang Hun Yun ' - Yong Jun Lee'" - Keun Ho Ryu "

ABSTRACT

According to the outstanding development of information industry, a study of firewall is progressing as one of
methods to cope with threat and loss of the data through computer network. For the secure network, this paper
proposes the method diminishing threat and loss of the network using the correlation firewall with network audit
trail system. Also, this paper suggests not only the audit analyzer execution model but also the type of databases
used in audit analyzer to analyze the audit data. Network audit trail system has the function of identifing and
analyzing of all intruder actions using audit records created by users.
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procedure count_rule(countdown, expiration)
int countdown, expiration;/* countdown:&1¢] 4
W A FHEE WF*
/* expiration: @A} A|7}Eo 2 ZHA] @9 A7 A=Y/
{
iffaudit_record — action = ‘login’ and audit_record
—» condition = ‘failure’
and (time () < expiration))
{
if countdown > 1
count_rule(countdown —1, expiration);
else if countdown=1
{
printf(“Too much login failed \n");
audit_record — flag = abnormal;
alarm( );
}
}
if(time( ) > = expiration)
break ;
3
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procedure monitor(profile, suspected_userid)



struct PROFILE profile;
int suspected_userid;
{
int maxtimes, duration;
/* maxtimes: ¢ A A, duration: 2191 d 5 7}+A]

a9 A/

if(userid = suspected_userid and is_an_entry_in
(profile, event))
{

maxtimes = select(profile, event);

duration = time ( ) +3600;

count_rule(suspectid, maxtimes, duration, event);

IS

procedure count_rule(suspectid, countdown, expiration,
command)
int suspectid, countdown, expiration;
char *event;
{
if(userid = suspectid and audit_record — action
=command

and expiration < time( ))

if countdown > 1
count_rule(suspectid,countdown-1, expiration,
command);

else if countdown =1

{

printf(“Unusal behavior occurred for
%d\n", suspectid);
audit_record — flag = abnormal;

alarm( );

}
if(time ( ) > = expiration)
break ;
|4
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procedure logout_check ()
{
if audit_record — flag = normal
{
open_DB(A4t% 2+A} DB);
audit_write(andit_record, A4 7HA} DB);
close_DB(Z At 7+ AL DB);
exit();
}
else if audit_record — flag = abnormal
{
open_DB(¥] 4/ DB);
audit_write(audit_record, ¥]3 4 DB);
close_DB(¥} 44} DB);
exit();

}s
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