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Abstract

Routing security is related to the confidentiality of the route taken by the data transmitted over
the network. If the route is detected by the adversary, the probability is higher that the data are lost
or the data can be intercepted by the adversary. Therefore, the route must be protected. To
accomplish this, we select an intermediate node secretly and transmit the data using this intermediate
node, instead of sending the data to the destination node using the shortest path.

Furthermore, if we use a number of secret routes from the starting node to the destination node,
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data security is much stronger since we can transmit partial data rather than the entire data along a

secret route. In this paper, the routing algorithm for multiple secret paths on MRNS(Mixed Radix

Number System) Network, which requires O(I) for the time complexity where

is the number of links

on a node, is presented employing the HCLS(Hamiltonian Circuit Latin Square) and is analyzed in

terms of entropy.

1. Introduction

When we transmit the data in a distributed
network, we must consider Routing security.™
Routing security is the security of the route
taken by the data transmitted over the
network. If the route is detected by the
adversary, the probability is high that the
data are lost or the data can be intercepted
by the adversary. Therefore, the route must
be protected. To accomplish this, we select an
intermediate node secretly and transmit the
data using this intermediate node, instead of
sending the data to the destination node using
the shortest direct path. The above route
consisting of two paths - the first path from
the source node to the intermediate node and
the second path from that intermediate node

to the destination node, is called a secret

route. Furthermore, if we use a number of
secret routes from the starting node to the
destination node, data security is much
stronger since we can transmit partial data
rather than the entire data along a secret
route. To employ the above idea, the data is
dispersed into n pieces by the ID AF(Informa-
tion Dispersal Algorithm using the FFT

i transmi-

algorithm).” Then, each packet is
tted simultaneously to the destination along
its own secret route in the n-dimensional
MRNS(Mixed Radix Number System)
network. For this routing, we must find these
n secret routes from the starting node to the
destination node. Also, all the packets should
arrive at the destination in the minimum
possible time. Therefore, each secret route

should be disjoint from all other secret routes.

A = the starting node B = the destination node
I, = the i* intermediate node ; L # I, if i # ]

Figure 1. A set of secret routes
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Finding a set of disjoint paths in a
general network is a computationally difficult

Bl However, researchers have proved

problem.
that there exist sets of disjoint paths in
specific kinds of networks. From these proofs,
they have designed combinatorial algorithms
for finding a set of disjoint paths. Unfortun-
ately, these combinatorial algorithms require
much time for obtaining these paths. Some
approaches have been tried to reduce the time
complexity for these algorithms. Rabin™ has
applied an error-correcting code method to the
parallel routing algorithms for the hypercube
network. Rabin’s algorithm employs an (n x
n) Hadamard matrix, every two different rows
of which differ in exactly n/2 positions. This
algorithm is central to the current studies in
Routing security and we continue his work
below.

We have two methods for designing n
secret paths from the starting node to the
intermediate nodes. One of them is to select
the intermediate nodes secretly, and then to
find the disjoint paths from the starting node
to the intermediate nodes. The other is to
make the disjoint paths secretly and then to
randomly select the nodes on these paths as
the intermediate nodes. Since these paths are
made secretly and the nodes on these paths
are selected randomly, each node in this
network is chosen secretly. Rabin's algorithm
follows the first method. Valiant's algorithm',
which involves finding one secret path, may
be adopted to yield an example of the second
method. Our method, as yet unexplained, is
designed based on the second method.

We propose an alternative algebraic method

for secret routing on the MRNS(Mixed Radix

Number System) network.™ For the first part
of the secret routes from the source node to
intermediate nodes, our method is to trans-
form a set of vertex-disjoint paths into
disjoint sets and then to investigate these
disjoint sets. Later, these sets with some
constraints are used to construct a special
class of matrices, where each set is used as an
element of a matrix. We construct a special
class of matrices, where each set is used as an
element of a matrix. we construct a special
latin square called as HCLS(Hamiltonian
Circuit Latin Square)™, and then generate the
MMGSP(Modified Matrix for Generating
Secret Paths)(see Appendix) applying the
HCLS, from which the first part of the secret
routes are designed. For the second part of
the secret routes from these intermediate nodes
to the destination node, the CMEMF (Connec—
tion Matrix Employing a Masking Function)
(see Appendix) is employed. The reader is

¥l for extensive discussion of latin

referred to
squares and their applications.

This paper is organized of the following
three sections. Section 2 describes what MRNS
network is. Section 3 gives an application of
this matrix to the secret routing algorithms
for the MRNS network. Then, the algorithm
described is analyzed in Section 4. Finally,

concluding remarks appear in Section 5.

2. Description of The MRNS
Network

The MRNS network is constructed from
the mixed radix number system(MRNS). The
routing algorithms of the MRNS network are

similar to those of the hypercube network,



108 BEFBRRELEHLEE (1997, 9)

Each algorithm is composed of two phases.
The first phase is to transmit the packet to a
randomly chosen intermediate node through
the secret route. The second phase is to send
the packet from this intermediate node to the
destination node along the secret path. This
section provides the definition of the MRNS,
gives a description of the MRNS network, and
presents two routing algorithms of the MRNS

network.

2.1 A Mixed Radix Number System
(MRNS)

Let N be the total number of nodes of the

MRNS network and let N be represented as a

product of m/'s, m; > 1 for 0 < i < n-1.
N=m, ,Xm, ,X -+ Xm,Xm,

Then, each node u between 0 and N-1 can
be represented as an n-tuple (u,_, 1. -' -y
u,) for 0 < u, < (m, - 1). Associated with
each ui is a weight wi, such that

n-1 i-1
u= Y uixw; and wi=J[m;, wo=1
i=0 j=0
Example 1: Let N = 24, m, and w; can be computed

as follows.

24=4%x3x%x2.
m,=2, m,=3, m,=4

wo=1, w,=2, w,=6.

Figure 2. 4x3x2 MRNS Network

Then, u = (wuu,), 0 < uy, £ 1, 0 < y,
< 2,0 £ u, £ 3 for any u in the range 0 -
23. 010 = (000), 23, = (321) in this mixed
number system. Any node can be described in
this system between (000) and (321). Node
(000) is directly connected to nodes (001),
(010), (020). (100). (200) and (300) as shown

in Fig. 2. For the sake of clarity, connection

is not completed in this figure shown by

dotted lines.

2.2 Structure of the MRNS Network
Each node u = (u_ u., ' -u--"u) is
connected to nodes (u,, u,, - u’,---ul) for

all 1 < i < n., where u’, can be any integer
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from {0, 1, -+, m,,} except u; itself. Given n-

dimensions with mi number of nodes in the

ith dimension, the following facts are

described.

(1) The total number of links per node is l=nz—‘,I (m;-1)

i=0

(2) The total number of links in the MRNS network
is N/2xI where N is the total number of nodes.

(3) Each dimension is constructed as a complete
graph. This means that for the i* dimension, the
total number of vertices is m; and the total
number of links is mXx(m;-1)/2. Then, the

link(p, q) is represented as (i, j), where

n-1
j= ¥ (mk-D+(q-p), p < q, P> G€ Zm,

k=0
(4) The n-dimensional MRNS is a connected graph

of diameter n.

Now, we examine the flexibility of designing
the MRNS network. Given N nodes(N
prime number), more than one kind of MRNS
network can be designed based on
considerations such as the dynamic security,
the volume of data to be transmitted, and the
cost of the hardware. If the network is more
secure and has a large volume of data, then
the network can be constructed with more
links. However, the cost for constructing the
network is a primary consideration, so the

network should be designed with as few links

as possible.

Example 2: Given 24 nodes, four kinds of MRNS
networks, NK|, NK,, NK, and NK,, can be designed.

NK, =Z,XZ,
NK, = Z, x Z,
NK, = Z, X Z,

NK,=2Z,%XZ,xZ,

From 2.2-(2), the total number of links are
144, 108, 96, 72 for NK, NK, NK, NK,

respectively.

3. The Design of A Secret
Routing Algorithm on the
MRNS Network

Two special matrices, the MMGSP (Modif-
ied Matrix for Generating Secret Paths) and
the CMEMF(Connection Matrix Employing a
Masking Function), are applied to the secret
routing algorithm of the MRNS network.
The secret routes consist of two sets of the
paths P, and P,; P, denotes a set of | paths
from the source node to [ distinct intermediate
nodes, and similarly., P, denotes a set of
paths from these intermediate nodes to the
destination node. A secret routing algorithm
therefore is composed of two phases. The first
phase involves transmission of data from the
starting node to I, randomly chosen,
intermediate nodes along the paths belonging
to P,. The second phase involves sending the
data, from these intermediate nodes to the
destination node along the paths belonging to
P,

The routing algorithms of the MRNS
network are similar to those of the hypercube
network. For the MRNS network, the number
of channels is determined by the modular
number for each dimension, while the modular
number of each dimension in the hypercube
network is always 2. Considering the structure
of the MRNS network, the following two

propositions are described and proven in {13].
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(a) design a secret set of
I node-disjoint paths

(b) an intermediate node is
randomly selected on each path

(¢) construct P, and P, via these intermediate nodes

Figure 3. The design of a set of / secret routes

Proposition 1: Let A and B be any two nodes in the
MRNS network and assume that H(A, B){12] < n.
Then there are H(A, B) parallel paths of length H(A,
B) between the nodes A and B.

Proposition 2: Let A and B be any two nodes of an
n-dimensional MRNS network and assume that

H(A, B) < n. Then there are [ parallel paths between
n-1
A and B, where /=Y, (mi-1). The length of each

i=0
path is at most H(A, B) + 2.

For the design of secret routing algorithm,
we describe the special matrix called the

HCLS(Hamiltonian Circuit Latin Square).

Definition 1: The HCLS is constructed as follows:
Given distinct n points, a Hamiltonian circuit
a,—a,—>--a,,—a,, 4, is randomly selected. On the
circuit each row of the matrix is obtained from the

Hamiltonian path, starting at any position a,(0<j<

n-1) under the condition that no two rows begin at
the same position. If a Hamiltonian path is
a,—a,, —--a,,—a,,, then the row obtained from it

is [a 2y, - 2y, 2]

The Algorithm below describes how to

construct ! parallel routes for the n-dimensional

n-1
MRNS network, where {= Y, (mi-1). Unlike
i=0

other algorithms, this algorithm wuses the
HCLS to make partitions, each consisting of
secret paths. Paths belonging to the same
partition utilize the same dimensions at fixed
times for the packets, if necessary. Since the
source node has ! channels, the data is
dispersed into ! packets and all packets of the
data are transmitted to the neighboring nodes.
These [ channels are determined by two
factors -~ the dimension that the HCLS

assigns to each partition, and the link of each
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dimension that each partition assigns to the
packet. By considering the structure of each
dimension in the MRNS network, Proposition
1 and Proposition 2, the second part of the
route is determined. To construct disjoint
paths in each partition, we use the property
of the MMGSP(see Definition 1 in Appendix).
But it is hard to check that each
element(with represents a link) in the
MMGSP is distinct from all other elements.
Instead of examining all the elements, we just
look at the element in the first and last
columns. For the second phase of the route,
suppose that all the elements in the first
column are distinct. Then, the paths
represented by the rows of the matrix, will be
disjoint, even if the elements in all columns
other than the first are the same. For the
second phase of the route, the CMEMF is
used. If two elements in the last column are
the same, change one of the elements in the
first column{in the same row as one of the
elements in the last column), and compensate

for this by adding an extra step at the end of
that path.

SR_MRNS Algorithm
cobegin

(1) Split P, into ! packets P,y P, Py, -+, P, is the
data at node x.

(2) Randomly choose a sequence from the n!
permutations of <0, 1, 2, ---, n-1>.

(3) Design an (n x n) HCLS, and construct the (I
X n) matrix MMGSP by extending the (n X n)
HCLS designed above, where an element of
the matrix is (m;, 0;), m, = the i* dimension, o,
= the j" link selected on that dimension. To

accomplish this, a set k, of (m;, o)s is

randomly chosen from the set of all other (I -
1) sets and Ikl = n.

(4) Select k, for the length of each path, k, € {1,
2, -, 1)

(5) Using the (! - n) matrix described and k,,
construct pairwise vertex-disjoint paths Dy,
D, -, D, from x to R, R, -, R,
respectively, each length is at most n.

(6) Compute a set of different bit positions of R,
and n(x) for the i" packet, 0 <1< [-1.

(7) Randomly choose a sequence from the n!
permutations of <0, 1, 2, -, n-1> and design
an (n x n) HCLS, and then construct the (I -
n) matrix MMGSP,

(8) From Steps (6) and (7), we design the (I X (n
+ 1)) matrix CMEMF, and then make
dynamical edge-disjoint paths E,, E,, -, E,,
from R,, R, -
destination node n(x). Each path E; has length

, R,.,, respectively, to the

<n+l.
(9) Attach the i" routing path E; to (P, D).

coend.

Given an n-dimensional MRNS network,
the routing algorithm presented above
describes how to construct [/ secret routes. The
structure of each dimension is described as a
complete graph of given nodes. The [ secret
paths of the MRNS network are more secure
than those of the hypercube network, since the
choice of the link at each dimension in the

MRNS network is flexible.

Theorem 1: The SR_MRNS Algorithm requires

O()) time, where [ is the number of links per node.

Proof: The Algorithm is thus fairly straightforward.
The time involved in performing all the steps except
Step (6) is small. These eight steps of this algorithm

does not contribute to an objectionable overhead.
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Step (6) Computes different bit positions of
intermediate node and destination node for each
packet. In Step (1), the data is dispersed into ]
packets. Therefore, Step (6) needs O([) time.

The following example will provide a better

understanding of the algorithm given above.

Example 3: Let x = (0000) and n(x) = (1100), and
let m, = 3, where (0<i<3). The total number of nodes
N = 3%, and the total number of links / per node is 8.

Then, The Algorithm is executed as follows:

1) Following Steps (1) and (2), the data at node x is
dispersed into / packets using the IDAF and select a
sequence (2 13 0).

2) According to Step (3), design the HCLS and

construct the (8 x 4) rectangular matrix.

the (4 x 4) HCLS (8 x 4) matrix
r,1(1,2)G,1H) 0,0 T
(2,2) (1,1) (3,2) (0,2)
2130 1,1 3,1 (0,2) 2,2)
1302 (1,2) (3,2) (0,1) (2,1)
3021 G, 022212
0213 (3,2) (0,1) 2,1) (1,1)
0,1 2,1 (1,2)(3,2)
L (0,2) (2,2) (1,1) 3,1) _

3) In Step (4), choose 1,2,4,2,3,2,2,1 for the lengths
of the paths, respectively and construct pairwise

vertex-disjoint paths D,, D, -+, D,,.

D, : (0000) — (0160) : (2,1)

D, : (0000) — (0200) — (0210) : ((2,2) (1,1))

D, : (0000) — (0010) — (1010) — (1012) — (1212)
(L1 (3,1) (0,2) (2,2))

D, : (0000) — (0020) — (2020) : ((1,2) (3,2))

D, : (0000) — (1000) — (1002) — (1202) : ((3,1)
(0,2) (2,2))

D; : (0000) — (2000) — (2001) : ((3,2) (0,1))

D, : (0000) — (0001) — (0101) : ((0,1) (2,1))

D, : (0000) — (0002) : (0,2)

For synchronization, we add (n-ID/)s to the end of
D,0<i<7

D,:((21) s s s)

D, ((2,2)(1,1) s s)

D,: ((1,1) (3,1} (0,2) (2,2))

((1,2)(3,2) s 5)

1 ((3,1)(0,2) 2,2) )

((32)0,1) s s)

(O E21) s s

{(0,2) s s s)

Ry

Ny

>

U og Uy

~

4) In Step (6), locate the bit positions that differ
between R, and m(x).

E, : (0100) — (1100) : different positions = ((3,1))

E, : (0210) — (1100) : different positions
((1,1),(2,3),(3,1))

E, : (1212) — (1100) : different positions =
(0,2).(1,2),(2,3))

E, : (2020) — (1100)
((1,2),(2,1),3,3)

E, : (1202) — (1100) :
((0,2),2,3))

E; : (2001) — (1100)
(0,1),(2,1),(3,3))

E, : (0101) —» (1100)
((0.1),3,1))

E, : (0002) — (1100) : different positions =
((0,2),2,1),(3,1)

5) In Step (7), select a sequence ( 0 3 1 2 ) and

: different positions =
different positions =
: different positions =

: different positions =

design the (8 x 5) rectangular matrix.

(8 x 5) matrix

F s (3,1) s S s 7]
(0,1 3,1 (1,1) (2,3) (0,1)

the (4 x 4) HCLS

0312 s (1,2)(2,3)(0,2) s
3120 330,221 s s
1203 s 23)0,2) s s
2031 s 2.H)O1)33) s

s (0,1)(3,1) s ]
L(22)02)3.1H s 23)
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6) In Step (8) and (9),

Po2,) s s s s 31D s s S )
P, (2,2)(1,1) s s (0,1)(3,1)(1,1)(2,3) (0,1))
P, (1,1) (3,1) (0,2) 2,2) s (1,2)(2,1)(0,2) s )
Ps(12)(32) s s (G322 s  s)
P.,G1DO2 s s s (23)02) s s)
P, 3201 s s s 2,D(01)33) s)
P O1DE21 s s s (ODHED s s)
P02 s s s (2,2)(0,2)(3,1) s (2,3)

4. The Analysis of SR_ MRNS
Algorithm

We now analyze the algorithms above in
terms of entropy”™ of how to select a set of
we realize that the

secret paths. Intuitively,

computation of the entropy for it is very
difficult, however, the important factors for
this computation can be found by examining
these routing algorithms. These factors are
how to secretly choose [ distinct intermediate
nodes, and how to generate secret routes from
the starting node to the destination node via
these intermediate nodes secretly chosen above.
The first factor means that if we select [
distinct intermediate nodes more secretly, [
secret routes these

designed by using

intermediate nodes, can obtain stronger

security. In this paper, secret routes(from the

starting node to n randomly chosen

intermediate nodes and from these

intermediate nodes to the destination node)
must be designed under the condition that
these routes are disjoint, however, it is
impossible to algorithmically generate all the
secret routes. In such case, by adding some
constraints to the conditions of being secret

routes, we can find an algorithm, which

produces only small subsets of all the secret

routes. From these reasons, we should
develop a new method for constructing large
subsets of all the secret routes, instead of
evaluating the entropy for the second factor.
Therefore, we now concentrate on the
computation of the entropy of how to select [
distinct intermediate nodes. The following

three propositions are discussed in sequence.

Proposition 3: The entropy of selection of any !/

distinct intermediate nodes from N nodes is
N

(/)
zl" -log Pix P, P =

i=1 (I;l)

L

n-1
where N =m,. X mu; X -my Xmeand /= Y, (m; - 1)
i=0

Proof: The number of cases for selecting [ nodes

fromN is (1;,) Each case has the same

probability of being chosen. Therefore, the case Pj

has the following probability, P; = ( 1{,) .
i

Proposition 4: If the HCLS is used for constructing
node-disjoint paths(see the first phase of the
algorithm), the entropy of selection of any node
except the starting node is

(%)

N
1 (&) o
Z -lOngXPj,PJ:;l—X—W, w= ﬁ H (mj'l),

n
i= 1 i=1 1

i=1 j

~.
I

where j should be selected (|} times, 0<j<n- 1,

Proof: The i® intermediate node I, is determined by
the length k of i" path from the starting node x(see
Routing algorithm 2; (3) & (4)), that is d(x, 1) = k.
The length k is selected from the range[1 - n] with
the same probability 1/n. Since the number of
nodes, each of which has the distance k from node
x, is w and each of these nodes has the same

probability 1/w of being chosen, the actual
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probability of selecting the i* intermediate node, is

1/(n x w), where w is described above.

Using Proposition 4, Proposition 5 will be defined

next.

Proposition 5: The entropy of selection of any [
distinct intermediate nodes from (N - 1) nodes
(except the starting node) is
(N-ll ) n 1 a n
. X P, P, = '" >
T -logPixP, P, P(nxw) , X an20

j=1 m=1

Proof: The number of cases for selecting / distinct

nodes from (N - 1) nodes, is ("} ). The probability

P of the i* selection of / distinct nodes is a product
of n probabilities, where the k™ probability is that a
node is chosen as the k* intermediate node, that is

1/(n X w).

5. Conclusion

This paper presents parallel communication
and secret

MRNS(Mixed Radix

routing algorithms in the

Number System)
network. Two topics are involved in this
paper - parallelism and data security. For the
aspect of paralleli’sm. we construct a set of
vertex-disjoint paths in the MRNS network
employing the special matrices. Our algorithm
for constructing ! parallel paths in the n-
dimensional MRNS network requires only
O(l) for the time complexity, while other
Rabin's
Algorithm, need more than O(I). For the

algorithms, such as Routing
aspect of data security, this paper describes
the topic of Routing security. Routing security
is the security of the route taken by the data

transmitted over the network. If the route is

detected by the adversary, the probability is
high that the data will be intercepted. In
order to receive the data safely at the
destination node, the route must be protected.
To accomplish this, we select the intermediate
nodes secretly and transmit the data via these

intermediate nodes to the destination node.
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Appendix

Definition 1: Call the matrix M' as the
MMGSP(Modified Matrix for Generating Secret
Paths), no two entries in this matrix are the same.

This matrix thus satisfied the following conditions.

DM =[U,], U;C(Z, +s}{0<i<n-1,0<j<m-

1, 0 <[}, and where s means: "stay at the current

node".
igl=j+1
i) U; 2 U, ifizk
iv) U; C Uy,
V) Uy, =U;+ {s},if s € U

Definition 2: Let F be a masking function and M? be
an (n X m) matrix, where M* = [y, ; u; € Z,0<i<
n-1,0<j<m-1.

u,,ifu,er, rCZ,
s, otherwise

F Tt rn_l(ui,j)= {

The Connection Matrix Employing a Masking
Function(CMEMF) is constructed according to
Definition 1 employing the masking the masking

function specified in Definition 2.

Definition 3: Given the MMGSP M' and r, denoting
the set of different bit positions between the i®
intermediate node and the destination node, this
matrix is transformed into partial matrix by the
masking function, then this transformed matrix is
called the CMEMF(Connection Matrix Employing a
Masking Function)
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