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Abstract

OMG(Object Management Group) published a security service specification, called CORBA
(Common Object Request Broker Architecture) security reference model because the integration of
security and object-oriented techniques was critical for successful deployment of distributed object
systems. The CORBA security reference model treats access control as an implementation independent
semantic concept but has incomplete semantics of the access control function. Because of such
imcompleteness it is difficult for the system administrator and the CORBA security implementor to
have the same understanding for the meaning of access control in the CORBA security. We propose a
formal model for access control of the CORBA security using the formal description language, which is
called Z language based on typed set theory. The proposed model provides concrete semantics of the

access control function to both the system administrator and the implementor.
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Aelole A4z 2R 247k A @g
< °lu3lc}. Z, Vp, p': PrivilegeAttribute; d, d' :
DELEGATION_STATE; r, r' : Rights ® (<p, d> €
HasState » <p, r> € HasRight * <p', d> € HasState'
A <p', r'> € HasRight' = HasState m HasState' = &
A HasRight N HasRight' = @) & ¢]u] i}, vl
H¥A ~7)7}el ZDomainAccessPolicy 7]
vty =dd AZ AAE A7 o= HES}
e 271 =x A AUE AAY o
oA At 2R AU 27lete ge
Aold, olx WAHA e 270t WeE

& onjgiet. o] A7|nle]l =z el A 9
ARR7L 2Flwbel Aeld Wae ASE et

He AL Aol Fro e dejdH ol Y
3 #AAANA ol 25
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— RequireRights
HasCombinator
HasOperations

HasClass : Rights <> CLASS

: Rights <> F RIGHTS_COMBINATOR
: Rights <> OPERATIONS

IsDefined : OPERATIONS - CLASS

HasClass © HasOperations ; IsDefined

27 48 A Adl= 919 RequiredRig-
hts Aye} A7)obe} A A e A AAH
ixe YeloldER st gaz wdd
t}. =, RequiredRights A7|u}8] AT UHE= @
7 W AAe] He], dE =2¢A ez 2
23 AT 58 AAA AdEH ez
A9€ 9vu]¥det =7, RequiredRights 27]v}
ZHHZNA " AaAbe Z dejoll A A
e 712 QAR = Fd el 5
Ag B2JI. o] AT m¥HIE 99
g xdo= AYA9stH Vr: Rights; ¢
CLASS e (<1, c> € HasClass = Jop : OPERATIONS

ols
I

W ¢

it A o 1o

e <r, op> € HasOperations * <op, c> € IsDefined)
2 7led 5 i

ez o7 A AW & Q2Ere 8
vl "dast EA1dd wl=A] ¥ s o] 29
Aaz a2z dE 2@3A7L SAl EAE

o} 3l 2ule] EAL Aoty YHA e
3} 78 InvRequiredRights A~7|vt8 Ao
2 Aot} w3l xoje wel AAo AF|n}

AAlsh el 27 Wel WAL Fug AHA
e asel s 1 At AR A7)
alsh WARA g 27lnhe 47 AP
| vhgst 2,

i

—— InvRequiredRights
RequiredRights

dom HasCombinator = dom HasOperations = dom HasClass

— A RequiredRights
InvRequiredRights
InvRequiredRights’

InvRequiredRights' ~ InvRequiredRights

= RequiredRights
A RequiredRights

8 RequiredRights' =  RequiredRights
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32 A< AR ¥+

CORBA HZ Alo] mdloM Ax %A
HZ AAL 'AccessDecision' ¢1E]s) o] 2o €]
A SA=E, ox Ay Azl AT Aolg
ZAbshedl ol g8t CORBAS A2 24 &
= o] AR Z7te] HE ¥l AA AR
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AA, AT 2A el SAT AEH o
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—— AccessDecisionFunction
= DomainAccessPolicy

Z RequiredRights

pa? : PrivilegeAttribute
operation? : OPERATIONS
name? : CLASS

flag! : BOOLEAN

pa? € dom HasRight

\

v

flag! = false

RequiredRights' = RequiredRights

(3gr : Rights e gr = ran HasRight pa? A (drr : Rights

op? = ran HasOperations rr » name? = ran [sDefined op?)

A (3rc : RIGHTS_COMBINATOR o rc € ran HasCombinator rr
A re = SecAllRights) A gr[] rr = #rr = flag! = true)

(Jgr : Rights e gr = ran HasRight pa? A (3rr : Rights
op? = ran HasOperations rr » name? = ran IsDefined op?)
A (3rc : RIGHTS_COMBINATOR e rc € ran HasCombinator rr
A re = SecAnyRights) » (gr nre rr) A gt ] rr > 1 = flag! = true)

DomainAccessPolicy’ = DomainAccessPolicy
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[6. 710 7]« CORBA HI Aol =i
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e aEF oAt EAaA gt
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Wiz FRE A7 gled, oEe (2
9 2(2)del AAH eolBol st FEE
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—— Grant_Rights

A DomainAccessPolicy

rights? : Rights

priv? : PrivilegeAttribute, state? : DELEGATION_STATE

HasState' = HasState U {(priv?, state?)}
A HasRight' = HasRight U {(priv?, rights?)}

A rights? = ran HasState' priv?
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vk oll, 53 AbgAtel A oln] Foizl e Gl A" F HAsES SPAZ A A
g A3(evoke)dl= WA=E Ay ¢4 axold, o) ¥ AR Fojzl Hidte]
o#fj 9} 72 'Revoke Rights' dAAl £7)utg A + A8 g AT deE 2F gAAE d
oJgich. o] A7]wte] =L Wlase £ Ate|rh webA o] 27wt Z e 9
3 Az WA =d AT AN Azt Hoz Fola Udte] 71Ee] 2w e A
z719 AelelAM 4F Az Feoizl Azl 4¥" A=z dAsE @ dAAE A
AAAZ Az dAgdE APHoes 2PF s 1 ou|E A Y33

oh. A g4 AF)wpel 'Replace_Rights'

—— Revoke_Rights

A DomainAccessPolicy

priv? : PrivilegeAttribute, state? : DELEGATION_STATE
rights? : Rights

priv? € dom HasRight » state? € ran HasState priv?

A HasRight' = HasRight [> (HasRight \ {(priv?, right?)})

—— Replace_Rights

A DomainAccessPolicy

priv? : PrivilegeAttribute, state? : DELEGATION_STATE
rights? : Rights

priv? € dom HasRight » state? € ran HasState priv?

~ HasRight' = HasRight @ {(priv?, right?)}

42 87 HWe RAA Ay e ol A Elgo]Ad AH EA WA=E £33EH
L75HE A2 A F71387) dEe) 41
CORBA AHZ Alo] mdoA] HAgtred Abel Ao A A ‘grant_ rights’ WA=} B &3

® 7R S a8d 47 Bl M ST dem @A af A8 3a9 Ya
#2]E ’set_ required_ rights’ A E=el] 23| AAZRE A Zel7l Qleh o] HlA =l
st o] Himt 54 AA 42459 ¢ "’“'xl’ At A7)vke o3 o] Aoyl

— Set_ Required_Rights
A RequiredRights
op? : OPERATIONS, class? : CLASS
right? : Rights, combinator? : RIGHTS_COMBINATOR

HasCombinator' = HasCombinator w {(right?, combinator?)}
HasOperations' = HasOperations U {(right?, op?)}
A dom HasCombinator' = right?
HasClass' = HasClass U {(right?, class?)}
A dom HasClass' = right?
IsDefined' = IsDefinded U {(op?, class?)}
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