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Abstract

In this paper, we analyze two claws of Zhou-Gollmann's protocol. The protocol divide the message
into a key K and a ciphertext C. The ciphertext C is delivered to the recipient, but the key K is
submitted to the TTP, after the message originator receive the recipient’s receipt for the ciphertext.
TTP puts the key in the directory which is accessible to the public. So, the recipient’s obtaining the
message dependson whether the originator submits the key or not. We will show that the originator,
which is in such an advantageous position, could make the protocol be unfair and present how to

improve the protocol. On the other hand, Zhou-Gollmann's protocol doesn't provide the secrecy of the
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message, since the key K is published. This means that, to send a secret message, additional

mechanism is required. In this paper, we will present an improvement of Zhou-Gollmann’s protocol to

keep the message secret. The key distribution of the proposed protocol is based on the Diffie~

Hellman’s one.
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45 Fld

(4) M=E(C, K, &) & &3}

DA (2)ellA] B WAL A K= K5, mod p

& Z9stolob Aok WAL BelA AAA

K= K., mod poll A FHg 273A go

W B 7) Ang A A M e

WAIX] M’=E(C, K’, d)& ¥iddx 3

4 gl B7b BAbel A K= K7, mod p7} B¢

Z9 3l HHL Chaum®] undeniable signature

o] A A5 #el =z = Z(Confirmation Protocol)

3 e

(1) =A} w4 O<a, bep-18 QA3
R=K*,, - g* mod p& BoA AL}

(2) B : 34 O<t<p-1% AQAS T\=R - g
mod p, T,=T /s mod p& AAstS T, T,
g BANA AEB

(3) WAL & a, bE BA A4

¥

(4)

9
(5) FAF -g'mod p&} T, = K*- p*';
mod pd& FAse V=W, K=K,

= 9xelA M, C, K, T, T, T, L, r3

Z7% NRR, con_KE A&d. #AAl= o2

I 22 A& F3te wWAIA ME B7) sk

& A £ vk

(1) con_K7} feoullAUBILNTITLIK, o )3
TTPS M 9L .

(2) r, Kol 3t K,,=¢g" mod pY& 3l
832, B2l FNF) pyell &3te] wlAx] ¢
37| K=p", mod p& AAtge}

(3) NRRo] fo JIAIILITNT,IIC)| =438 B2 A
HYE g

(4) T<T <TE N33}l=%] F9qldlv}

(5) M=E(C, K, d)& &¢l3ic}.
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5. 4 &

2 =% = Zhou-Gollmann X9l =
22g9 F/A FAAE AAH3} olHF
FAME AT £ U e AAEdAH.
AA BFARLE q37)|E SEaE Ao
WA AR Al Ql7] W ol TAAIE AR B
o AdAHez fed AAd dde Aeoln.
ALY frEld XS ZREFE FTARA

A ANA YEEE FL FEAE U
TTPel 37 A9 Eeel AAFozA oA
o wel wAHA ok metA, TR
B AAE FAAA BT AAHE
3748 s e Algalelol Bk 2 &

R = % -
BT LA $47 Aol 2ERHE

MAE7] 93t AR HA A F= W)
AA 4 QGeF(NRRYW 3718 55
v AIM(T)E& Azt F57] FF5e A
FA121e] A AEstgv. =3, Diffie-
Hellman 7] ¥ wdel] 2lste 3718 &
Az A Eelsted TTPel 55HE 71(K..,)
2 Ry AA 437 K& 9 5 =% T
o724 wAR ] o] FAHEE 5.

E =EdAM AgEd Z2EFLE Zhou-
Gollmann X2 ¥ Fo

718ke =3 ¢)7) W&ol Zhou-Gollmann =
ZEEH IR TTP JE=7 AHeow
A% o Hn. g, Al Elgell A
FAAE t37) K& §57) K, Ateld]
AL JAMNA FHsldof S A" Z2
EF FAHAL A AR n]Feo] A
o2 W 2 FAAH| U
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