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ABSTRACT

At Crypto’89 meeting, D. Chaum suggested an undeniable signature scheme. Undeniable signatures are verified
via a protocol between the signer and verifier, so the cooperation of the signer is necessary. So far, there have been
several variants of undeniable signatures to obtain a signature scheme, which can control the abuse of ordinary
digital signatures.

In this paper we integrate these variants into a generalized undeniable-type signature scheme. Also, it will be
pointed out, that undeniable signature schemes but its first realization are vulnerable in full view of eavesdropping
third party. Moreover, to solve this problem, we propose a new type of digital signature, called “result-indisting-
uishable undeniable signatures™ and construct a practical protocol that implements it.
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o g4 o]o tfFdte shrbe] v A A mol] o gk A+
ghe R UXE MEoR w4 9o, 4
okarel s ol Wi k A A& oSk 2o v
AA o} g Aol HalM % 7 k= fk, m), g8
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o] Bl# sty £7}EEE kE YR AA Fe A&
Brbssie AA 8 oF 10249 71 B A ) k=1024
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1009t #9] 19 82 2] MAEE ¥R F
o, # T2 EEL 103 A3 A MY
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OAAFL Aol AT d bE FHAANA
AEgrh
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Vorwer B WESE=A] ZAVSIS o] WERFH ©
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A devhe AL AHdo] TREFZE 2

A Feths AMEE Yn3lng ZREES F
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fie-Hellman 3 %78 42 U&= Mg a9 A1 E A3
ZHEE FAlxDE Foi2 MHmw, 7, )9 IHE
goigt = o, oA A3zt Al A FFA
£ RY 4 sli(designated confirmer signatures
(3= directed signatures)). nfxjgto 2 A 5
A 2L BobQ) FNT yeard A OB Y A S,
Youp0l B VLI ¥ps D 7FA I U= Bob¥ho] A H
< 398 F A3, Mol A7 He A5l A3
ol Al 2 Aol Aliced] 98| AN A HP A FFE
AE9e 29 4 9ltH(nominative signatures).
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e Mu dnelEFe YHESE s U544 =
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3, YA E Age] Eojstof & 9FeF du gl
o} webs tAE M el 37t BESHT A F 8t

ol#] gl wfol] "94ARE F7t HFEIE FAHoZ A
B ALY e ARENGANAN Qoo Lojg Zt
© WA A i A AEE A9 “PolE A E
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Al=w 2718
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ROSARE S 22 55 Yot 38
ARy Yot 98,
HL7))rig ok &S Yol &

Aol 44

AR A 4 (Pre-computation):

OMYAE T e 35 b, EZE AYst w
=gk (mod ¢q), z= A% (mod p), 2B r=h'
(28 Asitt. 7)o NEate 3% oiA e
o) A kA 8 F UHE 42 BT

oAl me] A A4

@MAA Alicers e=h'r|hw|m)E A}sL3L s=
X ptice* (B2 —€) (mod Q)5 F819, (msw, 7, 5, (4))
7t MAIA mell 3 Aol Bt

ARl A%

Mg Ee) 198 Fsk7] A3k e=h'(lhwlm)
g 78 ¥ r 2V 0N E BEFEAE 2
At

A AdAd S %
log grwomelmn s,y 2= loggA—E‘a_’« E = o|AH) & <}

2 AR dRE XA FY WP = P

V. Result-indistinguishable undeniable
signatures

5.1 Undeniable signatures2| 2XAI&
@Julz © 2 undeniable signatures< th&2 dAE
Tadch

@ Alicexs Bobol Al X 8-& A A &t

@ Bob2 W challenge @& A4 3tel Alice A
gt

@ Alice= 2113 2] M) AP7)E 0|45} challengeo]
ST Alicex= Atgo) A3 730l T challenge
o th$-3= response gt AAEY 4 AUoh.

@ Alice?) responsedl] 27 3], Bob-2 A 2| 219
g g}
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aay, 23 418 Al 98k, A3= 7} AliceSt Bob
Atole] BE 3}l W &(view)S £ 8 FPd =4
A A E Ao FFAEL SN F UA HY, o2
st g&o] AFAQ F97t Ack tiLo] o2
Bl = 2 & undeniable® A A olA] vpebd

ojr 7| AN 2¥ate FAR lice?t A& NH
o 9jH e a7sty vy ANE AFEE L e A
©2 Azts) B o] AgE AUt gAE MY
o HgatA gow we JB AFA7}E undeniable
signatures& AMEEFCE 7HY S Bk A& ZFAAA
=59 ARE REY S o ¥ 2EFT
g5t AR AEAY NLE AT st A& A
o|a g A& 7T Yoz AH3AA 2] A
S 9 5 glg Aol

e, olm o4 B &g 7)ol dliced] RE
535t U £ 2SS AATHA, A8 7| BT ofy
g}, Alices} A& 715 Atol] i3 W &-& 7HA X 9
=g B GA dlice?] AEE 9T Ug A
ojtk. wakd AF AW AFAE slde] A
5] B2 o)gt 72L& & & A& undeniable signatures?t
HesiA e 4 F U # HoXe ol HA
3} 4= 9l result-indistinguishable undeniable signat-
uresS A ¢Hghc} result-indistinguishable undeniable
signatures®] 4L 7AW el A &4 F
g whEsfof gt}

1. (Confirmation) A% 2e] =& glole A2
AYE Fg F ¢rk

2. (Disavowal) MHA4e F28 AFel o
9z 2U¥ F Ak

3. (Result-indistinguishable) 3@ 8Hgla}gto]
Mzie) e 22 EEE AFY F Sk F
A3 £ 27 MgArel BE dish 8-S 7HA
addas Mg 3 4 Ut

Result-indistinguishable undeniable signatures®] 7
A& BCD 22l Z9) responsedt-& AW e gelxgt
of & 4 UYL FozH, A3AE Y TREFO
Brtestes g

5.2 Result-indistinguishable undeniable signatures



BL/A 5 A4 59 7t=o) NS B MY A2do) B A7

X ot
Al 28 %27]35}
NN p: &, |pl =512
g p M fE7E (- DL J49
y:y=g" (mod p).
D) x:(p—1) B} FE glole]

g o) A4
DA GA dlicer= z=m*~ (mod p)& A 23R, (m
;2)7} i Al A mol] B3 A o] "t

A XEEEF

O #9A Bobe F @5 0<aq, b<p-ig M3}
o ch=n#-g° (mod P)& FHA AlicedlAl A$
Fig=3

@ Alices 35 0<r<p—1& A3l g, 51, 25
AL, sy, 5,8 Bobol| Al A%t
7=sa" (mod p)) (mod p—1),
si=ch-g? (mod p),
s1=81* (mod p).

@ Bob& &A DY G5 a, bE Aliced| Al A gt

@ Alicet: Bob2. 25 €] &L a, b& °] &3t &
@A Bobol A ¥ %t challengedt-2 AL A
& gt 9d AUE Fold g (mod p)E
Boboll Al AetL 134 ¥ 22 EEE F
g

® Bob & Alice2%-¥] W& g79} 2p2le] v DI xpo
& ol g3t g=((g)™ (mod p)) (mod p—1)&
Abale] thgol A YA E RAEG
512 ch- g% (mod p),
$22 Yaied 79+ 2% (mod p).

o} 7] 4, undeniable signatures®} & &2, g9l 33t
£ 097 xS 2AT BobTo] NEE EAY
ok E7, SolA Vs & T2EEE 3184
BCD ¢ &3 vzt 2 S oo} thg glo]
5 AN LE & simulationdhe Aol 7k, £
W7 E REE A3/ HAEE F23Y 52 7]
Asfol 1/g2 WA F&3te WHitold.

JEZR

4e
}mw

2F2E Mg 27t FARE W, FIAE loggyrrover
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(gh B @Il s ya g (mod p)E 2 A} Alice
oA M4t
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P) (mod Q)& F7 F, hi=ch g (mod p), b=
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@ Bob A ©92 @5 a, bE FHA A A4t

@ Alice BobO. EH-E] W& g, b& 0] &3l &)
@il A #<1x7F A @ challengedt-& A$ie
AE Fgoh WA HAYI ol A4l 9] d
g (mod P& BARAA A4ste 254 Fot
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< 22 4°** (mod p).
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niable signatures, designated confirmer signatures,
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WA g Aerstdon, F7t EESE FHe2
H 9 KCDSAE o83 5% A% WA= Alts| B
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