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Abstract

A message server have two basic functionalities, a server role for processing the user environment as well as an entity role for trans-

ferring message to other entity in message system environment. The user who is going to send and receive his important information really

wants to keep his own security requests. To satisfy this requirement, message server must be enforced by two seperated security policies

- one for message processing security policy under department’s computer working environment , the other for send/receive security policy

under message system’s communication path environment. Proposed access control model gurantees the user’s security request by combining

constrained server access control and message system access control with multi upper bound properties which come from inheritance

attributes of originating user security contexts.

I. Introduction

Store and forward message systems that process classified
information must operate in a secure manner, that is, they must
adequately protects information against unauthorized disclosure,
modification, withholding. one of the current research trend in
computer and communication security is to faciliate the construc-
tion of multilevel secure system that protects information of
multilevel secure if it can process and transfer in accordance with
the intent of originator or sender as well as system security rules.
Message system have two basic functionality-transferring the
message from originating user to recipient through message server
system, and processing message to being transferred to next
message server or to provide service for user’s request.

In other view point, message server have two working environ-
ment, one is the user environment where originate and recipient
users are working under department security policy in local or
remote domain, the other is the server environment where send/
route/receive server are activating message transfer and process
under message system security policy[1]. As the message have to
be handled as an object a user agent at the same time as an
entity in a message, message server must integrate the user and
server’s working environment, also the computing and communi-
cating operations in a system. These dual natures of message
system enforce the message server to operate as both an entity of
message system and a server of end user. When we assume that
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the end user os working under high sensitive environment and the
message server is working under secure message system environ-
ment, does the end user believe the message server? The message
server must activate as trusted entity to service for user request,
which means the sercret information can be flow down if the
server is malicious.

The purpose of this paper is to provide access control model for
message server to keep the sercet information fom unauthorized
flow. To accompish these purpose, computer and communication
security are intergrated to a message System, also constrained
access control is enforced to message server. Computer security
model has been reserched to describe the protection that a system
actually provides and to define the security rules it is required to
enforce. Traditional computer access control model has been started
from BLP model[5], via integrated model[6], access control for
trust server|8], unified access control model[10, 12}, role based
access control[13], For the message security, CCITT and ISO
have recommended security service and architecture [1, 2, 3], and
military message system[7]. All of these model and concepts
describes one side of message system’s point of view. This paper
propose the actual access control property of message system
which contain user security policies and message server system
security policy, also contain consrained server access control policy
and message system security as a single access control model
enforcing multi security policies. These policies are consist of
multi upper bound, ss, *, discretionary, marking, function control.
The mub(multi upper bound) secure gurantees message system

security by enforcing the user’s security policy with inheritance
property.
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Fig. 1. Message system working environment.

Il. Informal Description

Message system have two working environment, Department
security policy is enforced to the message serve for processing
the user’s message-mandatory (ss, *), discretionary (ds), marking
(mk) access control policy. Also every message server must be
enforced by message security policy-authentication, encryption,
integraty, security label which consist of mandatory and marking
label.

In user working environment, user has an assigned maximum
clearance level and category sets and user make a message to
transfer to the desired recipient. This message have an access
control list, job control list, the address of recipient, marking label.

Originating server activates in two role. As a department
representive, originate server scrutinizes the user’s message and
checks the department policy of outgoing control. Also, as an
entity of message server system where message server build a
transfer message which contain the desired recipient server address,
assigning the sensitivity and marking label relate to message
server system security policy. As the result, message have dual
security policy labels come out from user security policy and
message security policy. The transfer messager server have to do
three actions. (1) A communication security is needed to connect
next transfer message server which is in the path of from
originating to recipient server. (2) After receiving the transfer
message, message server access the received message for transfer
and services. (3) These access must be enforced by proposed
model resulting in secure process and transfer and keep the user’s
security policy. The recipient message server acts same to

origiante server but reverse process.

1. Security Requirement

In this model, we can say that system is secure if the user is
enforced by security policy which keep the multi upper bound
property. This property protects the user’s message from unautho-
rized information flow by following operating environment.

(A1) There exist a message system security officer and
department security officer for any department environ-

ment. Since officer assigns right security attributes to the
subject

(A2) Every subject works within his maximum assigned
security attributes.

(A3) Every object also have security attributes

(A4) Communication channel has a single mandatory label

(AS5) There exist reliable message transfer protocol and message
should be received by intended recipient

{A6) Security Attributes of each department are either compa-
rable or not. It depends on department’s policy

(A7) Each system have it’s own security policy which are

come from a multi access control policy

M. A Multi Upper Bound Access
Control Model

In this section we define the 4 operators and state dependent
components in multi upper bound(mub) access control model.
After then, present a formai access control model and verification
of the mub and ss properties. Others can be verified in same

manner.

1. Operators

The major 4 operations are defined as the below followings -
dominate operator >, mandatory access control label upper bound
operator &. message address upper bound operator ®, marking
label upper bound operator &

= represents dominate relation of mandatory access label macl.
Mandatory access label macl is consist of identifier id, sensitivity
level si, catégory {cat;, cat,,.....}. sl > sl> means sl; dominates
sh, cat; > cat, means cat, is set of cat,.

® is upper bound property operator of macls. For example, if
there exist 3 macls, macl, = (id,, sh, cat)), mach = (idh, sh, can),
macly = (ids, sh, cats), and sh = sl, cat, = cats, then mach ®
macly = (idz, sh, cats) and macl, ® mach = (id\, sh, cat\), (idz, sh,
caty)

© is upper bound property operator of recipient address. If
sdacl represents recipient address-servers discretionary access label
and sdacly = {svr, svry}, sdach, = {svr\, svr;}, sdacls = {svra, svrs)
exist then, sdacli & sdacl = {svr;} and sdacl, ® sdacl,=@

@ represents upper bound property of operator of marking
label. If mkcl represents marking label and mkcl = {(idy, {mark,,,
marki2)), (idy, |markn, markz})}, mkch={(@d,, {marky,
marki3})} exist, then mkcl @ mkch = \(idi, {mark;,, mark.,

marki3}), (ida, {marka, marks})}.

2. Model Components

We assume that the following sets are exist.
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S set of subjects. S = USRUSVR.

O message content which is object to be protected.

Sid set of subject identification. Sid = USRid U SVRid.

Oid set of object identification.

SL SLESMACL X SDACL X SMKCL X JCL X UMACL x
UDACL X UMKCL
SMACLSLEV X CAT, LEV is a set of security level, CAT
is a set of categories.
UMACLEDid X LEV X CAT, Did is a set of deparart-
ment id. .
UDACLCSS X A, A={r,w}
SDACL &8id,

UMKCLEDid X MKCLMKCL is a set of marking.
JCL is a set of well formed function names. .

SF Sunction from Sid to S.

OF Function from Oid to O.

AX Current access set of system.

LF Security binding function.

PRIVF Function from § to P* P is a set of privieges.

CM a set of connect permission matrix. CMy, is a matrix, CM;

fcoci} means i’‘th subject permit connect-in and

connect-out to j'th subject.

3. A Multi Upper Bound Access Control Model

Definition | : A system state st is an element of (SF, OF, AX, PR

IVF, CM)
SF : Sid — S
OF : Oid —- O

AX < SO x UO x SS x SSO
SO S SVR x O x (AUPUJ)
UO & USR x O x (AUPY
SSS S x § x (CUPY
S§0 € S x 8§ x O x (TUPY®

LF:

SMAC : SVR—SMACL, UMAC:USR — UMACL
SMKC : SVR —SMKCL, UMAC:USR — UMACL
CSMAC : SVR—SMACL
CSMKC : SVR—SMACL
CDAC : SVR—SVRxSDACL
CJCL : SVR—SDACL
OSSL : O — SMACLX SMKCL X SDACL
OUSL : O — UMACL X UMKCL
OJCL : O — JCI?
OACL : O — UDACL
BL: 0O — S X S—SMACL

PRIVF : S—P°

CM = [CM;;,CM:3, CMs;3...CMxx/

Definition 2 : A system 3 is a 4 tuple (1,ST.st5, TR), where 1 set
of system repuests.
i€ I =(SVR X O X (AUPUJ)) V(USRXOX(AUP)) V (SX

SX(CUP)) V(SXSXOX(TUP));
ST is the set of possible system states;
TR is the system transform function: SXIXST — ST

Definition 3 : A history is a function from a set of non-negative
integers Nto SX I X ST such that(1) the third element of II
) is sto, and QL) = (sist) A U(n+l) = (s’ I', st’)
=>TR(s, I, st)=s’

Definition 4 : A state st is multi upper bound(mub) secure

if(svr,0;r)Eso, then
[CSMAC(svri) = OSMAC(0)] A [CUMAC(svri) = OUMAC(0)] A
[CSMAC(svr)) = OSMAC(0))] A[CUDAC(svr;) S OUDAC(0)] A
[CSMKC(svri) 2 OSMKC(0;)) A [CUMKC(svr) 2 OUMKC(0)] A
[CSJCL(svr) S OSICL(0))]

if(svr,o;w)Eso, then
[CSMAC(svr) KOSMAC(0)) A [CUMAC(svr;)) K OUMAC(0)] A
[CSDAC(svr) 2 OSDAC(0))J A [CUDAC(svry) c OUDAC(op]I N
[CSMKC(svri) € OSMKC(oj)] N [CUMKC(svry) S OUMKC(o)IN
[CSJCL(svr) 20SJCL(op)]

Definition 5 : A state st is ss secure
f(usr;0;r) V(usrio,w)Euo, then UMAC(usr;) =OUMAC(o))
if(svr,svry,ci) V(svry,svry,c0)Ess,
than SMAC(svr,) =BL(svr.svry)

Definition 6 : A state st is * secure
if(usr,0,r) Suo, then CUMAC(usr;) =OUMAC(0;)
if(usrio;w)Euo then CUMAC(usr,)= QUMAC(o;)
if(svrosvry,0.,t) V(svrs,svry,0,7x)Esso the OSMA(o)=(svry,svry)

Definition 7 : A state st is ds secure
if(usr,0;r) V(usr,o;w)Euo, then rv wEOACL (o))
if(svry,omci) V(svr,svr,co) Esso, then ¢ Ve, ECM,yy

Definition 8 : A state st is marking secure
if(usr,0;r) Euo, then SMKC(usr,) 2 OUMKC(o))
if(svrysvr, 0. rx)Esso SMKC(svr,) 20SMKC(o.)

IV. Verification of a Secure System

A system state is a picture of at any time in system behaviour,
if all the state of system is secure, then we can say system is
secure.

In this section, a secure system state is verified if that state is
transformed from previous state keeping multi upper bound, ss, *,

ds, marking, privilege security property as definition 4.

(theorem1) sz’ is mub secure if st is mub secure and (svri,05,a)
exists at new stste st’ and keeps the following conditions.

IHa=r
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[CSMAC(svr)=CSMAC(svr;) OSMAC(0)] A
[CUMAC(svr)=CUMAC(svr) OUMAC(0)] A

[CSDAC(svr))=CSDAC(svri) @ OSDAC(0)] A

[CUDAC(svry=CUDAC(svry) ® OUDAC(o)]A
[CSMKC(svr)=CSMKC(svryy © OSMKC(0)] A
[CUMKC(svr)=CUMKC(svr)® OUMKC(0)] A
[CSICL(svr)= CSJICL(svr) ©® OSJICL(o})]

2)a=w
[CSMAC(svr) <OSMAC(0)] N [CUMAC(svr) < OUMAC(0)]
[CSDAC(svri) 2 OSDAC(0))] A[CUDAC(svri) S OUDAC(0)} A
[OSMKC(0)]=OSMKC(0)) & CSMKC(svry} A
[OUMKC(0,)=OUMKC(0)) ®CUMKC(svr)] A
[CSICL(svri) 2 OSJCL(07)]

(Verification)

(&) if st’ satifies mub property,(1),(2) is satisfied by definition
4

(=) As st satisfies mub property and (svri,05,a) in state st’ has
the (1),(2) conditions , for the ax’-ax = (svr,05a )

(1) a= r , then

[CSMAC(svr) ® OSMAC(0)) = OSMAC(o)] A
[CUMAC(svr) ® OUMAC(0) = OUMAC(0)] A
[CSDAC(svr) © OSDAC(0) S OSDAC(o)IA

[CUDAC(svr;) © OUDAC(0)) S OUDAC(o)] A

[CSMKC(svri) & OSMKC(0) S OSMKC(0)] A

[CUMKC(svr) & OUMKC(0) S OUMKC(0)] A
[CSICL(svr) © OSJCL(o) = OSJCL(oy)]

(2) a = w, then mub property condition exists. st’ which contains
new creating (svr, svrja ). satisfing the mub property.

(theorem2) System state st satisfies the ss property, if (usri, o}, a)
and (svr, svry, ¢) in st’ which is not exist in previous state st

exist in state st’ and satisfy the following conditions;

(I) a=rV a=w, then SMAC (usr;) > OUMAC (o)
(@ c=c Vc=co, then SMACLF (svr, )> BL(svry)
(Verification)

(&) If sr satisfies the ss property, (1), (2) is satisfied by
definition 5.

(=) AS st satisfies the ss propert and new creating (usry, oj, a),
(svrx, svry, ) have (1) and (2) conditions.

(1) ax N ax* keeps ss property

(2) ax* - ax = (usr, 0}, a), (Svry, svry, ¢) have the ss property
condition the new creating (usr;, 0j, a)(svry, svry, ¢) in st’ satisfies
ss property condition the other properties - *, ds, marking,
privilege, properties are verified like the above manner.

V. Conclusions

In this paper. we models the secure message server which
enforcing multi upper bound property. The message server
activates as three entities - depatrment security manager, member
of message server system, and server for user request. As a result,
message server must be enforced by three security policies.
Especialluy in case of activates as a server for user request, it
must keep user’s security policy which consist of mub policies.
Model assumes that the security policy of user and server are
combined with computer security model and traditional message
system securityservice. This combined security policy can enforce
the message server’s access when it activates as a controlled
entity, but another security policy is needed when it activates as
a service provider. Because the intrinsic functionalitty of message
system is so complicated, it is very difficult to apply any existing
model without modification.. This paper pr(;poses the unified and
expanded access control model for secure message server. Model
represents just atomic access of message system. it needs more
refined definition. and operation for real application.
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