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Test Sequence Generation Using Multiple
Unique State Signature (MUSS)

Yoon-Hee Jung and Beom-Kee Hong

Abstract

A procedure presented in this paper generates.test sequences to check the conformity of an implementation with a protocol specification,
which is modeled as a deterministic finite state machine (FSM). Given a FSM, a common procedure of test sequence generation, first,
constructs a directed graph which edges include the state check after each transition, and produces a symmetric graph G* from and, finally,
finds a Euler tour of G*. We propose a technique to determine a minimum-cost tour of the transition graph of the ESM. The proposed
technique using Multiple Unique State Signature (MUSS) solves an open issue that one MUIO sequence assignment may lead to two more
edges of unit cost being replicated to form G* while an optimal assignment may lead to the replication of a single edge of high cost. In
this paper, randomly génerated FSMs have been studied as test cases. The result shows that the proposed technique saves the cost 4~28%
and 2~21% over the previous approach using MUIO and MUSP, respectively.

1. Introduction

Test Sequence géneration for conformance testing has been
widely advocated for ensuring that protocol implementations are
consistent with their specifications{3]. "Several approaches have
been developed for protocol conformance testing[1-6]. These
techniques are based on an approximation algorithm which guar-
antees that each transition of the specified FSM is traversed at
least once. .

In[2], the concept of state signature called the Unique Input/
Output sequence is proposed. A UIO sequence verifies that the
protocol implementation is in an expected state. The UIO
sequence approach was combined with the Rural Chinese
Postman(RCP) algorithm to provide a robust and compact test
sequence[l]. When a graph G is strongly connected and sym-
metric, the RCP problem can be reduced to that of finding an
Euler tour. On the other hand, if G is strongly connected but not
symmetric, then every edge in G is contained at least once, but
perhaps more than once, in a RCP tour. Thus, the RCP problem
on a graph G replicates each edge so that the resulting graph is a
symmetric graph'such that the sum of the costs of the replicated
edges is minimized, and finds an Euler tour of the resulting
symmetric graph; hence, RCP tour of the original graph G[4].

Inf4], the use of multiple minimum-length UIOMUIO) sequence
of each state is proposed. A key observation is that there may
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exist several minimum-length UIO sequences for a given state
and a judicious choice of UIO sequences for each edge can
reduce the length of the overall test sequence.

In[8), we propose a approache for automatically generating
conformance test sequences of communication protocols by means
of MUIO and Shortest Path(MUSP). The approach is based on
MUIO approach proposed by Shen[3] and uses the shortest paths
to minimize the number of edges augmented for a graph to be
symmetric. As a result, we directly derive a symmetric graph
from a FSM graph, as opposed to the previous approach[3]. But
this technique, still, has an open issue that one MUIO sequence
assignment may lead to two more edges of unit cost being
replicated to form G* while an optimal assignment may lead to
the replication of a single edge of high cost[3]. To solve this
problem, we propose a approach using Multiple Unique State
Signature (MUSS) instead of MUIO sequehce. '

This paper is organized as follows : Section 2 reviews the
RCP/MUIO approach and the MUSP approach. Section 3
proposes new technique which use the MUSS to minimize the
length of the test sequence. Section 4 describes the simulation
result. Finally, in Section 5, conclusions are given.

II. Prevﬁous' Works on the UIQ-Method

1. A Method Using MUIO

A protocol can be specified as a deterministic finite state
machine(FSM). A FSM represents a directed graph G=(V, E),
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Fig. 1. A graph representation of a FSM.

where V is a finite, non-empty set of - vertices and E is a set of
edges. The vertices of G are the states of a FSM. Each edge is
labeled as aq/o, where a and o respectively, represent an input and
an output operation. Each edge of FSM represented by a tuple
(Vi, Vj, afo). The cost associated with each edge is the time taken
to realize the corresponding transition in the FSM. ‘An example of
a graph representation of a FSM is shown in Fig. 1.

Suppose that an edge (Vi, Viajo) is to be tested. First, the
FSM has to be put into the state corresponding to vertex Vi
Then, the input operation a is applied to the FSM and the output
o is checked. If the output generated by the FSM is not o, then
the test fails. If the output is correct, the new state of the FSM
is identified in the third step.

Aho and Dahbura[2] proposed a UIO sequence to verify that
the protocol implementation is in an expected state. This
technique is based on RCP/UIOQ, as briefly outlined here.

1) Construct a directed graph G"={V", E’} from G, where V' =

V. and E=EUE; Ec = {(V; Viialdan - UIO):(V; Vi ailda
€E, and tail(UIO) =V}

2) Construct a directed graph G* from the test graph G~ by
duplicating some edge of G, such that the total cost of
edges in G* is minimum and the in-degree of each vertex

VieG* is equal to its out-degree.

3) Find an Euler Tour of G*.

The UIO-method assumes a minimal, strongly connected and
completely specified machine. It is assumed that all graphs given
here satisfy these assumptions.

Shen et al.[4] derived the miltiple UIO sequences for each
state in the specified FSM. A key observation is that there may
exist several minimum-length UIO sequences for a given state.
Therefore a judicious choice of UIO.sequences for each edge
could reduce the length of the overall test sequence. The multiple
UIO sequénce assignment procedure finds G” such that A(G)=

z: | (V) ~d5( ;) | is minimized, where d’( V) and doc( V)
denote the in-degree and out-degree of vertex V: in graph G’,
respectively.

For example, MUIO sequences of the FSM of the Fig. 1 are
given in Table 1.

The results of the MUIO sequehcé assignment using the UIO
sequences of Table 1 are as follows: vioi, UlO}, UIo), UIOS,

UIo), UICE, and UIOZ, where UIO} is a minimum-length UIO

Table 1. The Multiple UIO’s for the FSM shown in Fig. 1.

Head State MUIO sequences Tail State

Yo afb, aff vi

a/b, c/d V2
Vi c/d V2
Va2 z/b, ajb Vo
Vs "z, xd Vs
Va a/b, a/b ' Vl
Vs _ x/d Vs
Ve aff, aff V3

a/f, ¢/d V2

Fig. 2. The graph for the graph shown in Fig. 1.
(Bold edges represent E; and fine edges represent E)

Table 2. A test sequence for the FSM shown in Fig. 1(dash line
represents a test segment.).

abc/d, zbabab, alfzbxid, affcd, (VaVa), ababalf,

(V3,Vs), xidaffic/d, (V2,Va), (Va,Vo), (Vo,V1), (V1,V3), z/bx/d,
(V6:V1)’ C[_dM

Table 3. Another test sequence for the FSM shown in Fig. 1.

a/bc/d, z/b.abab, affzbx/d; affic/d, (V3,V4), aba/b,alf,
(V3,Vs), x/daffc/d, z/bx/d, (Ve,V1), c/diz/ba/b

sequence of vertex V; with il UIO)) =V,  The G of the graph
of Fig. 1 is shown in Fig. 2. The value of A(G") equals to 6.

To find G* from the G” in Fig. 2, seven edges are added to
G'(two edges at (V5,Vi), one edge at (Vi,Vo), (VoV1), (Vi,V3),
(V3,Vs), and (Vs,V1)). The resulting Euler tour consisting of 28

input/output pairs is given in Table 2.

Suppose that we have another test-graph G” with edge (Vs,V2)
instead of edge(Vs,Vs) (use UIO? instead of UIO}) in G’. The
value of A(G") equals to 6. But only three edges((Vg,W), Vs,
Vs), and (Vs, V1)) are added for G” to be symmetric. The resulﬁng
Euler tour is given in Table 3; the cost of the new test sequence
is only 24, yielding a reduction of 11% over the sequence given
in Table 2.

‘2. A Method Using MUIO and Shortest Paths

In the previous section, it was seen that the assignment of
edges to UIO sequences which minimize the  A(G") may not
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minimize the length of the tour. Since there is no guarantee on
the cost of the set of edges which are augmented to produce G*
from G". In this paper, we propose the use of shortest path to
minimize the number of augmented edges.

Let the vertices Vx and V; need some outgoing edges and some
incoming edges for producing G* from G’, respectively. If there
is no edges (Vi, V)EE, then G* is made by duplicating the edges
included in the shortest path from ¥, to V.. Thus, the number of
edges augmented to G~ for making the G” to be symmetric are
minimized.

Given G, let Gy={Vy, Ey) be a directed graph such that Vy=
{S, TUVxUVy, where Vx={Xo, Xi,"--Xp1}and Viy={Yy, Y, --Y, 1}
and Ey=EsUErUE"UEs, where Es={(S, X)EVx}, Er={(¥,
DY,E€W), E*=\(X;, Y):there exists UIO'), and Esy={(Y; Y)Y,
Y;EVy). Let each edge (S, X;)&Es have zero cost and 4Z(V))
capability; let each edge (¥, T)EEr have zero cost and &Z,(V))
capability; let edge (X;, Y)EE" have Bjthe length of L) cost
and infinite capability; and let each edge (Y;, Y;)&Esy have ay
(the length of the shortest path from V¥; to V; in G) cost and
infinite capability; Then a flow Fy on Gy is a function satisfying
the following conditions:

f E ) = .Y,
for each vertex Xi&Vy, d%(V)) (X,,%EE’* FAX;, Y) §))
for each vertex Y,&Vy,

E y— ;
daut( Y;) + (Y,-.%EE;MFN( Yi: Yx) (X‘.%,-EE" FN(XIu Y,)
= (YA-%EESMFN( Y’“ Yl)

@

The cost of the flow Fy is :

CFy =X (Y_%Ep BFX;, V)
+2 (Yi.%EES”a’;FN( Yi, Y,)

Given a minimum-cost maximum flow fy on Gy, if we assign
exactly one UJO! sequence to each incoming edge (V;, V)<E, so
each UIO/EMUIO; is used exactly fi(X;, Y;) times, then we can
construct G’. If we replicate some edges (Vi, V)EE exactly
SuY,, Y) times, we obtain G*. Note that, since there exist edges
of infinite capacity from each X;&Vy to some V&V, the
equation (1) guarantees that each edge in G is assigned a UIO
sequence.

Theorem 1 : If fy is a minimum-cost maximum flow in Gy
and GJ is constructed from the fy, then the corresponding assign-

ment of UIO to edges of G minimizes the number of edges
replicated for G” to be symmetric.

Proof : This proof is given in[8].

Table 4. A part of the Multiple USSs for the FSM shown in Fig. 1.

Head State MUSS Sequences Tail State
Vo ajb, c/d, z/b, ajb Vo
‘ ajb, c/d, z/b, afb, ab Vi
a/b, c/d V2
a/b, aff Vs
af, c/d, zfb Vv
ajb, aff, zfb Vs
ajb, aff, z/b, x/b Vs
Vi c/d, z/b, ab Vo
c/d, z/b, ajb, ajb Vi
cd V.
c/d, z/b, afb, a/b, aff Vs
¢/d, z/b V.
a/f, zb ' Vs
aff, z/b, x/b Vs

IMl. Proposed Method Using MUSS

Note that flows fn on Gn reduces the cost of the set of edges
which are augmented to produce G* from G~ and directly, derive
G* from a FSM graph. The multiple UIO sequence assignment
procedure only derives G from a FSM graph. One open issue is
that one MUIO sequence assignment may lead to two more edges
of unit cost being replicated to form G* while an “optimal”
assignment may lead to the replication of a single edge of high
cost[4]. To solve this problem, let introduce MUSS={{ USSS,-
USS; ™'}, +++{ USSS_1,++ USS;Z1}), where USS! represents the
minimum-length Unique State Signature(USS) with the tail state
V; for a given state V; and the length of USS” may not equal to
that of USS? for any J1#j2 (In case of MUIO, the length of

UIO!' equals to that of UIO}).

For example, a part of MUSS sequence of the FSM of Fig. 1
is given in Table 4.

Given G, let G.={V,, E;} such that V;={§, T}UVxUVy and
E,=EsUEr, UE{, where E} ={(X;, Y); X;€Vy and Y,SVy).
Each edge (X; Y)E Ef has cost 7y jthe length of US) and
infinite capability. A flow f. on G, is a function satisfying the
following conditions:

For Xi€Vy, d5(V)= X FiX.Y) )]
(X Y)eE!

For €Wy, dif V)= 3 FiUX,Y) @
(X:.Y)EE]

The cost of the flow Fy is C(F) = 2 ) 2 riFUX Y.
X: Y)<SE;

Theorem 2 : If fy and f; are a minimum-cost maximum flow
in Gy and G, respectively, then C(f1) < C(fy).
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Table 5. The test sequence generated using MUSS for the FSM
shown in Fig. 1.

abc/d, zbabab, afzbxd, alfalfzb, xidalfalfapb,
albabalf, zbxdalf, c/dzfbab

-Proof . Let the length of USS’ be &} for each USSie MUIO,
and the length of USS! be &, for USSie MUIO, Suppose that
we obtain fy flows on any Gy and there exist vertices Y; and Y,
needed to an incoming edge and an oﬁtgoing edge, respectively.
The cost of Gy is C(fy) = X .(Xh%EE‘BﬁfN(X,-, Y)+a, To
produce Gi, let us assign flows fy 10 edges in G. In order that the
flows satisfy the equation (3) and (4), any assigned edge USS)e
MUIO,, must be extracted and any other edge USS%e MUIO,,
must be assigned.

“The cost of Gy is C(f)) = 3 (X"%EE“&/N(X,-, V)-8, +ek,

Note that &,,=g,, for all USS!.e MUIO,, and &= minfmin,
{85 +aul, ekl for all USSte MUIO,,. From these facts,
C(ﬁ-)_c(fN) = eﬁ,—&f,,—a,k= 5;_(5£n+01k)30. D

Theorem 3 : If f; is the minimum-cost maximum flow on G,
and G} is constructed from the f;, then the corresponding assign-
ment of USS to edges of G minimizes the number of edges
augmented to produce G* from a FSM graph.

Proof : The equation (3) guaranteés thdt each. edge in Gy is
assigned a USS sequence and the equation (4) can be rewritten as

a=( V,»)=df,f( V;). Therefore, 2( > yiF(X;, Y) means

X;. Y)eEy

the total number of edges which must be added to obtain a G*
from a FSM graph. - | O

The flows f; using MUSS given in Table 4 for the FSM shown
in Fig. 1. are as follows: fu(Xo, Y3)=1, fu(Xi, Y2)=1, fi(Xy, Y5)=1,
SulXa, Yo=1, filXs, Yo)=1, filXs, Y1)=1, filXs, Y1)=1, and fi(Xs,
Y3)=1. The resulting test sequence is shown in Table 5. The total
test seqdence contains 21 transitions, saving of 3 transitions over
the sequence generated using the MUIO. '

IV. Simulation Results

The procedure of generating MUIO/MUSS sequences per state,
constructing the graph Gn/GL, computing minimum-cost maximum
;ﬂow on Gn/Gy, and assigning a state signature to edges accord-
ingly, was performed on a number of FSM specifications and
yielded favorable results, as shown in Table 6. Randomly
generated FSMs have been studied as test cases. Table 6 indicates
that the technique using MUSP saves the cost 4~28% and 2~21%
over the MUIO and the MUSP approach, respectively. We know
that the value |E¢| of of MUSS is larger than the one of MUIO

Table 6. The length of tours generated using MUIO, MUSP, and
MUSS for some sample FSMs.

Ec Ec Total | Total | Total
M| vi||E|m|io : Cost | Cost | Cost
| MM M9 vuto) | (MUSP) | MUSS)
FSM1| 720 5| 5| 47 | 55| 76 70 55
FSM2| 10 [43 [ 10| 10| ~ 8 | 941 -105 | 102 94
FSM3| 10 (49 | 10| 10| 103 |110| 114 | 112 | 110.
FSM4| 10|38 | 10| 5| 8 | 8| 105 94 | 89
FSM5| 10 (43| 5| 5| 97 |108| 129 | 117 | 108

and MUSP, but the total length of the test sequénce is shorter.
V. Conclusions

Test Sequence generation for conformance testing has been
widely advocated for ensuring -that protocol implementations are
consistent -with their speciﬁcations[i&]. Several approaches have
been developed for protocol conformance testing[1-6]. The test
sequence is generated by an approximation algorithm which guar-
antees that each transition of the specified FSM is traversed at
least once.

In this paper, we propose -another approach using Multiple
Unique State Signature(MUSS) instead of MUIO sequence to
solve a open issue that we propose another approach using Multi-
ple Unique State Signature(MUSS) instead of MUIO sequence. As
a result, the number of edges augmented to produce a G* from a
graph G is minimized. '

Randomly generated FSMs have been studied as test cases. The
proposed approach using MUSS saves the cost 4~28% over the

-MUIO approach and the cost 2~21% over the MUSP.

In[1], it was shown that if G” is a weakly connected graph,
while NP-complete in general, the RCP has a polynomial-time
solution. It is possible that this. condition is not met when the
MUSP method and the MUSS method are used. If G~ is not
weakly connected, then various simple heuristics can be used[3,
6]. The cost of the resulting test sequence will usually slightly

increased.
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