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A Study on Identifying Undetectable Faults
Using Uninitializable Flip-Flops

Jae Hoon Lee' - Jin Woo Cho'' - Hyoung Bok Min '

ABSTRACT

Undctectable faults in a digital circuit are faults that no input patterns can detect. Identifying these faults in
test generation process is very time-consuming especially for sequential circuits. In this paper we present a new
algorithm to identily undetectable faults in sequential circuits. In the algorithm, we identify uninitializable
flip-flops and then, faults that prevent initialization of the flip-flops(FPIs) are identified, finally propagation path
of the FPI is checked. Time complexity of this algorithm is proportional to the product of the number of flip
flops with at least a self loop and the number of gates in the circnit. Experiments were performed on the
ISCAS29 benchmark circuits to show the [casibility of the proposed algorithm. We could identify large amonnt
of undetectable faults (up to 50% of the number of flip-flops) in circuits with uninitializable flip-flops. Consider-
ing that most of the time in test generation is consumed in identifying undetectable faults, performance of test
generator can be improved by using this algorithm as a pre-processing of test generation.
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2.1 FPI(Faults that Prevent Initialization )
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(Fig. 1) Faults that prevent initialization of flip-flops

7t

M
or

oz

B0 gst H1P 1373

!

A, A& E9 stuck-at-1? :3}e] EAE A
+ THEHF Fe 27312 + gk svsis, 43
A Edl stuck-at-10] EA3AHD, AEH Ce A%
A A9 glof T3 ¥ =8zt 02 ZAE, A
34 B EYEF Fo €80 938 UnA ¢
ko] =2gte] vk ARGl AT M Co =3t
02 A3FH D2 gg 454 Bo o} AAHA 2
S AF SHEE F YS9y =€ AFH D
d w23, D= A%4 B =7, B= EYEEF
2] &8¢ Qo =ZA €} & A3 M E9 stuck-at-
1] 28 o8 FUH G Ad] T3, 4 £9
EF F2| 2829 uncontrollable state ¥ gte]
Ffeedback) F 28 Folo) EUEE Fo g
Aed7 FYADINE SYEF FE =27 0F
€ 12 27138 $ A 9} weld 254 B
stuck-at-1> SHEE9] 27188 HAHD, o8&
2%E FPIE} @it

2 X7 |E0 BIHsE BRE

2.21 FPI7} E4%17] 913 £33 =

2 =59 54 ATPG(Automatic Test Pattern
Generator)?9] A €] (pre-process) A 2. $318] 2o
A8 Ag B7leage g Zon), agug, nE
FPIZ FE&87 8 34 32 (faulty circnit) o] 4
27187} €16 T SHEFE 3, Fo)A EYE
&) FPIZ =R 8 AF32 AY Bt
AAE BRFA gk AN E FoiW EAFE
o FPI7} EA817] A% $8 =12 2182

(B 1]

29 x=(node) Pel =27k V(0 or 1)B 25
Zol, Q& k=9 Egte] FAgle] sy =]
£ § F9 un-initialized output )& 2 SYZE F
¢ gdegdoez AR E 28 x= P7t Fdes
EA3d, 2 EYEF Fo 93 FPIV &4 Fok

Dstuck-at-1 LR\, 228 TARYIF shiz, 99 JaMd 2t 1o RAEE TFHYE 23E 2k (3 DA E
sa-10.8 FASE . stuck-at-0 ZFE f1oo, stuck-at TH§ ZHTH oI T W),
D71 ATPGR, 2o Foid Y99} 2354 tste 2 TREL F2E 4 gl 398D 918 Znput value) | Q£ 2}

L2 AT YA E dE



1374 SRFDHEEE =X H4P M 55(97.5)

[ %]
23 == P7 2P E Edgs 23 ded, Ty
E§ re g AdE A4 un-initialized 8 E 3
A €. wE@M == P stuck-at-V2 FPIZE Htl.

1A 2 2]

(A2 1]0] 2lalA & =737 E/M5S 2 E &
UEFES 3% JRoA 271371 7b58H HEH,
FPId] 2ls) %7187} £71H5% 02 88852 2
A "k

[& ]

(R 1]e14 2e 271371 Bhsd EYES
(B 1]l 2&x] Baie de S23F9 273
75 7] o ol

[ 2]288 2787 2753 SHEEFS ©
g3t A1Y Brte A2 A2 ATPGS AAE
A2 AgEed FA4E 2E 5 Ak F, dY-
29 A Erbsadel 48 &7 B4 710t
39, ol g 2 7 A&goit FFY AL A
7+ A HAE Aol A%(test generation per-
formance) & X B2 02 A SAH 4 917] vf o]t}

2.2.2 Taboo Logic Value

Taboo logic values constraint propagation =3 &
Azlst7] st =59 cH3) Taboo logic values
ZEH 0 2 ynknown (or un-initialized) values FA]
B9 constraints] ©]8te] oJH§ =2 H(logical) im-
plicationsS2 AL & gl=rtd i & e
F, € =dMe EHEEY 278HA 25 =7
e ojv| gt

A2 AA 9 228 471 2§22 ERE F AT

2F 1. unknown(uncontrollable) & ZHes »o&
F EAFLR 1011} 0L 7Hd F YlE =EE v
3o, TXE A8

3% 2 =g 00 A E F gl =EEF, TOZ
A ¢t

3F 3 =dg 103 E F g =EEF TIZ
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4 2) 2t

@ 1

R TO

o o

TO '
F=X

(38 2) Taboo logic valueE 0| E$t Constaints2] M}
(Fig. 2) Propagation of constraints using taboo logic value

Taboo logic valuere ZEHLE FrEH(loss of
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< ojnjoli} TXco] B4R FREHS BAY 4 gl
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FAE 5+ Qg F23te gt & =FA = con-
straint’} EPEFY Y T AT EASo=
TXcE =4 &+ At

A=TX TXc

FF

(33 3) TXc =2IZtel AFZ
(Fig. 3) Use of the TXc logic value
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logic system(0, 1, X, TO, T1, TX, TXc)e] =t} o {E 3) NOT caleulus

seven-vatued logic caleulust= o3 9} 2t} {Table 3) NOT calculus
0 1 X TO T1 TX TXc¢
1 0 X T2 T0 TXc i, 4

(I 1) AND calculus
{Table 1> AND calculus

0 tlx o || x| Txe 2.2.3 271371 2oV e E9EEE 4 ¢mdE
0 0 0 0 0 0 0 0 FPI9] &L dhte] EHPEFO vt 2 &G
1 0 1 X T | TX | TXe 2 2718974 e =2is ASTEE §3o 49
X 0 X X x |mlm | n Qo AAH e s AN 2HE =A%E e
| o | 10] x | 10| 11| 1% | Txe Az7 g AE =A% 2N 7HFE O E EY

223, stuck-at T 93] FHEF | £7 815
A gow, 32 o 3 e AFHe] 0 = 19
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N3AY ARE sensitizer] #| ok ). o714 sensitize

=
=)

Tl T1 T1 T1 Tl T1

T 0 X T1 X T1 X 0

TXc 0 TXc T1 TXc Tl 0 TXc

CE 2) OR calculus B g, 98 H2E A2 T 8§ @ AxMe)

{Table 2> OR calculus =g gro] T A st A € o] 2 ATHAE

o | X o 1 11 | ™ | % 2 e 2)8) sensitize E ATk 5132, ©]% sensitize

ol o | 1 | x| 1] T | ™) T% d AZHER o|FojA] 2 & sensitized path &3

! 1 1 1 1 1 1 1 @ N . s _

~ | x A T Tl x| nl o] ]3] PODEM[S)E ¥ 5§ Wy g 2=, =

— ; ARHA Ge ZYEEL A&7 98kd ATPG
o |1 | 1 | 1| T/ ||

N X N R e [ A} A8k 91 forward/backward implication #-7

o R - o] taboo logic value® &7 AHg-#ch. ARTE7} QL

Ll Ll R L & 7 EYEE Bae FPUL EA8ER GRS
TXc TXe 1 TO TO TXc 1 TXc

zAsE ST B E ok (2F 99 2

Find_Uninitializable_FF( input: a {/f F, output: init_flag)

{
1 Assign TX at the output of ¥ and perforin forward implication from F.
2 Create a TX-frontier T
3 for each logic element G n T
4 for each fanin_gate of G with logic value X{
5 nit_flag= Backward_implication(famin_gate, a non—controlling value V of G)
6 if ( init_flag = NO) , return {( NO ); //un-initializable

}

7 return (YES); //initializable

}

Backward_implication(G, V)
{
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8 if G is a fanout stem or a Primary Input {

do forward_implication with V,

if the input of F is either TX or TXc, return {NQ); //un-initializable

10 else undo the implicated values;

}

11 # G is not a Prmary Input { //recursive call
12  init_flag=Backward_implication(fanin_gate of G, a logic value to justify V at G);

if (init_flag=NQ), return (NO);
81
13 return (YES):

(O™ ) =03t 7=t SR8 HE ¢uE
(Fig- 4) An algorithm of identifying unintializable flip-flops

ABTmAde 7t EYEFl N3t Find_Uninit-
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cation A] EHEF 98 =Egel 2H2e= A
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AL BEGE RE =8 242 4@ 1) 29
=2gol 0 Ex 12 IFFA @t 2) 4E 3
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Bred EYUEEE &% ¢ EE o7t d3s
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7t BrbsalAE A5k A vhge= 7] FPI
o thale) = FPiel €8] 27187 A g 9T
FEL AA g3 F2HFeE Hd97 Z(propa-

5{(2¥ 6)& A7 s344.bench H = o] YR FZ 19 Aok

gation path)7} =AE =Algt). ghef AnA327)
o o] mFL A Brbedivty 28 4 gl

o] 4 AEFL T (T Y 5 Pl

Step 194 =, F el A A o] 715 (controllable)
32 FEEH T A FF 7H5(observable) § 271 H 2
(self-loop)o] A& EFEEN d 3t 2713571 7
T SHEE S FEE. Step 200 A 3, Step 1944
#Ze zt7te]l EYPEFol dg FPIE Holgawte
t}. ofwf strie] FPIol 23 o8] EYEFol 2718
7t B7H5€ ASE Stk 2 48 o (2 ¥ 6904
2 4 2ed?, 454 29 stuck-at-0 23] &3}
EYEF Fiz F2rt 2% 27371 874584 &
ok HiiEiE, AFM aof 0] XA HH, A 5H b=0,
c=0, d=1, f=0, 7=0, k=0, n=00°] ®|A =2, 4
EA b=0Z AT H i9] B4 =S adE AT
A7, AEH =18 J54 ed] =g gz
AGAZIE, A5 f=0L A4 g9 By =2
£ o= AGAFenH, EYEF Flg 27135
A 2 (un-initialized) 3} S ETHEFS g
2 adE AgA Y, 27 FYEF FiIL 27371
E7HEsHA 2o rlAvA 2, 54 k=0 A5 A
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=02 A58 mé] By =FE 22 ABA L
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Step 1. for each flip-flop with self-loop

perform  Find_Uninitializable FF() and identify un-initializable flip-flops:

Step 2. Make fault-list that prevents initialization of {lip—flops found in the Step 1.

Step 3. for each fault {
check propagation path;

if reach PO only through un-initializable fiip-flops)

the fault is undetectable:

(28 5) ME 5508 HE L&

(Fig. 5) An algorithm of identifying undetectable faults

30| M1z, Step 2004 &L zZbZre] FPIo| tisltd o
FPId) o8] 271371 87153 EHEEE SdA4T
ZzEgo s AId=AE Azt (ZY 694
AFA a9 stuck-a 0 7L F FHEF Fl3 22
ARelx] ¢ F2E2AQAoF And 7} gdd A
%3, Fi F28 AXA g3 $E2H97A 9]
A27t QA3, AF o stuck at 32 AH B
aze] o

(32 6) Al E5E (undetectable FPI1)2| o]
(Fig- 6) Example of the undetectable FPI
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714 1991 A E A =& ISCAS8I(e] & 2o .1
o] Qo] AAhE A8 st rL.l6]

(H )4 F AA H(column)d] [# total fis]= z}
24 e ZE D SHEFY e dvFa, A
WA F9] [# self loop fis] 2 D SHSF FolA
A AEE 73 = ELFF A folr). o] A7)
HARE 23 9 EYEFo) Find_Uninitializable _
FFOS) 43 (nput)e 2 Sol7HA |k,

Y A E9) {# uiffs]= A7) AL 2= EYEF
FAM 27137 €45 SRS F AFolx, o
A WA 49 [# FPllE 27387 8158 EHEEF
2 gh=i= FPI¢] 7§5& £ o] &) s208.1.bench <A
7|37t Bit5@ TUEF & 4013, FPIe
87l eiT}. a2l s344.bench S| 2o X = =71E7 &
7te &t FYEFL 87013, FPI= 27) ojt}. ol & 2,
shibe] FPIZE A8 o] EJ4EF] 27188 £715
A 9HE 4 9122 9 Fe de|d.

FAAE AR, A WA Fell F2 2
£ FPI7F A1 5% 2782 ok <A WA g9
[# undetectable faults)= FPIFoA] A8 B3%3 23
9 ME5E HodFa gk o]zle] B E=RA At
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<H 4) &8 H2
{Table 4) Experimental results

circuit | # fotal ffs |# self loop ffs|# uiffs |# FPls ¥ undetectable CPU
name faults time(sec)
s208.1 8 8 8 2 1 0.34
=298 14 14 1 1 0 069
5344 15 15 2 2 1 041
5349 15 15 8 2 1 0.45
5382 21 15 0 0 0 0.98
5386 6 6 0 0 0 171
3420.1 16 16 16 16 3 036
5444 21 15 0 0 0 1.08
=010 6 6 2 1 0 438
sH26 21 21 1 1 0 2.15
s526n 21 21 1 1 0 209
5641 19 15 1 1 0 0.42
5713 19 15 1 1 0 0.43
s820 5 3 0 0 0 6.76
5832 5 5 0 0 0 759
s838.1 32 32 32 32 7 0.65
5953 29 6 5 5 0 1.18
51196 18 0 0 0 Q 028
51238 18 0 0 0 0 027
51423 74 71 12 4 2 599
51433 6 6 0 0 0 9.79
51434 6 6 0 0 0 936
5378 179 0 0 0 0 0.63
s9234.1 211 20 41 11 4 101.86
513207.1 638 274 161 39 20 345.44
515850.1 534 369 219 29 11 82348
535932 1728 288 Q 0 0 590.46
38417 1636 1042 898 898 896 931.13
s385@4.1 1426 1072 14 13 0 6379.01
wlx) 8t A3 AA oA, ISCASSY B2 E g9 g we 588 sutele EAE Ui B dTA
3|2 8) W Ba(structure) S S AW CPU 4] At H2E IAEFLE £AFHRAAY AY

7Htime) & A A&7, B2 AAABE 22 EHE
F¢ 2 U5 ANY E7s3de Fed 7AA 2
¥ CPU A|7Hsecond) S 7] F& 3telct.

o] oA A= AL, & £ AT ¢
ZEFE TEY AE HolZA ¥ Ax AT,
dutH o ¢RI AY Eside I
of &322 4 ATPGE o435« B2 A74 &2

Esaade v el €AL& ATPGE 21
Fo A F dvhs FAE 9 A2 it

58 &

2 dpdre A Ertsaae AgdiEs
A= Ay 2§ FPI =7 g8 282274
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AT 0] F Z1Wke R A1y B715S FPIE &
N=g diege AL o dngdBTRM=
Z27|871 7T SYEFL AN fowA o]
B EHEF 27182 9 24, FPIE 2
¥ 2 37%e] A5 28 FA¥Y. T% o] Gva
FE ISCAS89 WAnla sazs gaoz 4sEty
Y B7Hs @ FPI®] A4g AAstden, 49 3
F dFIEBME FUES A5 A 4y
E7VsE FPIE 22 4 Ut

ol Y& HAE W47 d 2| FFA gL Bl o]
1} time complexity= 3] 21} 2] A o] E =9} 3|2 9]
ANAYL EYEEFS] 9 Fo vHes vws
EE&Fott. HAE A4o) 2955 A7k gy
ol N EVHsnAe AEd ANeEE AL 1y
o, o] ¢XLHFE HAE Y479 AN FPoz
Ao EH H2E AAse 58S BY RoE
71 =, Pl A 6 2E 98-8 Zo|y 7y
g0z A

g3 &H
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