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Techniques Using MUIO and Shortest Path(MUSP) and
Multiple Unique State Signature(MUSS) for
Synchronizable Test Sequence Generation

Yoon Hee Jung': Beum Gee Hong!

ABSTRACT

A procedure presented in this paper generates test sequences to check the conformily of an implementation with
a protocol specification, which is modeled as a deterministic fmite state machine(FSM). We proposed a tech-
nique to determine a minimum-cost tour of the transition graph of the FSM. The technique using Multiple UIO
and Shortest Path(MUSP) saves the cost 1~9% over MUIO and directly, derive a symmetric test graph from an
FSM graph. From this fact, we proposed a tachnique using Multiple Unique State Signature(MUSS) to solve an
open issue that the multiple UTIO assignment may not minimize the length of the tour. In this paper, the proposed
technique is, also, applied to generate a synchronizable test sequence. And the result shows that the technique
using MUSP and MUSS saves the cost 7~29% and 7~42% over the previous approach vsing MUIOQ, respect-
ively.

1. Introduction Test sequence generation for conformance testing -
’ has been widely advocated for ensuring that protoool.
implementations are consistent with their specificat-

j‘ A 8 L RRAFENATLY ions[3). Several approaches have been developed for
EEA419969 09 179, AALT1997d 1979 protocol conformance testing. The concept of state
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signature called the Unique Input/Qutput sequence is
proposed in [2]. A UIO sequence verifies that the pro-
tocol implementation is in an expected state. The UIO
sequence approach was combined with the Rural
Chinese Postman(RCP) algorithm to provide a robust
and compact test sequence. In [8] and [9], we propose
two approaches for automatically generating con-
formance test sequences of communication protocols
by means of the MUIO and Shortest Path(MUSP)
and the Multiple Unique State Signature(MUSS). The
result is that the techniques using MUSP and MUSS
save the length of the test sequence 1~9% and 0.4~
28% aver the MUIO technique.

In this paper, we apply these techniques to generate
a synchronizable test sequence and can reduce the
length of the synchronizable fest sequence required
for protocol conformance testing. This paper is or-
ganized as follows: Section 2 reviews the RCP/MUIO,
the MUSP and the MUSS technique. Section 3 pre-
sents these techniques are applied to geperate a syn-
chronizable test sequence. Section 4 describes the
simulation results of these techniques. Finally, in Sec-
tion 5, conclusions are given.

2. Test Sequence Generation Techniques

2.1 Preliminaries

A protocol can be specified as a deterministic finite
state machine(FSM). An FSM represents a directed
graph G=(V, E), where V is a finite, non-empty set
of vertices and E is a set of edges. The vertices of G
are the states of an FSM. Each edge is labeled as 2/o,
where g and o respectively, represent an input and an
output operation and represented by a tuple (V;, Vj,
afo). The cost associated with each edge is the time
taken to realize the corresponding transition in the
FSM.

There are three basic steps to test an edge of a
given vertex. Suppose that an edge (Vi, Vj:a/o) is to
be tested. First, the FSM has to be put into the state

- corresponding to vertex V;. Then, the input operation

a required for that edge is applied to the FSM and
the output 0 is checked. The test fails if the output
generated by the FSM does not conform to the speci-
fication. If the output is correct, the new state of the
FSM is identified in the third step. The protocol con-
formance testing is reduced to traversing every edge
of G, provided that the output message of the proto-
col contain a message that uniquely identifies each
state.

Aho and Dahburaf2] propose a UIO sequence to
verify that the protocol implementation is in a ex-
pected state. The technique based on RCP/UIO, as
briefly outlined here.

1) Construct a test graph G from a graph G, where

G ={V, Ec},
Ec={(Vi, Vi:afaenUI0):(Vi, Viaa)EE,
and 1ail(UI0;) =V}

2)Construct a symmetric test graph G* from the

test graph G’ by duplicating some edge of G,
such that the total cost of edges in G* is mini-
mum and the in-degree of each vertex Vi€ G* is
equal to its out-degree.

3)Find an Euler tour of the resulting symmetric

test graph G*.

In [4], the use of the MUIO sequences is proposed
for the purpose of checking a new state. A key obser-
vation is that there may exist several minimum-length
UIOQ sequences for a given state and a judicious
choice of UIO sequences for ¢ach édge could reduce
the length of the overall test sequence. So, it was
proposed in [4] that assignment of UIO sequences to

the edges of G is such that degree A(G) =2 |d=(V)
i=i

—dZ(¥)| is minimized, where di<(Vs) and d5(F3,
respectively, denote the {n—degree and out-degree of
vertex. V; in graph G'. And a minimum-cost maxi-
mum flow method is used.

2.2 Techniques Using MUSP and MUSS
This paper proposes the use of MUSP to minimize
the total length of the test sequence. A key obser-



vation is as follows: The vertices V'x and V;, respect-
ively, need some outgoing edges and some incoming
edges for producing a symmetric test graph from a
test graph. If there is no edges (Vi, ¥) € E, then G*
is made by duplicated the edges constructed the
shortest path from Vx to V5.

Given G, let Gy={Vy, Ex} be a directed graph
such that Vy={S, TYUVxU¥y, where Vx={Xy, X1,
ey X1} and Vy={Yo, Yy, -, Y1} and Ey=EsgU
ErUE"\JEsy, where Es={(S, X?); Xi€Vx}, Er={(Y};,
T);Y;EVy}, E={(X;, Y,):there exists UIO}}, where
UZI0! is a minimum-length UTO sequence of vertex V;
and tail of last edge of the UIO sequence is ¥; and
Esn={(Y:, Y);Y;, Y;EVy}). Let each edge (¥;, T)
€ Er have cost zero and capability dZ,(V;);let edge
(X;, Y;)€E" have cost £; and infinite capability;and
let each edge (Yi, Y;) € Esy have cost «; and infinite
capability, where B; is the length of UIO} and aj is
the length of the shortest path from Vi to ¥V;in G. A
flow of Fx on Gy is a function satisfying the follow-

ing conditions;

For X;EVyx, dEWd= Y FdX:i,Y) - a

G, Y)eE

For Y;€Vy, Fy(Y;, T) +3: FlY;, Y3
=Yk Fy(Xe, Y¥;) + 20 FiYs, Y) @

For Y;EVy, FxY;, T)=do, (V) 3)

The cost of the flow FN is:C(Fx) =3 3_ 8 Fx(X;, Y)
LI )
+ZZ aan(Y,', Yj)

Note that flow fy on G, directly, derives a sym-
metric test graph from an FSM graph. The multiple
UIO sequence assignment procedure only derive a test
graph from an FSM graph. Several open issues remain
open. One open issue i5 that one MUIO sequence as-
signment may lead to two edges of unit cost being
replicated to form symmetric test graph while an “op-
timal” assignment may lead to the replication of a sin-
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gle edge of high cost[4]. This open issue can be solved
if we use Multiple Unique State Signature(MUSS) in-
stead of MUIO, where MUSS={(US3, -, US;™'},
- {USS_,, +- US?"11} and US! represents minimum-
length state signature among those with the tail state
V; for a given state V;. And we do not use shortest

paths any more.

3. Synchronizable Test Sequence Gen-
eration Using MUSP

A common feature of various test architecture pro-
posed for pxiotocol conformance testing is that Im-
plementation(l) is tested as a block box. One such

architecture is shown in (Fig. 1).

extemnal synchronizatjorf M Upper Tester (U)
operation betweenLand U

- ? PCO_U
\- _

Lower Tester (L) Protocol

Implementation (I)
- PCOL ? -

| Service Provider - |

(Fig. 1) A protocol testing system

During the application of a pre-determined test se-
quence, the synchronization between inputs from Up-
per Tester (U) and Lower Tester (L) becomes a prob-
lem. For example, L(or U) is expected to send an in-
put to I after I sends an output to Ulor L) but L(or
1) is unable to determine whether I sent that output.
Synchronization between U and L can be achieved by
using external synchronizatibn operations. I50-9646
proposes two external synchronization operation
LtoU and UtoL as L(U) informs U(L) that it is right
time to send the next message[7]. A test sequence
which contains a minimum number of external synchr-
onization operation and no synchronization problem
considered as the synchronizable test sequence.
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[}

TO:U2/LU0  T5:L2/02

Ti:LOo/M2 T6:U2/L0
T2:L2/L1 T7:L1/LU2
T3:U0/LU2  T8:U2/L0
T4LI/LUO  T9:UI/L1L

Remarks: U2/LUO: input 2 from U to I and
output 0 from I to both U and L.

(Fig. 2) The transition digraph G(V, E) of FSM.

[1] has been proposed a technique using duplexU
digraph obtained from a duplexE digraph for FSM
G. The procedure consists of four steps. Detail pro-
cedure is shown in [1].

1) A duplexE digraph is constructed from FSM. As
an example, a duplexE digraph constrocted from
G(V, E) in (Fig. 2) is shown (Fig. 3).

2) A set of L- and U-synchronizable UIO sequences
for each state of FSM 1is constructed. A set L- and
U-synchronizable UTIO sequences for each state
of the FSM in (Fig. 2) is shown in (Table 1).

3)The duplexU digraph is constructed from the
duplexE digraph.

4)Find an rural Chinese postman tour{RCPT) over
the bold edges of the duplexU digraph.

In this paper, a minimum-cost maximum flow
method is used to generate minimum-cost synchron-
izable test sequence. That is, this paper substitute ‘a

’ minimuﬁ;—cost maximum flow method for duplexU

(Fig- 3) The duplexE digraph obtained from the G(V, E)
in (Fig. 2).

(Table 1) Aset of synchronizable UIO sequences in (Fig. 2).

Beginning State | Synchronizable UIO Sequence | Ending State
0 L-UIO: Ti 1
L-UIO:T2
L-UIO : LtoU, TO
U-UI0 : TO,
U-UIO : UoL, T1
U-UIO : UtoL, T2
1 L-UIO : T4
L-UIO : Ltol, T3
U-U10: T3
U-UIO : UtoL, T4
2 LU0 : TS
U-UIQ : UtoL, TS
3 L-UI0: 17,
L-UIO : LtoU, T2
D-U10: T9,
U-UIO : UtoL, T7
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graph and automatically generating synchronizable
test sequences. This technique use the MUSP.

Let a edge be L{U)-related edge if input and output
of the edge are controlled and observed by only
PCO_L(PCO_U). And let a edge be LU-related edge
if the edge is neither L-related nor U-related edge.

Given G, let G ={V, E/) be a directed graph, such
that ¥ ={S, T} UVx,UVy,, where Vy,={X%, X7, ...,



XE ., X9 Yand Vy,={Y}:, ¥y, -, YL, Y9}, and
Ep=F,UEr,UE*UEsy,, where Es,={(S, X¥); xte
Vyd, Er,={(Y? T);Y2eVy}, Esu={(Y¥ Y¥);YE,
Y#EVy,} and E* is made according to the following
steps,

DE=¢

2)for each node Vi€V, if ¥; has a p-UIO(p; is

either U or L)

a)add (X%, X7) to E*, if last edge of the p-UIO
is a L-related edge,

bladd (X%, X7) to E, if last edge of the p-UIO
is a U-related edge, and

c)add (X7, X3) and (X7, X¥) to E% if last edge
of the pi-UIOQ is a LU-related edge.

Let each edge (S, X%') € Es, have zero cost and capa-
bility s(p)E(V3), where s(p)E(V) is the number of
edges which is incoming edge of vertex ¥; and pj-re-
lated edge. Let each edge (¥ %, T) € Er, have zero cost
and capability #(p,),.(V;), where #(p);,(V;) is the
number of edges which is outgoing edge of vertex V;
and the p; tester send a input to L. Let each edge (X%,
Y#)€E E* have cost §; and infinite capability, where &;

"7 "~ (Fig- 4) The graph GL for the FSM of (Fig. ).
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is the length of synchronizable pi-UIO(tail(p-UIO) =
pij). Finally, let each edge (Y ¥, Y #) € Esy, have cost X;
and infinite capability, where X; is the length of the
shortest path from V¥ to V¥ in duplexE graph. The
graph G, for the FSM of (Fig. 2) is given (Fig. 4).

A flow of F. on Gy is a function satisfying the fol-

lowing conditions;

For X! EVy,, o

alrher

For X!, Xt€Vy,, L

hyher

Y R YH=div), (5

wi rmee

F (XY Y®<s(IEW), @

FL(XIE'Q Y]’J)

For Y2€Vy,, F(Y2, T)+ Y F(Y% Y%

yYiely,
=X R@hyH+3 FROLYY)) 6
XPEVy, Yrev,
For Y2, T)EEr, Fu¥;, D=t@0)oV)) )
The cost of the flow Fy is:
CE)= ¥
o Ymes
L&AXEYD 4+ Y TXRYM YY)
: L Ul Y EERy : .
Theorem 1:

If fi. is a minimum-cost maximum flow on Gy, then
the corresponding assignment of UIO sequence to the
edges of G is that assuming that we use the multiple
L-or U-synchronizable UIO sequences as a stale sig-
nature for each state, the number of augmented edges
to make the symmetric test graph from a duplexE
diagraph is mimmized.

Proof -Since there exist edges of infinite capacity
from each X% €Vy, to some Y¥ € Vy,, equation (5) and
(6) guarantees that each edge in G is assigned a UIO
sequence. And since there exist edges of infinite ca-
pacity from each Y # € ¥y, to each Y¥€Vy,, fi(Y?, T)
=Hp;)EV;) for each Y#€Vy,. Note that #(p)%(V ;)
=1(0;)5.(V ;) and bV )= Y. Fu(X7,Y}). From

 en, .
the previous definition, the equation (6) can be rewrit-

ten as (V) + L FYZ, YN =tpHEW;) +

ylew,
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Y. FuY! Y?). Since the cost of flow through edges

riev,
in Egy, is positive, any maximum flow of minimum cost

will minimize the flow if possible. The value of flow

for edge in Esw, is as follows:If f(p)=(V)> 3

XPEVy

Fi(XF, Y, then F (Y}, Y#) >0, for any k and ps,
and Fi(Y?, Y?)=0for all / and p;. Otherwise, Fr(Y},
Y#)=0 for all k and p, and Fi (Y%, ¥$)>>0 for any /

and p;. So, thevalue 3.  X;F (Y%, Y¥) mean the

ap.yher

total number of augmented edges to make the test-graph

symmetric. The value Y. ¥ §;FAX?, Y?) mean
o7, e

the total number of augmented edges to construct a
test graph from a duplexE diagraph, assuming that we
use the multiple L-or U-synchronizable UIOQ sequ-
ences as a stafe signature for each state. Therefore Gy,
is produced with minimum number of augmented
edges to make the symmetric test graphs from a
duplexE diagraph, assuming that we use the mulfiple
L-or U-synchronizable UIQ sequences as a state sig-
nature for each state.

A minimum-cost maximum flows on G are as
follows:f5 (X3, Y =1,1X\, YD =1, (X}, ¥D=2,
SuXz, YD =1, fuXz, YD) =1, fi(x}, Y =1, fr(X¥,
Y9=1, and f(¥{, Y) =1, where, solution f(X?, ¥%)
=1 means that a U-UIO of vertex U0 with tail(U-UIQ)
=12 is assigned to an edge incoming to vertex UOQ
and fi(YY, Y3)=1 means that a shortest path from
vertex Ul to vertex L2 is needed to make test-graph
symmetric. The resulting synchronizable test sequence
is TO, T5, T4, T9, T1, T4, T7, TS5, T3, TS, T3, TS, T4,
T8, T4, T9, TO, T6, T9, and T2, LtoU, TY with 1 exter-
nal synchronizable operation. The underline presents

a test segments.

Let we assign the cost of LtolU to 1, then the L or
U-synchronizable UIO is changed as shown in {Table
2) and the resulting synchronizable test sequence is
converted in a test sequence TO, TS5, T3, TS5, T4,T9,
T1, T4, T7, T6, T9, T2, T7, T5, T4, T8, T4, T9, T0 and
T6, T9 with zero additional external synchronization
-operation. It is reduced to the number of the external

synchronization operation.

(Table 2> A set of synchronizable UIO sequences in (Fig. 2).

Beginning State | Synchronizable UIO Sequence | Ending State
0 L-UIO:T1 1

L-UI0:T2 3

U-UIO : TO 2

3

2

I L-UIO: T4
U-U10: T3
L-UIO : TS
U-UIO: UtoL, T5
U-UIO : T6,T7
U-UIO : T6,T8
U-UIO : T6,T9

ba
—

LUIO: 17
U-UIO0 : T9

()

O NS = R

4. Simulation

This section describes some results of computer
simulation. First, we generated 5 FSM’s randomly,
which cach FSM has 5 nodes. And then we generated
MUIO/MUSS sequences per state, and constructed
the graph Gy/Gy . Finally we computed minimum-cost
maximum flow on Gy/Gy using “LINDO(Linear, In-
teractive, Discrete Optimizer)™ software, which sloves
linear, integer, quadratic program. The procedure of
above mentioned was performed on a number of
FSM specifications and yielded favorable results, as
shown in (Table 4). (Table 4) represenis the total
length of synchromnizable test sequence and the num-
ber of external synchronization operation on the fol-
lowing case:

Case 1)we use the MUIO and assign the length of

external synchronization operation to 0.

Case 2)we use the MUIO and assign the length of

external synchronization operation to 1.
Case 3)we use the MUSP and assign the length of

external synchronization operation to 0.
Case 4)we use the MUSP and assign the length of

external synchronization operation to 1.



{Table 3) The length of tours(the number of external synchronization
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using the MUIO, the MUSP, the MUSS approach.
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FSM VI [IEI] | [ 1O Case 1 Case 2 Case 3 Case 4 Case 5

[Ec| | Total | |[Ec| | Total | |[Ec| | Total | [Ec| | Total Total
FSM.1| 5 |11] 3 | 3 | z1(D | 41® [ 18¢4) [54012D)[ 16(3) [41¢10)] 15(1) [ 42(9) 38(7)
FsM2 | 5 (14| 3 | 3 | 2209) 46(13)| 21(6) | 44(3) | 19(4) | 38(5) | 18(3) | 37(4) 36(5)
FSM3 | 5 {133 {3 |23(8) |37(9 | 163) | 30(3) | 17(3) [ 32(3) | 14() [ 28¢1) |  28(D)
FSM4 | 5 |11] 3 | 3 | 22(6) | 41010]| 212) | 40(7) | 200 [ 41Dy [ 17Q) [ 333) | 33(D)
FSM3 | 5 | 913 13 |16 36(1D)| 154) | 30(5) | 12(D) [ 26() | 1200 [ 240y | 24(»)

Case 5)we use the MUSS and assign the length of
external synchronization operation to 1.

Total length include the number of external synchr-
onization operation. (Table 4) indicates that the num-
ber of external synchronization operation of the Case
2 and 4 are less than the Case 1and 3, the total length
of the test sequence can be reduced , if we use the
technique using MUSS instead of MUSP or MUIO.

5. Conclusions

A procedure presented in this paper generates test
sequences to check the conformity of an implemen-
tation with a protocol specification, which is modeled
as a deterministic FSM. This paper introduce a tech-
nique using MUIO and Shortest Path to determine
minimum-cost tour of the transition graph of the
FSM. The technique using MUSP saves the cost 1~
9% over MUIQ and directly, derive a symmetric test
graph from an FSM graph. From this fact, we pro-
pose a technique using MUSS to solve an open issue
that the multiple UTIO assignment may not minimize
the length of the tour. In this paper, the proposed
technique is, also, applied to generate a synchromiz-
able test sequence. We know that if we assign the
length of the external synchronization operation to 1
instead of 0, we can reduce the number of external
synchronization operation included in the synchroniz-
sble-test sequénce. And applying the technique using

MUSS instead of using MUSP, the result shows that
the technique nsing MUSP and MUSS saves the cost
7~29% and 7~42% over the previous approach using

MUIO, respectively.
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