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Implementation of Audit Trail Service System for EDI Security

Kyeong Ja Jeong' - Ki Jung Kim' - Kyong Ran Seo™ - Keun Ho Ryu'' - Chang Gu Kang™!!

ABSTRACT

In this paper, we implement the Audit Trail Service System for the EDI Security. It has solved a law dispute
between enterprises by informations that have generated by the EDI service system. The audit trail serviee sys-
tem implemented for EDI security salisfies the requirements of audit and the protocol of the security service of X.
435 and X.400. The EDI Security Audit System consists of the event discriminator, the audit recorder, the audit
archiver, and the provider of audit services. The event discrimninator classifies the transmitted data from the EDI
network to audit services. The audit recorder constructs an index that has combined time information with audit
informations which are classified by the event discriminator, The audit archiver performs the vacuumming of
added audit informations by passing time. The audit provider is a module that carries out the andit trail services
by using stored audit informations. The audit provider supporfs audit servies, which are non-repudiation, proof
and probe, controller of security, and accessing information. The audit trail service system for EDI security
constructs audit information by using index that is combining time information, so it supports especially fast
accessing audit information.
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#include “audit.h”
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/**************/\}-ﬁ_ -E—%?]****************/

/x A A e} & audith”o] AZE AEEs/

/% o1-§3te] HB=o] A

*/

/***********#**** *#******#**ﬂi**********#*/

EventDiscrimiator(msg)

{
char Ttems[MAX_ITEMSIIMAX_CHAR]J:
int i, herder;
GETItemsFromMessage(Items, msg);
switch(header) {
case Submission @ /% ®A1Z] F©] 1000 */
ifIsContentIDDuplicate(Items(i] == DUPLICATE) {
printf("Error  : Contentldentifier”);
printf("\"%s\" is duplicated’\n”, Items[11); }
else {
WriteCOMMONinSubmission(Items);
WriteUAinSubmission(Itemns);
}
break;
case ProbeOfSubmission: /* ®A1A] &) 1100 +/
case MsRegister :  /+ wW]A1A] &9 3200 «/
- WriteRegister(Items); - -
break; ' )
}
}

(38 ) AHd 25 gz
(Fig. 4) Algorithm of the event discriminator
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BASE1 BASE2 BASE3 BASE4 BASES
EDIMIdentifier Contenildentfier Envelope DeferredDeliveryTime MessageSubmissionidentifier
OriginatorName ContentType ResuftEnvelope ExpiryTime MessageSubmissionTime
RecipientName
Time
VatueOfEmor
[BASE1 ] [BASEZ I IBASESJ lBASE4 ] IBASES l
Submission Class
UAName
MTAName
ContentintegrityCheck
MassageOrignAuthenticationCheck
ProofOfSubrmission
ResullOfContentintegrityCheck
ResullOfMessageOriginAuthenticationCheck
ResultOfProofOfSubmission
Content
(3B 5) ZHA S~ ol
(Fig. 5) A example of an audit class
[JEEEEEE Holg Ao €¢a=FE Y
/+ disk_check_processor : T|Z239 3% 99 7.:‘./*}'6}‘3 HH%“J-%] 23 «/
/* data_transfer_processor :  disk_t chec] ocessor()i 2 vHF= */
[+ o] Q-2 BY tlolE % °1‘31*‘* Ho| 5% */
disk_check_processor()
do {
1f(c1u'rent,drsk_ﬁ‘ee space <= F_block) then
data_transfer_processor();
else break,

} while(FOREVER);

data_transfer_processor()
{

V_C =0
while(V_C < Capacity) {

if(QOp_Leaf is not exist) then
select a leftmost Leaf Node;

else

select a OP_Leaf,

V_C = V_C +1;

write_data_process();
transfer_index_process();

(38 6) ZtAt ol XE nalE
(Fig. 6) Algorithm for recording historical audit data
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