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Dynamic Multiversion Control in Multilevel Security Environments

Hyun Cheol Jeong " - Bu Hyun Hwang 't

ABSTRACT

Security as well as consistency of data is very important issue in database security. Thus, the serializability of
transactions must be maintained and particularly covert channel not caused between a high-level transaction and
a low-level one. In this paper, we propose a secure transaction management algorithm using dynamic version
control method that can slove disk space overhead to maintain multiversion and the problem that transactions
read too old versions when two versions are maintained. Disk space overhead can be sloved by properly creating
versions and dynamically maintaining the number of versions and the problem for reading too old version can

be solved by having transactions read versions as recent as possible.
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Algorithm for SLM (LROTy’s, UFDy’s):

for arrived transaction,

1. Assign timestamp according 0 Hmestamp peneration rule.
2. Insert transactions mto Tr_List.

3, Classify ¢ach tansaciion imio each level.

4. Submit transactions into each TM with transaction’s level.

(g3;alE 1) sm LS
(Algorithm 1) SLM Algorithm

TMA = EARHES Q308 Basio %
@9 2] LSCHo Al A& @t )

LSCHol A& TMlA] ke 2t gd4ko] tishA] RD-op
.8 A4 Te A& el rdts(T)E 2R3 gl

29z 24 7R tE ANEY AUS FEER
gw AAFYEE wE A0S WA AV
= ¥99std DMo 2 A2 dt

Algorithm for TM ((LROT's, UPDy’s) & Tevel):

1. Decompese transaction into read-op.’s or write-op.’s.

2. IF (L{op.’$)<L{x)) THEN Submit op.’s into current level LSCH.
3. ELSE Submit RD-op's into low level LSCH.

(¢x2|Z 2) ™ 23S
{ Migorithm 2) TM Algorithm

Algorithm for LSCH, (RD-ops, UPD: & LSCH,, etsi@):
for Ry(x) operation,
IF (R{x) Is a high level operation) THEN
IF (Ry(x) is first operation of T) THEN
detremine rdts_old(T)) = min{for LG) < L{TD, (T, est))
AND max{all vts_old_vers(x;)]
ELSE [*R{(x) is not the first operation of T */
rdts_old(T)={rdis to be already selected by first operation]
FLSE IF (Ry(x) is the same level with dat) THEN
schednle Ry(x) according to timestamp Tule
submit to DM
for Wix) eperation,
submit m DM

(Z72]F 3) LSCH 212E
{Algorithm 3) LSCH Algorithm

DM LSCHol 4 @& Q458 $43L 2 Hol
E}¢] Uento] wie} MlAL QY AAA 9 AR E 2
Aot} B Ucntx)E ©lelE x7t 7444
o] 29 Y207 UCNTE WA 44L& 93ke] Al
2 oA A% A4 Aot 2L WAL Uentr}
UCNTE ©&3 7 VCP AR A A4dq. 34
#EE2] Ucnte} B2 e UL §AHZ ¥
8 3252 g2y AUE fAE A2
& HAe] ANET ALHE WFEL 2V|BHL
hvsol &= WA o] F71ath

Algorithm for DM; (RD-ops, UFDs € LSCH,, ets@):
IF (Ri{x))

THEN read a version with timestamp determined at LSCH
IF (W{x)) THEN increment Ucnt(x)

IF ((Uent{x)==UCNT)) THEN issue a vT

ELSE update UL /*not generating a new version*/



IF {current_time==VCP} THEN

for any data y with its Uent not zero in UL,

issue a VT

IF (VT is issued) THEN

assign ts(VT) ~ vis = rdis into new version

hvs=hvs+(x's version immediately before generated new version]
ey=cv-[x's version immediately before penermed new version|
delete T; in UL

IF (T, is the first operation in UL)

THEN invokes Algorithm for etsi(j) Adjusiment;
IF {there are unnecessary versions)

THEN invokes Algorithm for Deletion of Unnecessary Version

(2321E 2) oM LS
(Algorithm 4) DM Algorithm

A 71 S Fel disiA Ha A4 4
€ 4nd s .

[A1] Uent(x)=UCNTS) 2%

o] 7] UCNT=3, VCP=380|=} &AL 7 A3 <A <]
Z W4g] A E XY oaF 2 oA Uentx)=
1, tyof| A Uent(x) =2, t;o A Uent(x)=3¢]3Z Uent(x)
7} UCNTE 9522 x 2 A48 Uent) =02
227880

& @ VCPAAIA UCNTE Z3siAu} =
A WS A galA vde PAstE AS
olt},

[+1#]2] Uent(x) > UCNT & =& 7 Al A%

CHER 22 SB0IM SH LS BT X0 665

o714 UCNT =3, VCP=80o]g} &}a}. o] of, =} A|&
o A 2] H ole} D(x)ol & Aej& B9 o) 7ot
1,14 Uent()=1, t3ol 4 Uent(x)=2, t,9l 4] Ucnt(y)
=1, gl A Uent(x)=30]22 x,£ ¥4, Ucnt(x)=0
o2 2713 gt} oA Uent(x) =1, tzollA] VCP, 9]
22 %% y& 44, Uent(x)=Ucnt(y)=02.2 #27]
e [0

DMo] VTE AZsta VCP7RA WAL 44
AN#Fed sy dde LSCHY etsE =Q 57 918
o oln] wAH PN 7o etst WEZ min{ts(D
GONE AE M FL ets2 Fato] LSCHOA &
At

Algorithm for etsi(j) Adjustment (after issuing VT):
IF {{Ucnt(x) == UCNT) OR (at a VCPu1))

THEN 1* version creation for all D{x) *f

diseard ctzi4(j)) at VCP,

select min{1s(D(x))] within a VCP,

submit it as a new as() o LSCH.
ELSE /* not create a new version */

not adjust ets, ;)

(L32|E 5) ets =H TS
{Algorithm 5) ets Adjustment Algorithm

Fddde ERANE] AHE-Fhe ovie VIZH A
%9 ot F9Ade] RD-opEE A3 F713
L2 hvsO 2 F717] dFd] B2 9 WA &
Ag 4 gt qEbA], RD-op7t 6 o] A &
< hvsdl] gl= A 8|AS0] AARA 23 FUE
G 7 vt ol Z $18q A dA S Egas
A A A(DUV;Deletion of Unnecessary Version) &3
2&ol 27H9 DUVE H3td 4=(WDUV;
Window for DUV)E ALg-3ith WDUVe A 2z 8™
£ BP(x)¢} EPx)E vl AA dAoM AAL
B A2 min{ts(RD-op)) in each level} Kt} & 3L
hvsell Sl& vis(x) 5 7+ 22 WAeo] Ak gr}. o
o vise 2 ¥AE AAE =l M) ghql Az
o B4 GAAM= A9E v ™o o el 8
€ SLMAA &=sta A A Add A
2 AA 2 38 257 913t SLMe] Tr_List
A4 2 visst YUY SHY2YTE 2= EAHAMo)
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Algorithm for Deletion of Unnecessary Version(ts(RD-op)):
for D(x) & WS in WDUV,
IF (version order is x; < x;)
THEN BP(x;) = 1, EP(x)) = BP(x) =i+ 1
IF (rds < ts(RD-ops))
THEN Replace rdts with ts(RD-ops)
ELSE not change
for a version to be deleted,
IF (min{vis(x)chvs}<min{ts(RD-op;) in each levell) /*1st phase*/

THEN Send selected vis(x;) to LSCH; /*2nd phas=*/
LSCH; Hold the vis(x;) and send SLM
SLM Retrieve the ves(x) in Tr_List {*3rd phase®/

Return whether on not deletion for the version

.TF (dcletion for the version)  /*vis(x) is not in Tr List*/
THENDeletendeﬁplﬂmEP(xi)WﬁhBl’("i)

ELSE not Delete x; and Keep BP(x) < EP(x)
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