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ABSTRACT

This paper presents the RDM algorithm for composition of bit. After this, We propose a digital signature scheme
for facsimile document using RDM algorithm. We modify the even-odd feature in distance of changing pel between
coding line and multiple reference line which have been scanned before, and run-length in coding line. The time to
take in signature is reduced by spreading of signature. Non-repudiation in origin,the 3rd condition of digital signa-
ture is realized by proposed digital signature scheme. The transmitter embeds the signature secretly and transfers it,
and the receiver makes a check of any forgery on the signature and the document. This scheme is compatible with
the ITU-T.4(G3 or G4 facsimile standards). The total amount of data transmitted and the quality of image are about

the same to that of the original document, thus a third party does not notice signature embeded on the document.
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Fig. 2 Mixing Method of Signature data
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RL @1 51 So RL, 991’ f[ fz f3 f4
olo|lo]|o]|]o]|oO 1 o010
0|0 | o0 1 0 1 0| o0 0 1
0|0 1 0 1 0|0 |0 I 0
010 1 1 1 1 0 1 0|0
0 1 04{0 0 0 0 0 0 1
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0 1 1 1 1 1 0 0 1 0
1 00| 0 0olo0 |0 0 1 0
1 00 1 0 1 0 1 0 0
1 0 1 0 1 0 1 0 0 0
1 0 1 1 1 1 0|0 0 1
1 i 0 0! 0 0 0 1 0 0
1 1 0 1 0 t 0 0 1 0
1 1 1 0 1 0 0100 1
1 1 1 1 | 1 1 1 .0 0
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<RDM$A w2 F>

While(not end of page) {
NEXT: While(not end of line)
{
Determine reference line i by key
Set ap,a; in coding line
Compute Rl(ag,a;) and ¥
RL = RL(ao,a;) MODZ
ei = ¥ MOD2
Acquire two bits pair(sy,so) from document
/¥ Excute composition of two bits pair */
if((RL @ s1) (@i @ so)=1)
process fi{no operation)
goto NEXT
elseif((RL @ s1) (@i @ so)=1)
if(RL(ap,a1)=1)
process f'(a1~->->,a0>)
elseif(RL{ap,a1)22)
process f2"(ap—>)
goto REV
elseif(RL @ s1) (ei @ so)=1)
process f3(a;—>)
goto NEXT
elseif((RL @ s1) (@i @ so)=1)
process fg(a1~>,a0->)
goto REV
if(pi'=pi)
process filai->,a0>)

REV:

else
goto NEXT

<RDM #& gunIF>
While(not end of page) {
NEXT: While(not end of line)
{
Determine reference line i by key
Set ap,a; in coding line
Compute RL(ao,a1) and ¥;
RL = RL(apa;) MOD2

pi = V; MOD2

/* excute extraction of two bits pair */
Sy = RL

so = @i

}
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S’as= RSA(Ks, Sas)
S =DES(Kag, S'as)

S’A=RSA(Ks, Sa) 3-1
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Fig. 6 Digital signature algorithm using DM algorithm
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E7+A(EOL) d3ste S, TE2 A9 dlo
7] Kand ol &8l 48 F HF FAM
& EOL7HA] ¢h3ishe R§-9 A9 dlo]gl S )& A
o g §-gd st}

UMz +RDM(M;, S"as, Kas) +RDM(M3, S'4, Ka)]

(3-2) U

..... +

UMy +RDM(M,, San, Kas) +RDM(M,, S'a, Ka)l

EillE ZF 9AE 7t RE9 FHEFAM FHH9

(3-3)



B3/ EA 8o g RDM 84 ¢2eE R UAE AFele §4

$£42 Ax UAE A9dE £4 M'E MH, MR,
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Coding: ©] 8} LCC)3le} o| & 4412 Bl Al $41¢hket.
M”=LCC (M) (3-4)

447 BE M'E 4189 %5808} LOC )3}
o UAE NP BN ME PR,

M’=LCC™' (M") (3-5)

g2 OAE MNEE 24 M'E $43 Ag AL
ofdg A9 REE 2§ Fo)

M'=M"7TUM>2UM%5U -« UM’ (3-6)
olo] RalEd REUNE & RE2 HF FA A
o] FAMIE Fop 1 FAMI 9 A 5 5H EOL7HA| 3
Aol e gEsle S, TS Mo dole S“wE

RDM %% 212 &(clst RDM ) e & 231},

[S"asli =RDM ™' (M|, [S"as]:, Kas)
[S"Asl2=RDM ™! (M3, [S”asl2, Kas)

[S“Asln=RDM ™' (Mn, [S"asln, Kan) 31

2 F F29 [S%asly, [87Asle, -, [87aBlnE& T57)
KapE ©]4-3] DESE-5. 3},

[Sas’}i =DES(Kas, [S"asl1)
[Sas’l2=DES(Kas. [S"Asl2)

[San’la=DES(Kas, [S"Asln) (3-8)

o] hA] A9l F/7] K2 RSAEZ S Sud
T3t

[Sasli = RSA(K;, {Sas’]))
[Sasl2=RSA(K,, [Sas’l2)

[{Sasln = RSA(K,, {Sas]n) (3-9)

T417 BE th&9 3¢ AdHE AFFIH A
of ¥Ae 244 & AF e

(Sas= [Sasli) AND (Sas=[Sasl2) AND
- AND (Sas=[Sasln) (3-10)

2o g Be A% AR VRS ASEH
SEEREREEE STl

(Sas#[Sasli) OR (Sas#[Sasl2) OR
-+« OR (Sap#[Sasln) (3-11)

3.2 BHA Xa|

E A Ae F£212 B7 FME A% T
o FA HAA o5 AAE 4P (29 7 B
7F A AL g EA (M D)l th3l 4 (3-5), 2 (3-6) A3
BF =g HF FAACA HLI] KaZ HEE
d#3ste] RG] A wloje [SWsE F& T

[S'Alsi=RDM ™ (IM"lsy, [S”alsi. Ka)
[S’Als2=RDM™! (IM’lsz, [S"Als2, Ka)

{S’Alsa =RDM ™! (IMlsn, [S"Alsn, Ka) (3-12)

FZ2 9 [S'alsi, [S'als2, =, [S'AlsnE A2 FIH7]
KeE ©] &3} RSA 53580}

[Salsi =RSA(Ke, [S'Als1)
[Sals2=RSA(Kp, [S'Als2)

[Salsn =RSA(Kp, [S alsn) (3-13)

47 AL TeH 2E A4S $A4 B
]

1o
10
N
thu
r [¢]

(Sa #([Sals)) OR (Sa #1[Sals2) OR
<+« OR (SA #[Salsn)
(3-14)

FAAE A FA 0 dis $HAAE FA AL g F
A 3¢ e 2L A wet
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Fig. 7 Processing Procedure in trouble
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[S"ABlre = RDM 7! {(IM Tgn, [S"A8IRa, KaB) (3-17)
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KapE o] &3 DESE 5.%lc}.

[Sas Tri = DES(Kas, [S"Aslr1)
[Saplr2=DES(Kas, [S“aslr2)

[Sas Tra = DES(Kas, [S"aslra) (3-18)
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[Saslri = RSA(K,, [San’Iri1)
[Saslrz = RSA(K,, [Sas’]r2)

[Saslrn=RSA(K,, {SasIrn) (3-19)
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(Sas) =[Saslr1 AND (Sas): =[Saslr: AND
-+ AND (Sap)n =[Saslra (3-20)
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Tabie 2. Comparison of mixing capability on test chart

w9 BIT
2E74 =
A7 ol b e M= M=3 M=5 M=10 M=20 M=40 | H7F 18
RM $HAH([7, 8] 6,188 2,082 1,264 716 353 210
Ate Y 9,243 3,110 1,855 1,065 556 300 45%
RM 434107, 8] 5,102 1,702 1,011 504 244 133
Atd A 5,359 1,793 1,051 525 253 139 4.5%
H 3 MH 3o ¥ig
Table 3. Change in MH code length
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