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Speech Secure Communication Control System
' Using Chaos Generation Circuit
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(spread spectrum)®] 7} 2 % %% M(chaotic modulation communication)dl A SA4A B & FAIA 28] 5} &
A2 712 A5 E Wulo] A5E B4t Ruddr s=dol2 78 ste s H-BR BAA X
-2 7S] ST HEEN Fte X AFA AT H-& ALt

ABSTRACT

Speech secure communication system which is implemented with chaos generation circuits based on the chaos
synchronization phenomena in chaotic modulation communication is described and experimentally demonstrated.
Pecora and Carroll have shown that it is possible to synchronize chaotic systems by sending a chaotic driving sig-
nal. The way of chaos control has led to a concept known as signal masking and recovery algorithm. We
implemented Lorenz chaos generation circuit using state variable method in order to generate chaos signals. In the
numerical and experimental results, chaotic circuits have shown the chaotic behavior and chaotic synchronization.
The chaotic masking signal for secure communication which is added speech signal to chaos signal is transmitted to
a receiving subsystem as modulated signal in spread-spectrum chaos communication and the speech information is
recovered by subtracting it from received masking signal to synchronized chaotic signal. Lastly, we applied the
chaotic madulation and recovery system to a speech secure communication using chaos intelligent control on board

experiment.
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Fig. 1 The chaotic attractor and time waveform of Lorenz.
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Fig. 2 The electronic circuit of Lorenz based chaotic circuit.
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Fig. 3 The chaotic attractors and time waveform obtained
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Fig. 4 The block diagram of chaos synchronization control.
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Fig. 5 The non-synchronization of separated chaotic circuits.
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N. Bdu|s} BAALH

e s Al2de A A, G, §9 F9 ol
433 ZAYE AFEz o, B3 H29 £4,
A 2 AAYFE Fofl A A go] i Yool
Fte Fo4 AT FA L Fle s AU 7
7 Zo] dFo] E7bed WL Foy g A=
FdY Azolng, Fiy AN o] FF
A4 2 e dFE Fole oAIFE A2
on Hg @ (FFAA HFsct wekA geld
e w5 09 FERAZ e NI E MW
o Fhe s Fo FAlo B F84E AFH F2
i=1

£ AFdME SHNSE ¢533te vsEAA
2818 FE3te, Fles UE 1YE AHEslY &
AugE s=dojzez APAT. 712 AA
HEE o9 54 A 2ol

Y hx,y) @

dx
= g(x, y), di

dt

A@E s N2WL TE L $He 7o 2 A
2902 Be@ ASold, 7F & $AA LA
SANBE HolH At Wrt

Y by 0)

dx
= glx, y) +s(t), dt

dt

sihe SAAEE Yy, x(De dxsHE 9l

77

2 A5 Bk 971 x() A3 E FE 2ol
st2AHo| AEHER oud EUA HEY &
Az 224 9ok gk A dste $ARE OeF
Ae e F718 @AE vz ¢ 4 AAY
FE olgstd JHE HdsA o A2
]

dz

dx
o hx,z), rlt)= T g(x, 2)

©
HEE x(t) AZA FANIHAA )] RAIX
He] golE X X7t 50t HEE FA 3 y(b)
g At) FA2HE Fhe2 B7138 §3A F9, 1)
443 (D8 BY435A |t

dx dx
r(t)= T glx, z) > I —g(x, y)=s(1), for t—>(0703

A9 FHN FEALH@SD) ¥ SHEAR)
A 2d ol SN HEAN 2 TS Bk

V.4dH A 3@

Fole EANAL 749 JFL Foln, Fue
MRS S5l WP R FARCE EYHAT
Fex NEE By Azolnz old o2 F
ool 4o Akgo] FH5ath 2 AFME 7S
AR F1e 2 YA ZE $AZ A 2] H)EANL
A% By 2 AP on, 227 ZdNE e
2§73 RAZE ol g8t AW AsTAE
o2 §75E ohd2a "A2H o2 TS
SAARE ANDOE Bdse AHS BT AoA
FPch 28 7¢ AAAHA BE golojagoln 7}
7o) A%, & 847 o2 AEel sHakg 2ate)
» HZE7) & ol8stal TANAY. 28 8L
Al de Asoln, 9o Nz E A
SAYHE 4Khz AAUHE £33 SHYYLE
Bl Zoln], ofefe] QABATE AL FEo]
2 7lex A5 Yo AEo] Ze AN} 49
FA2AN o2 WENEE e Aotk 2
Q99 919 AsE AEAY FAZ M) SHNS
2 UErd AolH, oldfle] 1AL uBA UL F3

L.
. W

I
o)

I de

L L 4



TEHRA L R Al Ay =54 1996 Vol. 6, No. 2.

of B9® 24N E Ve ol

S35 71 Feld mpag AgelA e Az e
3 89 AEL FL2EVNE At WRHE 7}
92 Az Wiste] 24AB ) 7|7} Fojo} Bk,
CE BAWE B AL B718 BEe] 47)E
deit B4 BAAAS Zoln, o o2& Zol2
W bs@ Fohel hes Axdo] FUsjor B,
E@ A2de 5E, & 0,7, be 22 75k
Sseste] MBS Waked, DY AL WE
gol =Y FE RAY + 94 Ak meA of
e A2Y Wee Fe WHFANNN G L ¥E
g A% 7kep A AHEE & AT HBHA 2 e
QA N2y weel APA, & 719 W U
Aol SEeth Aol AWE FHHFHEAN L
9o 24 e 2o

D& H A2 S Al2d TAo) 2ty A Y
A T8 o| 7He3sith

DeANE o2 AzEg 433 ooz
=R} Eex YR g 4 $ Ar).

NFANZE Fea god, FUHFusp
e AR &4 TE kEQo] ¢HA ST

HE N2 oldna NI FGE By
EEE /HAY Ao o

)7t A2 A28 W] e g, A
28 HEghs 23t g3 712 Ao
7t e

6) 8 A" oldz 2 AlAg o)A g, Y'Y A
28 = 8o 7H5 st

original
speech signal
X P 2
Ud .
drive transmlttcd response
) masking st
chaotic signal IRV, c. aotic
vd signal I | signal
wd i Wr recovery
chaotic 4 |
—— synclronization speech signa
transmitter receiver

O 7. &40 540 A4 BYx
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Fig. 9 The original and recovery speech waveforms.
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