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Abstract

The elimination of covert channel is needed to ensure the Multi-level security of Database
System, In this paper, secure two version two phase locking(Secure 2V2PL) is proposed to eliminate
the covert channel[8] and to provide more efficient performance. Secure 2V2PL consists of two
versions and secure elements on basic 2PL. Secure 2V2PL is the method of avoiding the confliction
between high-level transaction read and low-level transaction write, It also improves the performance
of read operations of high-level transaction and the performance among same-level transactions.
Using two version data and a donation scheme in a different way with S2PL scheme. we can get

scme benefit for reading the lastest version of data.
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% %A

Altruistic Locking& H7Fste] Bl 203 2wbA] 27719 oA A48 23 ¢xeEe o
&2 22

2AE ] Basgh gaEe Aol i 2AEHY T2
r(x) : dolel g% xo W3] A52AE 2t EWNH 3
wl(x) : dlolel &% xo ] 71E2AE 2= EWAM YT
cix) : dojel & xof & g2aE 2t WM AT
d(x) : dolet &% x& FAN EdMMde] Yot

x
X
T{x) : x& 7k EAHYM,

L(x) : x¢ %+,

if L{p) < L(x) then if x is certify-locked

/+ restricted *-property »/ then

p i3 refused if cl(x) < d{x) then p(x)

endif else p is delayed

if L{p) = L{x) then endif

if x is read-locked if x is unlocked
then then p(x) endif

if T(p) = T(x) then p(xw) endif
if T(p) = Ti{x) then pi(xc) endif
endif
if x is write-locked
then
if T{p) = T(x) then p{xw) endif
if T(p) #= T{x) then p(xc) endif
endif

endit

if Lipy » L(x)

then
if x is read-locked then p(x,) endif
if x is write-locked then p(x,) endif
if x is certify-locked then p(x,) endif
if x is unlocked then p(x,) endif

endif
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case 2. A pJ} writed AP

if L{p) < L(x) then
/= restricted *-property =/

p is refused
endif

if Lp) = L(x)
then

if x is read-locked

then

if T(p) = T(x) then p{x,) endif

if T(p) # T(x) then p(x,) endif

endif
if x is write-Tocked
then
if T(p) = T(x) then p(x,) endif

case 3. pJ} certifyQl H$

if L(p) < L{x) then
[+ A% F YgE 4F e/

p 1s not occurred

endif

if Lp) = L{x)

then

if x is read-locked
then

if T(p) = T(x) then p(x) endif
if T(p) =+ T{(x) then
if ri(x) < d(x) then
p(x);
Xpe € X,
else p is delayed
endif
endif
endif
if x is write-locked

then

if T(p) % T(x) then p is delayed endif

endif

if x is certify-locked

then
if ¢cl(x) < d(x) then p(x)
else p is delayed
endif
if x is unlocked
then p{(x) endif

endif

if Li{p) > L(x) then
/+ restricted =-property +/
p is refused

endif

if T(p) = T(x) then not occurred endif

if T(p) # T(x) then
if cl{x) < d(x) then
p(x);
Xpe € X,
else p is delayed
endif
endif
endif
if x is unlocked
then
p(x);

if ({rl X)) = &) or (r1{x,) < dix,)))

then
Xpo €= X,
endif
endif
endif
if Lip) > L(x)
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if T(p) = T(x) then p(x) endif then
p is refused

endif

if T{p) == Ti(x) then p is delayed endif
endif
if x is certify-locked
then

case 4. ®AF p7t commit@ AP

R

]

p
if (x,) = @ or (rl(x,) < d(x,))
then

Xy — X

endif
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