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Abstract

In this paper, we focus on Pfitzmann's active attack against an efficient anonymous channel

which was proposed at Eurocrypt’93 and show how the attack can be countered. In the new scheme

to

prevent the attack, the size of ciphertext sent by each participant increase somewhat, but, as in

the previous scheme, its size does not depend on the number of mixes. In particular, the

sirnultaneous broadcast network is now not required which was needed to open the results computed

by

each mix in the previous scheme,

1. A4 & ol Apdoltt. 53] ¥47] dEdte MEL A

g dE w2 gEe Vs us gt

HZ #A BFoly gmgozul 7aHol A e, 4o & EokE AA WH
96 9% 7|ao] B&3 ARt Ty = A gtk olg FoAE, HIE olgF Mz A
HEOBTE =AA Z4FL W Y= RE Ex 2, 34 g8, da ¢4 Fo #de A HH

» @FARFAAPL FEVgAE



4 SRS AR B AR 3 (1996, 3)

WENZE B9 Ars) Ase dug
FIA Fdch 2L WFR AFE do
B wWolze mu, Ao} BEHE A

AHe) 3 Zloj¥A] =& 98, o %

Aol el olg A FAe G e
A e B BAE Y e

Abgol ol g FHgle]

of s2ael FRMZ AlEEd we
2 54 2% 98 48 5 Yy
A% Fol $AHL AT oy =

of gtk wd ole® UuW Tz

A (Traffic Analysis)oll thadl B& )z o g4

EHEZ ArHe] gy

qm FHZE 28 L4 e vhs 7o)
A4t Ao FRE Yoo TR B

WAE S A3 olaN (a7 2o
B R se] g @At wEHA
Aae) TeholMAE AW & de E
oo olefd oy FAzE AR A

A4 AF, AR S 5o ZebolmA
Aokt ool Uel #EHA N

Messages from the senders

N

¢

off

5 A5
B 5o v =& e #4F FHE IC 7}
o=y

doh AMZ L At W

L.

—

£ rEEY 27t g
© &

o X
o o ¢ re

)

oN

of
o>

=

D.Chaume] #|etst Mix3 olm A =07 7}
F HZE 2 olFolE We 9% FARETe]
}ﬂ ?_]_’E] 0_1 -‘ZLE]-: 1078790 111,‘1‘_]
ey ojd @ o FARe g FAL
W2 Aoty o] gty 3| Pfitzmanng o8

A% FAEA Y AR, WA MixH

AzZe g FAE 282 Shuffled

W, olze] WA 3

oAt oEaA et FHol Ak §
218

FRANE o7 gHoN Bow

A B Y E$ I (Simultaneous broad-
cast network) & T#H3IA YIE FLHoE
oy FANZE FEE ¢+ dS5E Bk

w2 EF TN Bog FAHG. 249

=
B =gl AgE gojo] gelsh 2]

AR 7128 AR e dFdh )

Messages to the recipients

AN



A& AEHA

oy g 5

XS Bowel b Thsl A
vhAses He

21 A9

AR, B =ddMe BE V& FA »
E(public board) & o}&slo sl #Ho T
7+ Sk

B 391 Ade 3 B=9 #8585 oy
2 AZE %8 v (probabilistic polynomial time
Turing machines) (A,, ---, A, S,, -~ S)& 4
2ot &, Ax £3A0ln SE= Mix AlElolo)
A2t S = T3 oA player) et e gl

{0

Bel 2 Aol 1o 9% afdel gt 3%
2HEE VST 9 o4 %éliah gt
HA, me A9 8oz zdx (o, - 0)
+ ~E 2] %‘Mi gt

Completeness : wre} T & Zr1xk7} honest
=il
1

{017 T On} = {rnlv Y mn;'

Privacy : o3l jo] el M5, A< me] b
& A= HYZ AR Fu}

2 =&
tion) &, D& bitwise exclusive OR<

xie xe] dolg ofulart

Al EE o 9% (concatena-

o =) v

2.2 FMN719) 71EHQ) AE

E.& Alice® #1712, Ej'E widaz g
& Yoo X tislAM, g o] T3t}

<K

3 7Hg e,
ECEAX) = EE(X) = X, (1)
AR Me thest ol dEs Hok

C = E,(M-R) (2)

5 Cue RE e e%% 4
{Cii =1, - W M =1, -, n)
7} Z A A adversary) Al FojHT R 1A &)

C=EM) (1 <i<n (3)

olw, FAA(adversary) = 4 (3)L o] &3}
ICizt Mo g #AE 44 e £ Ao

ol#ist g AAE £717] YA, 5 Ro
2l (2)ollA "askA ®bct
3. 71€EY 9y AR

2 HMes 71E9 ¥ EANEQ, Mix¥
W EA2 DC(Dining Cryptographers) &
o A2 283 Shuffled om EA2

of el dw g},

Y o FNEUE ted 2ok n9e) $4
al,

A% A, o AZE S, 77Ee) $47 AR A
S mol AE BAE VUL HAT A, A
A mE RS Agsia Do £47 B

el #M71E Euzt st AH Se F71E E
olzta ¥} o7ix, ME S J¥Le 7 F
AR FEEE Rustatd, dF RS A
AR F 2 AAE ez EAE B
o #83te ot}



6 BEFREEEER T (199%. 3)

Ly
Y

[ Chaum@| Mix3l 2l8§ EAIZ |

[step 1] 2 &A= A€ k7l
g Ao, tEH 2
A3k & F7) H=(Public board)ol &
ki

=

A
L\’}T Rlv )

o

o

o o
dEEE

X

Ei(Ri o Ex(Rz -+ E(R, B, » Esl(ﬂl,)) - )

(step 12 A7} #AIA, B, - E;(m)E
Mix 99 FS42¢ Bty = 9n
olt})

[step 2] H %9 Mix S £33 g3 &
Eaghska, 2 W%TOHH L
AN & de HEse &9
2 st —57H HeEd AF3n.

Ay
fo e wp

~—

Ee(R: --- E(R, o B, o Eg(m)) -

[step 3] vk 9 Mix S, & A3 =] Mix

£ S, v, Soe AR step 29 2
&5 ¥ % T8 ghrt,

[step 4] mpAIgto. 2 S+ (B - E (m)iE &t

9oz ygsty ) B dF

ghot.

Mix® o4 BAZME Hox © &
o] Mixgtelgtz A stohd, {Arsk imie] o
= UrA g2 MixEA Z2xx H
Nz & 71 Atk =, multi-party sender
anonymitye] 715 A#sA FHoh
3.2 DC(Dining Cryptographers)d <

B EAE

D.Chaum& Mix¥d % B4 29s 21 A4
o] & t}2 DC(Dining Cryptographers)d <

rr of
Ha ofm
2,
]
e
2
0,
QL
8
ui
w)
O
2
4
i
offt
>,
il

anonimity 2, 7}xl&el gt A}Bl-o] olw o7
L7 A7 A
ojt},

. Aolgt sk
Z+ A Ax Ast el WA A mete o
e FA8 A, WA mE A
F3tx AT A £ dA=Z 74 As nol
K,i#jj=1-",n& Wl Bha
NAEAA Y BAERE Fate] A
sto}, o3 714, Kje TR ig jrte] &
g7zt "o DCE o3 FA2E
ZEF o8y AEE F U

1o
o
Z oy 4.>

A
el

R D )
L1}
e i

alle

[step 1] z+ 42 AE Ao B¥F K, th
2 $ARER FH A ZE 7] K
aa zale] HUZ AL wAlA m
E 2T @3 g At ojw B
AR 7 e $40R= m gAlel m,
=02 g &< AL

[step 2] 7z} A% step 1olx A b9
# VE 3 B=of W48t
.= m @ K, & K,
[step 3] =E F2z7F 2 wAlx Vel &
e Fof ol M T HA AANE F
o 2E J)7F FHY Hetd A7 g7
o], T FHAlFTro] HA S B AL

of Al Aste 2 Aol Bl wA
7b €A "o

A

DCH o B4z oA, E A7
of Byl 2ol ol FolNAY EE 2

of nijn



Aol &
RES-

o >

3.3 Shuffle3

RSA F7 7] 4FYE A2 3 Chaumg)
Mix¥ % FAZ+ 2t $427F Bufojopyt
e GEEe Aozt olF Hu. dIE,
Ei(R:i » E2(R> -+ E(R, ° B, E;(ﬂ) )) g
dole AlE el F, & Mixel F kol wet 35
ojubA Hth oleid FAE FHHs7] 116}01.
RSA <3 othAo] ElGamal &7 ¢s''e
o] &35 &B&H Y FAEE Park §ol
or&RTH. Park ‘o] #|¢+g Shuffled <
ENZe 34 Bv Mag@Ee] Type-1¥
H O ENEe dA AAL Type-28 <9
ARZ o] 2

2

ot 12 of

ol
o

3.3.1 Type-1&

ElGamal %

T
O

Shuffled 2@ 2%
2 g o) gtk WIde Iy A E
dele (g g8 A4, TS 9714 ¢
Agolm, ¢ GF(g) el YA 2(primitive
element) o]t} z} 4lE] S7F Al&stE #E 9
e g #2oh

=2

i
A
o

(Secret key of §) X, € {1, ---, g-1}

(Public key of S) Y,(= ¢% mod ¢)

[ Type-1 Anonymous Channel ]

[step 1] zt $32 Ax @4 RS Mds
ofegh el (C,, C)E A3}
(Co C) 2 (g8 m x (

Ae o8 (G, C)E 371 BEd B
th A7 A £l u, 1S e ol A

o] ghct
(txg, ux (Y., --Y) A%
St ur) £ ifl <j<kl
wAS o=k
=1, e, koll oiElA thgg RS
step 2]
(f, ), (b, w), - (4, u,)
g FN BREd sAReRE de 7 $
Az A2l &9 listgl? &zp S= W
% n, & st j o= 1, -, nol
o 3 A ﬁ W u, 1) E AL
[step3] S filt, u, r)t (j = 1, -, m)& F
N BT &ayl go8 FME U
of &4t}

vpRlugto 2 Il HEodlE 4yl &M
v d &8 Lst, imd., 7 EA €k

719 Z2EFANM, (C, C)¥ 95 R,
o Rl tial A ohg 3 3ol W s of Zith

© YR
S YR

(Cy, Gy} = (g% m,x(Y
— (g, m x|

(g% mx (Y)™)

—m

{



8 NI ERER G k- g et

(1996. 3)

Z dl¥ Type-28 9% A
A, Type-28 4% &4

FHES WA ek m

broadcast network)Z o|&£3l= B33 TZE
Fo] "RdY a8} bE v} Zo] AHE
W BE53 TZEZL o5 72

a £ ¢ mod g,
b 2 mx(Y, -~ Y) mod gq.

[ Decryption Protocol ]

[step 1] S& Z = a%(= (¢)% = Y/ mod
QE ARSI olF F/HIT old, Z}
S+ o& Mix ¥, 571 AN Z2E
2 3 A ZE st AE A
&7 98 FA FE UEHNAE F
std Z7t FAl FANHESE g

—

[step 2] F7FEA A HE mE& 48 +

At

b/(Z+2) = mx(Y,--Y)/(Z-2Z) =

fabe)E S 2ol Beistd ofefel n
= 328 47 92 F Aok

fla,be) 2 (axg, bx(Y, - Y,)) mod q.
BxAe 1 ¢d (a,b) = E(mr)o]y,

= E(m,r+e)oith

f(a,b,e)

[ Type-2 Anonymous Channel ]

[step 1] Z+ 2% A= E(m, r)E A
2 RE Hdth ©, re dFon

[step 2] S;= G e, &, -, 65 g 5l

2} ol thstel e AN

f(E(m, 1), e) = E(m, r, + &)
Se= {E(m, . + e)}E& ¢l To=2
udate] I Bz Hoth

[step 3] S, ~ S& ZHEHE Step 25 33

o 3ol 4EHUS W, %}J}'ﬂ T
2 Ugdd =9 list {E(m, x)}E A
ot A71A, xe dFolnh

[step 4] S, ~ S+ 33 ZEEF
{Decryption Protocol):% sl {my
g ¢8 7 doh

489 ol we) ?; B Aozt 27k o
£ Mixd oW FA=Z29 EAHL Type-1%
3 Type-28 o FAZdME EAsA @&

34 9w BAZe uE BA
olaboln 7+ ole Falzol dE WEESL

wMalo] metty of WolME Zzte] o
Nzo hafed, AR T I, P W,

r-{n

2 ofm



dde EEHY AP N 9

H oS dslA e 8 12 Aelsqch & o] g BAE dI e Aotk o)gH

1¢] DCH o9 FM2e 3t 37 whde o} g A9, A3 Shuffled v EAlzE otx s}
A7pA GE A AR Lt A A €.

Type-1o] & Pfitzmanne] ¥ AL ©e

4. Shuffled] <7 %A o I ok gel H4A A, 2832 F Mix

i3t Pfitzmanne] =4

A8 53 58 FAAS i, 25e oW
SR A2 vE WARXE L) 9lsted AMA

Eurocrypt'9d 9+& 3ol Pfitzmanne ) 2HAHIL 7AHao 4714 Azt wa
Shuffled % BNz7} rdahx) Bge Ay FEEE G = (@ mx(y, ) el et
& wu} 9o}, Pfitzmanne] £4& Type-18 3} dtab. &, RE Wdola Y= 7 Mix AlE Q)
Type-2% % Az 2o g9 £ e FHCIT
TH2R FEH ¥4 (Passive Attack)d} &

49 ZA(Active Attack) o2 o] it} [step 1] A= S(m & Mix 416)E A7t
FEHo) TAL Pfitzmann''e) =%oA =7 2l dE5E CE olgsle] WA C) =
& R e WA £ domE B o= (CpCy) = (@mx (Y, ))& A
M= Type-18 4w ZAzo| 1:}]‘?5]- 55 WAk EoE, FAE AbololA
9l FFEWE THFC}L Pfitzmanne %73 2 AbR el b4 M% o] g3l tig 7+
AL A FAe] A4 2HA2Z, ¥ Mix AlE < YEEE BT}

(W X5 AEek W epAer dE) e $04F

o) & S Ao} Abdol| Aersieiol sr) C" =(C",C") = (g, mx (Y, YR

o] ¥R HAHL @ mxg Mix AE e
=834 W g Mix mﬂ_q AqY Alole) A FAAEE FH £ Unx G5 EE
2 A= = 2N SR B w9 Hel e, S& gda 28 533,

¥ oAY EdEe v
Mix' " pCH Shuffle!™
1. A} & 95 RSA iy 7] wpal ElGamal
2,74 Ay R AE Hh4 3 Net. 5470 AlE
Cascade Type Broadcast Type Cascade Type
3. AE &% AME 4o o] & of & oy
4. A Computational Unconditional Computational
Secure Secure Secure
5. F7 v Pfitzmann'™ A YR L Pfitzmann'*!
6.+ % A WAR e Fot v 7] A Houl Type-12& insecure
insecure v A =) FE Type-2% secure
[ Az dA, dx My B Az AA % AR AA, A= dd 7




10 BIEHRRERER

a& (1996. 3)

[step 2] Si= A0l T A& C, Al
step 1ollA AlArg C"2 x|t ¥
HA gL oE F ARER A ¥
N BEo &Yt

[step 3] S, & AIE Yz Mix AEE, S,
. Sae Type-18 oli FAlR oA ¢
7ol Fd3 UL Ad=E £k

[step 4] mFA = Mix AlE S& #A i = 1,
ol diEiA mE A]*Pz’sHLHzL 2 A
2bEl Aol usg o m'E thE A3

m} ¥y v, 1 QJJr%Ol A A
g A%ole SE A9 HE WA m
g & 7t ok 2= mok mpg
A wlol met At B FEE, Ceol o
< #AAE A=

[step 5] wtRHe =z, S= mE m(ALdd A,
o} kg wiAA)Z uiE F HF &
HES F BEd A A of
L Fs Ao Y3l e ANE ¥
F A €

i)
I,
M [0}
2
i
e
i
P'L
fd
jad
i)
flr
o)

wjoj 2] 32 thAlol step 1o]A Ak
2 £¥50=2 Yo 2o} g} ¥
A, olet o] A AL AtE I EE=
o] A7k WL R <l F
AAESd 98 Pfitzmanne AL 47
A7) 7] w #olt).

Z3 2 Type-29] wf3dk Pfitzmanne] ¥ 4&
Type-19] #7337 o}F HAbstch e,
=l =1 Y E ¢ A(Simultaneous Broadcast

Ean

Network) 7} Type-23 2% ZBAlZo&= A}
57 W& Type-2% % FAZ=
Pfitzmanne] ©]8]3t F Ao thshr] = o} 3F
T kA st}

5. Pfitzmann® I 4 ej|
FAF A2 YA

Shuffle®d o5 FTAZA wd wAe
Mix Me 7t A3 (FA% YAE stA &
T AgstA) @¢e) 2831 Blaa s o
Aoz FAlEe] AT FHY TS
HE-go9, Pfitzmanne] 332 44 WA=
g Aok ey ojggh 7P L wiA T Mix
AEZE AZlE # Jdd¥ yeA Mix AHE
A Fart g7l Wil FAN did kA
Ao zE wgo] HA Zerh a#M ol
g "ol ol #el2 Pfitzmannd F4&

[=] E'
S ode 2y ey 48HA YL

Shuffled o9 A2 FHtde W AL
Mix AE7t de2 85 WA A 283
oA et Mix AlE|7E HR@ e dAx e de ¢
A A2 Atele] W AAE ZE F Uvde
Zolth olHd W FAE AS F UEE
st 3ol Moz WA Ryt sl 49

A Pl AR

HEsta 238

(redundancy information)&
asse e FAAY A
A 2Z2A B EE 3= Zolh £, Shuffled
o FAlZoAMel WA m Aol T
z

o

M = E(m eredundant data) - redundant data



dHET BEEAY A Fa n

& Ex 933 #4o|w, redundant datass |
HE<] one way hash e A48 A8
W OHEG( vES] AVl hHAY dHE 9

Shuffle® /% E4F (Type-2)o Yo A
RE ARSI EHZ!!:% FYsid Pfitzman119]
4 fg4A L@dd ¢ Joh gy wd F
AA7E 24 9 ’l‘lv‘f‘ol EHAT €?3}*7
TAE ZYdgH wAxge] o #AAE
2L 7 Uv 7bedel A ey, fEg e
) Al 7| EH*“’“ Aol A g vhe} o] ¢
3 o ARE Blom N oo AHHo
o] £€ 73—?— FAALEC] dAHE HES
222 GIFo|R olEst FAHNL A
WA fdA A ¢ Aok F 3 Eol
7t dod HEe] SR 2EHA UE
T Ao WA BdE 5 dew, oF

1

Q
b addE Afe dEE gl & 5 ook /A

H o

T othE i e® AE bit commitment
A Type-28 oW FAze 233 =g
EZ(AG WA o|AM= Opening THA) ol AL&-3}
£ Aolth o]2M4 Type-28 < EA R
AR FA BB UENIE A Al A

 ZaskA] A =k o] g st A
Az dddr) 2T FA B U ES A

78 BEAe 28 golxw slsstma Aot

PAol v A84E 1Y + A =Y

5.2 At B4

B wa)e Shuffled 9w BARAA ALE
3t ElGamal 93 wWAl-& 2 AR&3sty A}
& et e tsa 2o

(Common information) g, &, 4, 4.
© g%t g gl > gl + I &5
+ g9 he GF(q) 3 GF(q,) 742 fA2

(Public keys of S) Y(= g% mod ¢q,) %
Wi(= 1" mod g4.)

(Secret keys of S5) X ¢} V,
(Message of A) m,

(Action of A) zZ} AE Y4 RE sl
g 22 el 43 FE CE AT

C = (G, C) & (g Mx(Y, --- Y,
@ Me me 45 do A Bolrh

Ax 3 B CGE RulA €

Aot w28 Type-23 <=
FrALSIY A7IM e 5 @AR F Shufflng ©
A ¢} Opening @A = LS A o 8o},
Shuffling @#41¢ #HF 242 dsE C, -

B o

C.8 &£¥%9 gdoln, Opening HAE 7
AHAEA M, -, M, & Atstd 271 HR
.99 duEe] A E st o ©A
AN e F7F AR g A, A A

Al my, e, me) AE G WA Ao A5E o

o HE Y wpAete 2 HPHA "o}
[ Shuffling stage |

WA 7 $A4E Bed 2e RS A
Mol uzA sk WA mE ol sl o
CE R

M, = (K, (W - W)t (m, o H(m))) « H(Z)

@ Hy one way hash ¥F, t& dFold, Z
= (I, (W, --- W) (m > H(m)))olct} zZ+ $A
2} All J&o] m e ME AtstE Ae
A&t Type-28 o9 FANEY step 3



n” B S BUR B e Al (1996, 3)

7tAe Fde 5 3 Fds g74 (G,
Cy = (g8 M;x(Y, --- Y)F)(mod g,)°]H,
|(va Cl:)k = 2X|q;|°] E}'

(@, B). - (a, B

S 3 2z A #H &9 listabz shak
olwjf A& & : {1, .-, 0} —

QR

,-:gd‘
B=M

iy X (Y o Y,)*

[ Opening stage ]

Q
=
-

)E 49 commitmentE JERH r&

[step 1] Z+ Mix HME SE Z' 2 aX(= Y

g Az, j =1, -, nol thE, C
C(Z), 1HNE AYF £HZ T4 2
= Fd3r}

[step 2] RE k/fe Mix AEEo°] commit-
mentsES o B &, 7} §& EE jo

KN

=

aiA Col WEES T/t

[step 3] Z/o] AFAHL FFo M= 47
gl=ejxy, M, 2 B//Zfl e ZF
A Asel ok olw, Mo Yo
AR, H(Z)8 A3l 5o Mo}

[step 4] ¥Y 4o AW H 2E(redundancy
test) 7} EZE joll thallA Aoz %
sEohe, 7t Mix AE SE Z & (0"
(= WHE A3le step 13} step 29

ZE HHer 3/ BHEd i

[step 5] step 33 Zo] m, 2 7’;//2;1 ZkT‘:‘
A=, dof AR, Him) Eg HHY
gk q71M, y 2 (W, - W)(m, e
H(m))o]t},

9t step 44 B AE7F AEE step 5
told FastA FAY, X2 A5 513
2~®(Zero Knowledge Interactive System)-<
ol &3le KA FLE I Mix MEY F4lA}

Zlolilo] A A3 3 step 5F FEsle B
ZREES #5¥ 7= At

onoae o > o

A Mix¥ %% Shuffled n FAIZ0)
A3 Pfitzmann® AW Zdla] A 45
3} 22 (Reencryption attack)s} 2 A&l 3¢
7} (Direct chosen attack)S Z#dc} A g%

Fo
e O

Z oy oy

5

2
o M
o

o o

2 Mix AEANA A
oA Am3g mpg} 7ro) z

AR drm ol

2

o & F\? Gl

olo

X
an



dHsT AEHA Ay $A= 13

Mgl &9 AIEE M AH=
Alzbel] dAF] Bo =M F
Atk TA FAAE0] I FE A5l
Aol Blle Zlo] 238 7 -9-x
S5 Timestamp A HE H7}ss =Y
AbgE ok ZF FARTE (Y- Y)E
B+ thAld) timestamp AR T7F ¥ 2
= (Y, Y)TxXME B3, W AL Mix
E]7} o] timestamp A K& o|&3le B33} sl
22 AP A" ¥4& 4 F Ut Z+
olfig FAHEL MEL ARF WAdAAM =
& F7F giA "ok

9522 Shuffled 9 T2 H&d
Pfitzmanne] 3 2"-& A<t Ao djgt &4
wHeg 38¥ 9 Utk 2EHoE MEL
Wb 9ol Hu ALgol <
mitment WA & ARTFoEH ol FAL
ARG F7+ 3 o] & AAlE Mw i,
Shuffled] <}= %*lg“ 7} A7 Huy =
Fz ol Bz ste WA mE HiE ¥
HE B7] Wil FHC 7 4+ Arh

A

rir A
o
™
g o 2
o) 2
2 )
S - A B

X_
Fﬂ =
O i

-

£

o+ X 3t bit com-

ol

& ARHe2, miek me| W& BA e
FHES w2 A LHEE F Udev,
aejxy EHle] A& g& wAAEZ wpio
HEHo 24E 5 AUt olHE ¥F2
Mz A ol EH ‘1%@‘ F vt

ot
2y A WA E, £
AE 7} B AZ - Z) = ME v& orb Zg
Adested Mg M2 ubEc @x2ke, bit

commitment ¥rAl 3} o Hz)o] HEE Qo

7
HE st ol FHo] 4A HEE
itk ol Ut BA Y YAE SA=AE F
b7l #siM FAY FE FHE olgstu
gzl Adg o 5 derg o BAAE
ZREZPAM AAT & Z2EEE viAY
7 FHE £ ok
gz A HEHL FAHAL] AE

o] mZH TATRE FHAE AL NedHE

Aol dsiMe dzal & 5 Atk o) Al
Ee AgE WY e, F
M LEA AEE v ¢
AR g vk oAl gEA Jo JE HZE
AM eF7F wddE 7
8k @3 FA st

< Shuffled o9 FAIZol W3 Pfitzmann]
T4 talA ey feigel 4 e
7R FHE M g

Atk ES AQE w4 & Shuffled <
AM AP TA TE UENIE AHESHA
$an FEY £ doemz B JdE&HA 9
H EAEEA ALRE

4> JE
\1

7. 4 2

2 =EdMe & o947 FAEg
Shuffled <™ %A 2o o3l Pfitzmanne &
Ag AESY B, 2 g4 disfA hdst
T OAEH g2 oW E02E Aty
oh Al WA tiE o9 sbA FAL bit
commitment Walolu} WAz HER dd
Mg AR o ZN 44 B 5 ot A
kAol AE 2t £0ATH Hulo} st ¢
9] z=7)7} Shuffled oW EAzdyoes v}
& FHEAgE Mix Ao Fole e 9
8% ¥ YA D o], Shuffled
ol FARAM Haz P FA FE UE
HIZe, & A By e | o) AHE A
wong wo hdsty 488 4¥ FA

224 ALg 7hs st

i

O

o

e

il

Hd

a

[1] T. ElGamal, “A public key cryptosystem
and signature scheme based on discrete
logarithms” IEEE Trans. Inform. Theory,
Vol3l, Nod, pp.469-472, 1985.



14

A AR R AT CEE (1996, 3)

2]

(3]

[4]

[6]

[7]

o EHRBT

R. L. Rivest, A. Shamir, and 1.. Adleman,
“A method for obtaining digital signatures
and public-key cryptosystems”, Commu-
nications of the Association for Computing
Machinery, Vol21, No.2, pp.120-126,
1978.

D.L. Chaum, “Untraceble Electronic
Mail, Return Addresses, and Digital
Pseudonyms”’, Communications of the
ACM, Vol24, No.2, pp.84-88, 1981.

DL. Chaum, “The Dining Cryptographers
Problem: Unconditional Sender and
Recipient Untraceability”, Journal of

Cryptology, Vol.l, No.l, pp.65-75, 1988,

B.Pfitzmann and A Pfitzmann, “How to
break the direct RSA implementation of
MiXes", Advances in Cryptology, Proceedings of
Eurocrypt'89, pp.373-381, 1989,

B.Pfitzmann, “Breaking an efficient

anonymous channels”, Advances in

’

Cryptology, Proceedings of Eurocrypt’94,
pp.332-340, 1994

C.S. Park, K.ltoh and K.Kurosawa,
“Efficient Anonymous Channel and
All/ Nothing Election Scheme”, Advances
in Cryptology, Proceedings of Eurocrypt’93,

(8]

[91]

[10]

[11]

[12]

pp.248-259, 1993

CRackoff and DR.Simon, “Cryptographic
Defense Against Traffic Analysis”,
Proceedings of 25th ACM Symposium on
Theory of Computing, pp.672-681, 1993,

M.Waidner and B.Pfitzmann, “The
Dining Cryptographers in the Disco:
Unconditional Sender and Recipient
Untraceability with Computationally
Secure Serviceability”, Advances in
Cryptology, Proceedings of Eurocrypt'89,

pp.690, 1990,

J.Bos and B. den Boer,
Disrupters i the DC Protocol”, Advances

“Detection of

in Cryptology, Proceedings of Eurocrypt’89,
pp.320-327, 1990.

M. Waidner,
Receipient Untraceability in spite of
Active Attacks”, Advances in Cryptology,
Proceedings of Eurocrypt’89, pp.302-319,
1990.

“Unconditional Sender and

A Pfitzmann and M. Waidner, “Networks
without user observability design
options”, Advances in Cryptology, Proceedings of

Eurocrypt'85, pp.245-253, 1986,

Fethsta ARENFE} FY (AP
SoFviehi el AAE AN B8 2 (4]
YR ERFYUS ANAAT IS F(FEs BT

e
e
e
ol
o
o}y
LAY
2
_]_?i_,
B
“o

1989 109 ~ 1990 9
19829 ~ &) FHAAFANATLE AYAT



