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Verification of Authentication Protocol for COMA
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Abstract

In this paper, we present an analysis of the 1S-95 authentication protocol for the Code Division Multiple Access (CDMA)
mobile communication network. We propose a mutual authentication protocol, AP-6, to improve the security and correctness.
Formal description and verification of the proposed AP-6 are also presented on the basis of the formal logic. It is shown that
the proposed AP-6 is more secure and correct than the IS-95 authentication protocol.

[. Introduction

Throughout the rapid advance of computer and
communication technologies, the information  and
communication services tend to move toward the mobile
communication and personal communication services (PCS)
(11-[3]1-(6]-[8]. Nowadays, security and privacy problems
of computer, communication systems and digital mobile
communication systems are getting important. Many kinds of
mobile communication systems have authentication, signaling
encryption and voice privacy mechanisms to support security
services, and also the standards are being developed for the
mobile communication systems [2][7].

In this paper, we review the recently proposed scheme that
is 1S-95 authentication protocol for Code Division Multiple
Access (CDMA) mobile communication [2]. For CDMA
mobile communication network, five kinds of authentication
protocols have been proposed such as authentication protocol
of mobile station (MS) registration, authentication protocol of
MS origination, authentication protocol of MS termination,
authentication protocol of unique challenge-response, and
authentication protocol of updating shared secret data (SSD)
[1]-[3]. In [4][5), Hong and Kim presented an analysis
of these authentication protocols and also described a counter
example to show that the IS-95 authentication protocol was
not correct. They also proposed a mutual authentication
protocol, called AP-6 in this paper, to solve the identified
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problem [4] [5]. In this paper, we will present a formal logic
to evaluate the proposed authentication protocol AP-6. Cn
the basis of this formal logic, a formal description of the
AP-6 will be presented and the correctness of the AP-6 will
be also formally verified.

I, A Formalism

1. Formal Notations and Predicates

A formal notation is presented to be used for evaluation of
the cryptographic protocols such as the authentication and
key distribution protocols especially from the view point of
the correctness. Our formal logic, as presented in this section,
will give a conciseness for the description and analysis of the
cryptographic protocols. For the formal description, the
following notations are used :

0 @:Let this symbol denote a termination of the
cryptographic protocols.

O E : Let E denote an encryption function of a cryptographic
algorithm.

o D : Let D denote a decryption function of a cryptographic
algorithm.

o A : Let this symbol denote the logical AND.

o V : Let this symbol denote the logical OR.

o ~ : It means the logical negation.

O « : Let this symbol denote the mathematical assignment.
The value of right hand side is assigned to the
variable of the left hand side.

o= Let this symbol denote the equivalent relation.

0? : This symbol means the verification of both sides. If

both sides are equivalent, then it is TRUE. Otherwise,
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it is FALSE.

O @ : Let this symbol denote a bit-wise exclusive-OR.

© o : Let this symbol denote the concatenation.

O m, : It denotes the information m for A side.

o m% ! It denotes the information m for A side, but
calculated or stored on B side. This implies that B
calculates or stores the information m, . Therefore,
m4 means A calculates or stores its own informa-
tion m,.

0 @ : Let this symbol denote a function to return a random

number.

0 §(T) : Let this symbol denote a function to return a
boolean TRUE or FALSE regarding to input
timestamp 7. If T is valid, then it returns TRUE.

0 <> : Let this symbol denote the call to the right hand side.

O m : Let this symbol denote an update or change of

information m.

0A_Lm : This symbol means that A knows information m or
m is known to A. It also implies that A is able to
recover m as same as an original one.

ca=b : Let this symbol denote the implication so that if
left hand side of the symbol, e.g., a, truly realizes
then right hand side of the symbol, e.g., b, would
realize.

o <W)|W>> It denotes a choice of two tasks W, and Wa.

oWo =<W)|W2>: It denotes that if the task W, is truly

realized then the task W, would be
realized. Otherwise, W> would be
realized.

0 <w | wyy =<W)|Wa> : It denotes that if w,(or w,) is realized

then Wi(or W) would be realized.

o! : This symbol denotes the wait function on the input

communication channel.

o In : It means a function that returns a received message on

the input communication channel.

o[ ] :The symbol “[ 1" denotes to keep the conditions
inside this symbol.

Now the following formal predicates are defined for the

analysis of the cryptographic protocols.

O A||[{W} : It denotes an action that means “A performs the
task W”. The symbol “{W}"” implies a stream of
the symbols, for example {W, A W, VvV W; ..}

O A||[{ W)} SetName : [Cond] : It denotes an action that means

“A performs task W and results in the condition
Cond”. The symbol “{W}" implies a stream of the
symbols, for example {W, A W vV W; ...}. The
symbol SetName denotes the tag name of the set of
Cond.

o Al w2 B : It denotes an action that means "4 sends the
information I to B after performing the task
W”. The symbol ”{I}" implies a stream of

the symbols, for example {[;j0Lo..0L}.

o AII(W}—{A»B SetName : [Cond] : It denotes an action that
means “A sends the information 7 to B after
performing the task W and also results in the
condition Cond".

o All{}—L B : It denotes an action that means “A sends the
information / to B without performing any
task”. The symbol of empty “{}” implies
that A does not perform ant kind of task.

o All{ )ﬂ»B SetName : [Cond] : It denotes an action that
means “A sends the information I to B
without performing any task and also results
in the condition Cond".

O Pr: [Cond,] . It denotes a set of preconditions Cond, that
should be defined before starting the
cryptographic protocol T.

Ir:[Cond,] : It denotes a set of invariant conditions Cond;
that should be kept through the whole
execution of the cryptographic protocol T.

O Qr: [Condy) - It denotes a set of post conditions Condg

that should be satisfied after termination of
the cryptographic protocol T.

O Fr:[Condp] . It denotes a set of final conditions Condr
that can be obtained from the calculus of the
whole cryptographic protocol T.

o]

2. Logical Reasoning

For logical reasoning about the cryptographic protocols,
the following procedures are given as a formal approach :

Phase 1 : Define the sets of conditions for a cryptographic
protocol before describing it as a formal one. Three sets, e.g.,
Pr: [Cond,), Ir:[Cond;], and Qp:[Condg], should be clearly
and unambiguously set out in this phase.

Phase 2 : Describe a formal form of the cryptographic
protocol using the formal notations. The formal steps should
be consistent with the informal steps of the cryptographic
protocol.

Phase 3 : Make a logical calculus on all steps of the
cryptographic protocol based on its formal description. This
step will continue when the -cryptographic protocol
terminates. This step will also produce a set of final
conditions, called F,:[Conds], that may present the status or
health of this protocol.

Phase 4 : Evaluate the cryptographic protocol. The
cryptographic protocol is correct as an intended pursuit, if the
following holds :

(Ir: [Cond;] = Fr: [Condg]) A (Rr: [Condg] = Fr: [Condr]).
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IM1. Am Authentication Protocol for
CDMA Mobile Communication System

In this section, the five kinds of protocols are discussed for
evaluating the IS-95 CDMA authentication protocol [2]. An
attack is also presented to shcw the system could not provide
the correctness with respect to these conditions. The security
and Correctness of the protocol transaction are analyzed. An
optimized - and efficient authentication protocol is proposed
for the CDMA mobile commnunication system in order to
keep the system from falling into the incorrect state in the
section TV. A proof of correctness and an analysis of the
proposed scheme are also given in the next section.

1. Network Overview of TDMA Mobile Communication
System

The CDMA mobile comrmunication system consists of
mobile station (MS), base station (BS), mobile switching
center (MSC), visitor location register (VLR), home location
register (HLR) and authentication center (AC) [2]. Both
private and system wide security information are stored only
on AC and MS for authentication, signaling encryption, and
voice privacy. The AC is assumed to be the trusted center to
enforce the security service, and could be coupled with HLR.
There would also be multiple ACs on the mobile
communication network. Figure 1 represents a schematic
network overview of the CDMA mobile communication
system.

Fig. 1. Network overview of CDMA mobile communi-
cation system.

2. Authentication Protocol of CDMA Mobile Communi-
cation System

1) System Information and Algorithms

Proposed [S-95 CDMA 1nobile communication system
potentially provides the several security services such as
authentication, signaling message encryption and voice
privacy [2]. These security services can be implemented by
the security mechanisms of authentication signature algorithm

(CAVE), shared secret data generation algorithm (SSDGEN),
signaling message encryption algorithm (CMEA) and voice
privacy algorithm. System information used for authentication
procedure consists of two-bit AUTH field, four kinds of
random variables such as 32-bit RAND, 24-bit RANDU,
56-bit RANDSSD, 32-bit RANDBS, 32-bit Electronic Serial
Number (ESN), 34-bit Mobile Identification Number (MIN),
24-bit DIGITS, 64-bit A-key, 6-bit COUNT, 128-bit Shared
Secret Data (SSD) composed of 64-bit SSD_A and 64-bit
SSD_B.
2) Review of IS-95 Authentication Protocols
The CDMA mobile communication system supports five
fundamental authentication procedures between the MS and
the BS according to the proposal of Telecommunications
Industry  Association/Electronics  Industry  Association
(TIA/EIA) 1S-95 [2]. These authentication procedures should
be incorporated to the inter-systems including MSC, VLR,
HLR and AC as a description of TIA/EIA 1S-41 [1]. The
five authentication protocols (AP) are described as follows :
o AP-1 : Authentication Protocol of MS Registration
1) BS ---> MS : RAND
2) MS : AUTHR = CAVE(RAND, ESN, MIN1, SSD_A)
3) MS ---> BS : AUTHR, RAND, COUNT
4) BS : Verify ESN, MIN, and RAND;
AUTHR = CAVE(RAND, ESN, MINI1, SSD_A);
Compare received AUTHR with calculated AUTHR,;
Verify COUNT; (Optionally) -
If comparison is not successful, the MS shall
perform  Authentication Protocol of Unique
Challenge-Response or perform Authentication
Protocol of the Updating the Shared Secret Data;

o AP-2 : Authentication Protocol. of MS Origination

1) BS ---> MS : RAND

2) MS : AUTHR = CAVE(RAND, ESN, DIGITS, SSD_A)

3) MS ---> BS : AUTHR, RAND, COUNT

4) BS : Verify ESN, MIN, RAND;
AUTHR = CAVE(RAND, ESN, DIGITS, SSD_A);
Compare received AUTHR with calculated
AUTHR;
Verify COUNT;
If comparison is successful, the channel is
allocated,
If comparison is not successful, the MS shall
perform  Authentication Protocol of  Unique
Challenge-Response, or perform  Authentication
Protocol of the Updating the Shared Secret Data;

o AP-3 : Authentication Protocol of MS Termination

1) BS ---> MS : RAND

2) MS : AUTHR = CAVE(RAND, ESN, MIN1, SSD_A);
3) MS ---> BS : AUTHR, RAND, COUNT

4) BS : Verify ESN, MIN, and RAND;
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AUTHR = CAVE(RAND, ESN, MINI1, SSD_A);
Compare received AUTHR with calculated
AUTHR;

Verify COUNT;

If comparison is successful, the channel is
allocated;

If comparison is not successful, the MS shall
perform _ Authentication Protocol of Unique
Challenge-Response or perform Authentication
Protocol of the Updating the Shared Secret Data;

0 AP-4 : Authentication Protocol of Unique Challenge-
Response
1) BS ---> MS : RANDU
2) MS : AUTHU = CAVE({RANDUMIN2}, ESN, MINI,
SSD_A);

3) MS ---> BS : AUTHU

4) BS : Verify ESN and MIN; .
AUTHU = CAVE({RANDU, MIN2}, ESN, MINI,
SSD_A);
Compare received AUTHU with calculated
AUTHU;
If comparison is not successful, the MS shall
perform Authentication Protocol of Updating the
Shared Secret Data;

o AP-5 : Authentication Protocol of Updating SSD

1) BS : Generate RANDSSD;
{SSD_A_NEW,SSD_B_NEW }=SSDGEN(RANDSSD,
ESN, A-key);

2) BS ---> MS : RANDSSD

3) MS : {SSD_A_NEW, SSD_B NEW}=SSDGEN (RANDSSD,
ESN, A-key);
Generate RANDBS;
AUTHBS=CAVE(RANDBS, ESN, MIN1,
SSD_A_NEW);

4) MS ---> BS : RANDBS

5) BS : AUTHBS = CAVE(RANDBS, ESN, MINI1, SSD_

A_NEW);

6) BS ---> MS : AUTHBS

7) MS : Compare AUTHBS with calculated AUTHBS;

8) MS ---> BS : If the comparison is successful, the MS
shall send an SSD Update Confirmation order to the
BS; If the comparison is not successful, the MS shall
discard SSD_A_NEW and SSD_B_NEW, and shall
send an SSD Update Rejection Order to the BS;

3. Analysis of Authentication Protocol

This section describes an analysis to verify whether the
system is correct or not. To do this, an attack is presented
in order to show that the system may fall into the incorrect
state. It is assumed that an impersonated MS’ could handle
the protocol transaction regardless of the processing state.

We suppose that the MS’ does not know A-key and SSD_A
of the MS.

<Attack 1 on AP-5>

In 7) and 8) steps of the authentication protocol AP-5, if
the comparison is not successful, the MS shall discard
SSD_A_NEW and SSD_B_NEW, and also MS shall send an
SSD Update Rejection Order to the BS for the purpose of
cancellation of the SSD Update procedure with consistency.
If the impersonated MS’ can send an SSD Update
Confirmation Order to the BS regardless of the comparison
status in the step 7) and 8) of AP-5, the BS, strictly speaking
AC/HLR, should set SSD_A and SSD_B to SSD_A_NEW
and SSD_B_NEW, respectively. This attack demonstrates that
the system is not correct any more.

IV. Proposed Authentication Protocol

1. Informal Description

We propose a mutual authentication scheme, called AP-6,
to enhance the AP-5 [4][5]. It is considerably important to
decide whether SSD_A and SSD_B should be updated or not
on both of the MS and the BS sides. Additionally, the signal
authentication scheme is also recommended to prevent the
impersonated terminal from sending the security related
signals such as SSD Update Confirmation Order.

0 AP-6 : Proposed Authentication Protocol for Updating
SSD
1) BS : Generate RANDSSD;

{SSD_A_NEW, SSD_B_NEW} = SSDGEN
(RANDSSD, ESN, A-key);

2) BS ---> MS : RANDSSD

3) MS : {SSD_A_NEW, SSD_B_NEW} = SSDGEN

(RANDSSD, ESN, A-key);
Generate RANDBS;
AUTHBS = CAVE(RANDBS, ESN, MIN1, SSD_
A_NEW);
4) MS ---> BS : RANDBS
5) BS : AUTHBS = CAVE(RANDBS, ESN, MIN1, SSD_
A_NEW);
6) BS ---> MS : AUTHBS
7) MS : Compare AUTHBS with calculated AUTHBS;
8) MS --—-> BS : If the comparison is not successful, the
MS shall discard SSD_A_NEW and SSD_B_NEW,
send an SSD Update Rejection Order to the BS,
and drop it; If the comparison is successful, the
MS shall send an SSD Update Confirmation Order
to the BS;
9) If the BS receives an SSD Update Rejection Order from
the MS, then the BS discards SSD_A_NEW and
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SSD_B_NEW, and drops it; If the BS receives an SSD
Update Confirmation Order from the MS, then the BS
performs the following steps;

9.1) BS ---> MS : RANDU

9.2) MS : AUTHU = CAVE({RANDU, MIN2}, ESN,

MINI1, SSD_A_NEW);

9.3) MS > BS : AUTAU

9.4) BS : Verify ESN and MIN;

AUTHU = CAVE({RANDU, MIN2}, ESN, MIN1,
SSD_A_NEW),

Compare received AUTHU with calculated

AUTHU;

9.5) BS ---> MS : If comparison is not successful, the
BS shall discard SSD_A_NEW and SSD_B_NEW,
send an SSD Updaie Rejection Order to the MS,
and drop it; If the comparison is successful, the BS
shall send an SSD Update Confirmation Order to
the MS and update the SSD values;

9.6) MS : If the previous kept as the success in step 8)
and the SSD Updare Confirmation Order is now
received, the MS skall update the SSD values.

2. Formal Description

A formal description of AP-6 is as follows : Let SSD_A’
denote A’s SSD_A calculated by B. Let AUTHBSY and
AUTHUS denote A’s AUTHI3S and A’s AUTHU calculated
by B, respectively. Let A—key} denote the A’s secret A-key
stored on B side.

Formal Description of AP-6

1. BS|{RANDSSD « ® A
{SSD_ A SSD_BIE} « SSDGEN (RANDSSD ,ESN , A - key ™S )}

{RANDSSD § MS
RSk Y .

- MS !{{SSD_ A5 .SSD _B.S} «SSDGEN (RANDSSD ,ESN , A - key!S) n

N

RANDBS « @ A
AUTHBS ) « CAVE (RANDBS ,ESN,MIN1,S5D_ A5 )}
{R4NDBS } BS
3. BS|{AUTHBS % «CAVE (RANDBS ,ESN,MIN1,55D _ A%%)}

{AUTHBS "‘m } MS.
4. MS[{AUTHBS ¥ ? AUTHBS & = (w, |, )}-
4.1 w,: A(S"{!} {SSD_Update_Confirmanon_{)rdsr} »BS.

4.2 o, :MS"{Q} {SSD_Update_Rerecnon C rder} »BS.

5. BS|{{Case, |Case,}=> (Q RANDU < ®)}—282L1 , prq,
where Case, : In=SSD_Updar:_ Rejection_Order and

Case, : In=SSD _Updatz_Confirmation_ Order.
{AUTHU }§ « CAVE ({RANDJ ,MIN2},ESN ,MIN1,S5D _ A%}

(23

. M.S‘i

twmr i BS.
7. BS[I{AUﬂiU B « CAVE ({RANDU ,MIN2},ESN ,MIN1,SSD _A%) A

AUTHU ;5 " AUTHU 3, = (@, | @, )} -
AP BSH{{SSD_A,{’,i.,SSD_Bf;} « {SSD_ A% SSD_B%))

SSD Update Confirmanon Order) . ) r&

72 w‘ le}{n} {SSD _Lpdate Rewection Grder} > MS

8. MS|tin= SSD _Update_Confirmation_Order =
((SSD_42.5SD_BlE)  (SSD_45 SSD_BiZ)|@)).

3. Formal Verification

We analyze two attacks to verify whether AP-6 can be
correct against these attacks or not. Firstly, it is assumed that
there is an impersonated MS, called MS’ as the previous
section, for the proposed AP-6. In the step 8) of the AP-6,
the MS’ may send an SSD Update Confirmation Order to the
BS regardless of the comparison status in the step 7). Then,
the BS may receive the SSD Update Confirmation Order sent
from the MS’ in the step 9). Therefore, the BS shall send a
RANDU in the step 9.1) and wait to receive a AUTHU sent
from the MS’. Since the MS’ can not generate the original
SSD_A_NEW due to the unknown A-key, the generated
AUTHU of the step 9.2) is not equivalent to the original one.
The BS also can know that the received AUTHU is not
equivalent to the calculated AUTHU in the step 9.4). Then,
the BS shall discard SSD_A_NEW and SSD_B_NEW, send
an SSD Update Rejection Order to the MS’, and drop it
Therefore, the BS can keep these SSD_A and SSD_B from
being violated.

Secondly, it is also assumed that there is an impersonated
BS, called BS’, for the proposed AP-6. In the step 5) of the
AP-6, the BS’ may send an AUTHBS to the MS. Then, the
MS may receive the AUTHBS sent from the BS’ in the step
6). Since the BS’ can not generate the original AUTHBS, in
the step 5), due to the unknown A-key and SSD_A_NEW,
the generated AUTHBS is not equivalent to the original one.
The MS also can know that the received AUTHBS is not
equivalent to the calculated AUTHBS in the step 7). Then,
the MS shall discard SSD_A_NEW and SSD_B_NEW, send
an SSD Update Rejection Order to the BS’, and drop it.
Therefore, the MS can keep these SSD_A and SSD_B from
being violated.

The above two cases can be analyzed formally through a
formal description and verification for the proposed scheme
AP-6. For a formal verification, three sets of conditions are
derived such as a set of preconditions, a set of invariant
conditions and a set of post conditions from the formal
description of AP-6.

‘0 A set of preconditions
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Py o [(BS A MS)L(CAVE ASSDGEN)A(BS A MS)L® A
BSL{SSD_ A SSD_B*}AMSL{SSD_AS SSD_B'S}n
(SSD_ A% SSD_B}={SSD_A'S SSD_B!} A
BS1A-keysu AMSIA-keyyo nA—keyls = A-keyls A

~(X14-key )]

Suppose X means an opponent. This set of preconditions
means i) BS and MS know CAVE and SSDGEN functions
and a random number generator ®, ii) only BS and MS
know MS’s SSD_A and SSD_B as the secret information,
and iii) only BS and MS also know MS’s secret A-key. It
is assumed that A—key,s= A—keviiz= A—key'iis. Both of legal
BS and MS have same values of SSD_A, SSD_B, and
A-key.

0 A set of invariant conditions
IAp_ﬁ [~ (X-L SSD___A.us) A~ (X_L SSD_BMs) A~ (XJ-.A -keyj,s)]

This set of invariant conditions also can be derived from
the review of AP-6 protocol. It means that each SSD_A,q,
SSD_Bys, and A-key,s should not be revealed to an

opponent X.

o0 A set of post conditions
Qap: [{SSD_AJ, SSD_B}3} = (SSD_A}S, SSD_Bi3)]

This set of post conditions means that SSD_A,s and
SSD__Bys should be consistent on both of BS and MS sides

when the protocol terminates.

<Attack 1 on AP-6> As same as attack 1 on AP-5, suppose
that an opponent X may impersonate MS and send the SSD
Update Confirmation Order message to BS in the step 4 of
the formal description of AP-6. This attack may cause that
BS updates the SSD_A and SSD_B values regardless of the
invalid AUTHI13S in the step 4 of the formal description of
AP-6. This would yield that SSD values on BS side may not
be consistent with those of MS side. Therefore, AP-6 shall
fail in the next call attempt.

Formal Description of Attack 1 on AP-6

1. BS|{RANDSSD « @
{SSD_A%S,SSD_BS} « SSDGEN (RANDSSD ,ESN , A~ key S )}
{RANDSSD ) MS
2 X"{{SSD_A;;,,SSD_B,’;} «SSDGEN (RANDSSD ,ESN , A - key X ) A

RANDBS « ® A
AUTHBS ;; « CAVE (RANDBS ,ESN ,MIN1,88D _A%.)}
{R4ADBS } BS

3. BS|{AUTHBS }5 «CAVE (RANDBS ,ESN,MIN1,SSD _ A5 )}

{ALTHES 331
T L X

4. x|ty —DLpeoe Coiremmen Ot _, g
5. BS|{(Case,|Case,) = (Q|RANDU « @)} —BE2EL , x,
where Case, : In=SSD _Update _ Rejection_ Order and
Case, : In=SSD _Update_Confirmation_Order .
6 X"{AU]HU x5 « CAVE ({RANDU ,MIN2), ESN, MIN1,55D_ A )}
—ATH) , BS.
7. Bs]i{Aume; « CAVE ({RANDU ,MIN2},ESN ,MIN1,55D_ A%)
AUTHU ;. YAUTHU I = (o,| o, )}
1w, BS[i{{SSD_A:;,SSD_B:;) «{SSD_A® SSD_BE}

iSSC _Lpdate Conrirmanon_Ordsr} X
— .

7.2 @, : BS|{Q) —SRtrdee Removon Ond) .

In the step 7 of the above formal description for Attack 1,
AP-6 shall terminate because the validation of AUTH}s?
AUTHUL yields FALSE. A formal verification for the case
of Attack 1 is as follows :

Definition 1 Let AP-6 be correct against Attack 1 if SSD_A
and SSD_B can be maintained consistently on both of BS
and MS sides. This implies that AP-6 is correct against
Attack 1 if (Qup s >Fup) and (Iup_s = Fap_) hold.

Proposition 1 AP-6 is correct against Attack 1.

<Proof> On the basis of the initial set of preconditions P,p_,
and the formal description of Attack 1 on AP-6, the
following logical calculus is given in order to show that
proposition 1 holds.

1. BS|{RANDSSD « @ A
{SSD _ 4%, SSD _BE) < SSDGEN (RANDSSD ,ESN , 4 key %))
—RODSD) , pfg
Fop_o[(BS A MS)L(CAVE ASSDGEN )A(BS A MS)L® A
BSL{SSD_ A SSD_B) A MSL{SSD_ A SSD_BS) A
{SSD_ A% SSD_BZ} = {SSD_ A5 .SSD_BS}A
BSLA-lkey o AMSLA-keyis A A~leyEs = A-key'S A
~(XLA-key,s) A (SSD_4%%,5SD_BES) = (SSD_435.55D_BL3))
2 X|((SSD_43,.SSD_BY,) +SSDGEN (RANDSSD ,ESN , A - key s ) A
RANDBS « ® A
AUTHBS }, « CAVE (RANDBS ,ESN,MIN1,55D_ A% )}

{RANDBS } B S
—2BL

Fp_[(BS A MS A X)L(CAVE ASSDGEN ) (BS nMS A X)LO A
BSL{SSD_ AP ,SSD_BX} A MSL1{SSD _A!S SSD_B'S} A
{(SSD _ A5 .SSD_Bi:)={SSD_A,Z ,SSD_B!S )
BS1A-key o nMSLA-key}s n A~keyS = A-key!S A
~(X1A-key,5)~{SSD_AZ ,SSD_BS) = (SSD_A%5,5SD_BL) A
XL(ESN AMIN1AAUTHBS 5 A A-keyS YA A-heyly 2 A-key®S A
{SSD_4%,,SSD_B} = (SSD_AE SSD_BE ).
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3. BS|(AUTHBS % «-CAVE (RANDBS JESN,MIN1,55D_ AE)}

(AUTHBS 35} X
F,p_o[(BS A MS A X)L(CAVE ASSDGEN)A(BS AMS A X)1®A

BSL(SSD_ A% SSD_B®}AMSL{SSD_AS ,SSD_B!S)n
(SSD_ A% ,SSD_BPS}={SSD_.4}5,SSD_B!S)A
BSLA—key™ A MS1A-key'S A A-keyS = A—key!S A
~(XLA-key,5)A{(SSD_AZ SSD_B} = {SSD_ A%, SSD_BI}n
XL(ESN AMIN1A AUTHBS X n A-keyl)n A-keyis = A-key iy A
(SSD_AX,,SSD_BX ) ={SSD_.4%,SSD_BE}A

AUTHBS [, # AUTHBS 1.
4. X"{'} {SSD _Upsdese Confirmznon_Ordar} »BS

F ¢ has the same conditions of the above step 3.
5. BS|{(Case,|Case,) = (Q| RANDU « ®)}—*2 X,
where Case, : In=SSD _Update _ Rejection_ Order and
Case. : In=SSD _ Update _Confirmation_Order

F,»_¢ has the same conditions of the above step 4.

6. x| i{A UTHU %, « CAVE ({R6ANDL' ,MIN 2}.ESN ,MIN1.85D _A}\;)}

{ALTHU s} BS
—as) R

Fp_o[(BS A MS A X)L(CAVE ASSDGEN )A(BS AMS A X)L® A
BSL1{SSD A SSD_BIEyAMSL{SSD_A}S SSD_BS}A

MS 7

(SSD_ A" SSD_BE)={SSD_A}S .SSD_Bi51A
BS1A—key®S n MS_A-keyls n A—keyly = A—keyis ~
~(XLA-key,5)A{SSD_ A% ,SiD_BI) = {SSD _Af; SSD_Big}n

XL(ESN AMINYA AUTHBS 5 1 A—key S )N A-key iy = A-key B A

(SSD_ 4., SSD_Bl)={SSD_ 4% SSD_Brsin

A,
AUTHBS L. = AUTHBS & A X LAUTHU } 1
7. BS“{A UTHU % « CAVE ({RANDU ,MIN 2}, ESN ,MIN1.SSD_A%3) A
AUTHU % = AUTHU % no,)

Fp c[(BSAMS AX)L(CAVE ASEDGEN YA(BS AMS A X)LOA
BSL{SSD_ A% SSD_BE} A MSL{SSD _ A5 ,SSD_BIEY A
(SSD_ A% ,SSD_B™}={SSD_ A ,SSD_B'S)

BS1A-keyS AMSiA~keyss r A-keyry = A-keyis A
~(XLA~key,5) A {SSD_ A%, SSD_Bl3} = (SSD_ 4% SSD_BI}n
XL(ESN AMINYAAUTHBS X 1 A-key S YA A-key ) = A-key iz A
(SSD_ A% ,SSD_B,} = {SSD _ A% ,SSD_BX) A

AUTHBS X, = AUTHBS 35 A XLAUTHU X

AUTHU [ = AUTHU 1.

where @, : BS|{Q) SR tpdme Roemmon Ot

Since (Qap_g = Faps) and (Iup_ = Faps) hold, AP-6 is
correct against attack 1. []

<Attack 2 on AP-6> Suppose that an opponent X may
impersonate BS and send the AUTHBS to MS in the step 3
of the formal description of AF-6. This attack may cause that
MS updates the SSD_A and SSD_B. Therefore, SSD values

on MS side may not be inconsistent with BS side.

Formal Description of Attack 2 on AP-6

1. X|{RANDSSD « ® A

(SSD_ A%, SSD_BL.} « SSDGEN (RANDSSD .ESN , A~ key)}
{R&\DSSD } MS i

2 MS,i{{m.m} «SSDGEN (RANDSSD ,ESN , A~ key S ) n
RANDBS « ® A
AUTHBS ¥ « CAVE (RANDBS ,ESN,MIN1,55D _A:2)}
{RANDBS } X .
3. X|(AUTHBS }; «-CAVE (RANDBS ,ESN ,MIN1,SSD_ A%))
{ALTHBS At MS.
4. MS|{AUTHBS 33 ? AUTHBS 3, = (0, |0, )}-
41 @, :MSH{!}M-"&;BS.
42 @, : MS|{Q) —Rutpten Rommon Ot , B

In the step 4 of the above formal description for Attack 2,
AP-6 shall terminate because the validation of AUTHBS?
AUTHBS}s yields FALSE. A formal verification for the case
of Attack 2 is as follows :

Definition 2 Let AP-6 be correct against Attack 2 if SSD_A
and SSD_B can be maintained consistently on both of BS
and MS sides. This implies that AP-6 is correct against
Attack 2 if  (R.p_s = Faps) and (lyp_g = F4p¢) hold.

Proposition 2 AP-6 is correct against Attack 2.

<Proof> On the basis of the initial set of preconditions and
the formal description of Attack 2 on AP-6, the following
logical calculus is given to show that proposition 2 holds.

1. X|{RANDSSD « ® A
(SSD_ A%, ,SSD_BjL} « SSDGEN (RANDSSD ,ESN . A~ key, )}
—IRADSD) |, prg
F o o [(BSAMSAX)L(CAVE ASSDGEN)A(BS AMS A X)LOA
BSL{SSD_ A% SSD_BZ} AMSL{SSD_A SSD_B'Sia
{SSD_ A% .SSD_BX)={SSD_AS,SSD_B!Sia
BSLA-keyia nMSIA-key}s nA—keyDs = A-key}is A
~(X1A-key  InA-keyl = A~kevE A
{SSD _ A% SSD_BE} = {SSD_ AL SSD_BE ) A
(SSD_ A%, SSD_BI%) = {SSD_A%,,SSD_Bi}]-
2. MS"{ (SSD_A!5 SSD_B.Z } «-SSDGEN (RANDSSD ,ESN , A - key5) A
RANDBS +® A
AUTHBS }* « CAVE (RANDBS ,ESN ,MIN1,SSD_ 4:2 )}

{RANDBS } X

Fp_:[(BS A MS A X)L{CAVE ASSDGEN)A(BS AMS A X)1O A
BSL{SSD_ A% SSD_BXEYAMSL{SSD_A'S SSD_BM} A
(SSD_ A% ,SSD_B™}=(SSD_A'S .SSD_B=}a
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BS1A-key™ A MS1A—key}S nA-keyin = A-keyis A
~(X1A-key, YA A-keyks = A—keyls n A-keyds = A-key,5 A
(SSD _ A SSD _B) = (SSD _ A% ,SSD_BJ}n

(SSD_ A SSD_B™}={SSD_ A% SSD_ B} A MSLAUTHBS } A
(SSD_A'5.SSD_B'=}#{SSD_Al,SSD_B.}]

MS >

3. X|(AUTHBS %, +CAVE (RANDBS ,ESN,MIN1,SSD _ 4};)}

_aeTsE) A

Fp_ o [(BS AMS A X)L(CAVE nSSDGEN YA (BS AMS A X)LO A
BSL{SSD_ AP SSD_B™)AMSL{SSD_ A SSD_BXS} A
(SSD_ A% SSD_B™)=(SSD_A'S,SSD_BS} A
BS1A-key® AMS1A-key s nA-keyys = A—keyyis A
~(XLA-key InA—keyls = A-key®s nA-key s = A-key}s A
{SSD_ A SSD_B™}= (SSD _ A% SSD _Bi}A
(SSD_ A% SSD_B} = (SSD_ Al ,SSD_ B} n MSLAUTHBS 3 A

(SSD_AXE,SSD_BE} = {SSD_ A} ,SSD _Bly n XLAUTHBS Js n
AUTHBS ) = AUTHBS %)
4. MS|{AUTHBS )¢ = AUTHBS ;; n .}

Fo.o[(BS n MS A X)L(CAVE ASSDGEN )A(BS AMS A X)L® A
BSL1{SSD_ A% SSD_BZ}AMSL{SSD_AS .SSD_Big )~
(SSD_ A% SSD_BX3}={SSD_A;5 .SSD_Bii}n
BSidA-keyZ A MSJ_A ~key S A A-key i = A—key il A
~(XLA—key,  IAA—keyto = A—keyPs nA~keyls = A-keyiii n
(SSD_ A" \SSD_ B2} = {SSD _ A%, ,SSD_Biin

(SSD_ A SSD_B2 )= (SSD_ 4% ,SSD_ B ) A MSLAUTHBS }¥ A

(SSD_ A5 SSD_B!S} = (SSD_ A}, SSD_Bjs} A XLAUTHBS }; A
AUTHBS }* = AUTHBS 1. 1.

wherew: MSh{Q} {SSD _Update Rejection Order} »BS.

Since  (Qapg = Fap_g) and (I,p_s = Fap.g) hold, AP-6 is
correct against attack 2.
As a result, it has been shown that the proposed scheme has
the enhanced correctness. Hence it is more secure than the
1S-95  authentication protocol for CDMA  mobile
communication network.

V. Conclusion

In this paper, we reviewed the TIA/EIA IS-95 CDMA
authentication protocol mainly between the MS and the BS
as a wireless communication link from the view points of
security and correctness. It has been shown that the 1S-95

CDMA authentication protocol might fall into the incorrect
state. To enhance the correctness and security for the CDMA
mobile communication network, we proposed a mutual
authentication protocol, called AP-6. A formal logig has been
presented in order to describe and verify the proposed
authentication protocol AP-6 that is an improved version of
AP-5 : IS-95 based authentication protocol of updating SSD.
It has been shown that AP-6 could have more enhanced
correctness and security than the IS-95 authentication
protocol for CDMA mobile communication network.
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