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Data Conversion Schemes for Efficient Transmission on End-to-End
Asynchronous Secure Communication

Hyon Cheol Chung'

" ABSTRACT

In asynchronous communication data of specific area are used as all kinds of control characters. Therefore,
data of this area must be converted to othet character and transmitted foliowed by control prefix to prevent the
misconception as control characters. This paper presents several methods for characler conversion that prevent
the lengthening of data and enhance the overall efficiency of communication by transmitting with a certain con-
version and without control prefixes on control-like characters occurring when data arc transmitted with
ciphering onto asynchronous communication path. For such conversion, the scope of transmitted data was sup-
posed and efforts were made not 1o exceed that scope. Experiments showed that this method is better in com-
munication speed than the exisling ones and that ciphering has no problem by confirming the randomness of
ciphered data.
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(Fig. 1) Typical Network of Asynchronous Communication
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while(1) {
Getch(byte);
ch = byte & Ox7f;
if (ch<Ox20 || ch==0x71) {
byte = byte * 0x40;
Send_char(#);
}
else if (ch = %) Send_char(#);
Send_char(byte);

(@ $449) AN

while(1) {
Getch(byte);
if (byte = '#) {
Getch{byte);
ch = byte & Ox7f;
_#f (ch 1= #) byte = byte ~ 0x40;
}
Accept(byte);

(b) S48 HA=H

(8 2) Kermit TREZ0[M2| 2o] HO|EAL M| 2H
(Fig. 2) A method of processing control-like characters on kermit protocol
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(Fig. 3) Source and converted with kermit protocol



olWzlz Yol §1g Aeolt} o] F AF FAZGM
Aol ‘Wl HAME ¥ st o B4 £
H QA& wel dfaA velg AL B4y
Aol g Hetok (2§ 29 o)A dolEe g
Kermit9] &9 Ao §2 AaA4E Jeplgled
(29 3)oll IR 2] o]A blo|Eo s =] Ao &
A7t A 4745 Jep A

ae F4Eas) s sidel gEEd dolg
o Zro] A2l o Zh7tE dlo|Ho|A F7=EE ¢
o2 Q8 Srdsor @ Yol T Eovle @
Fel Ak & kermits] S 39 78 E7} 00hoA
1Fh Ate]o] A} 7Fh) ol &} ‘#o di&] ‘#'& 3
4 Frleteiol sln ol FEFH o= 34/1289) ||
o8] F71E fEd. o] £ 4 deolH o9
ol 1/40]7¢2] diolElE 6 $£4 dolste Fgeol
He Aot o] FAo| 4H5HE FA ¥= gt
B4 we $AR04 2o AR HEE AR
¥ $A4HEE JE 432 994R gol g5
F4d8 Ase BAC g8t (g DI 2o
FEAA FAR] B 9 @)e 2o AEA A
& @ F4 HolHE dejd WY )= $48
ZAolt}. HiolH HEF A E o] delHE G538 3
At A @t @ delEe dd g e
2o Ao#A A sopaith o] off EA e
A dAT dolg A4E= $451ed Hojg 3
BYod A= o] delEE 34/128 BT S8l A4
A HE@4o] douiA] &8 F glg Aotk o]F
A HE S5 doly 4gY )M = dolHE
ol A &7 A8 A4A<] TEA S kg
Zlola o] wj i AAAHYN T4 == o] Hol H
o). 4P Fa55e] ¥R e 484 1}
Bl gl

3. B2] HOo{EXE HASH7] $i8t dHlo|E] ¥
By

£ ddMe 29 AoERe] ¢4 FEFHOZ
AA A AAHFERE $A3A &A FZEA
F71 dolEl& 454 F=Ese oy WME
HE ANTG. AAE WL A FrrAold gz
UE 299 ety = fe ol a3 Wil =

i

2 d3g o] &3 W ot

31 YE oo siER =2 e 0|88 WY

B AoMe d2oA 2] AofER AErt Ho
HolE HEN-o x2F HE ©olHE 00h'TF 1Fh
74A] 9] g3} TFh S 2R FeETE S 01889
SEAld Ao dAold 3 HAAAN dt
= ¥y A o] ¥ LEY GIHE
4% vlolE 458 R £33 F2 Pol AL
€ 7] 43 delg g wetd =8 sk Grybln
s Al FAEY HlolE ©9le] date] ofbd Uk
o] g FYIL T Aol u ohE WY
|is g

3.1L.1 Y E 9= sield e e iy

(T8 DY Hojg I += FAFZHE B o
o8 (b)2] FEFFAAM Y48 7] L3 vpolE
G2 W =S FYIHA o] T 29 Ao
EAoIE A9 YEe 39 3 EE 4F delHE
adE Hx A9 U 39 vE Z g9 Y
£ vetd =elges A4d @8 A o] blo
EE ASEn. AoEAE 49 e d9 3HE
&l 0 = 1017 B9 YEe g 0h~Fh F o
3ol E 5 Sl F, 2o Ao AT HA @7
AsA s 49 v 39 3WED T 1 2 3ol
He f2. 989 ExE 39 Ued 9 3HE g
°] 2h~7h °]EZ Hlo|E] WA 49 UEL ol
Habd HER delHs 29 Ao EA7t ohn ¥
Z4 dolg9 39 Y& ety =] s
B FolBE o] | E A= A7 A gt
€ UE. 53 NE GEHAg e e
FRsHEH, AA 719 deolg o s wety =g
Qe FIF 5 HE8 @ deolEHg 39 JEe)
0% 1, %, EE oA HEs sy Ao dolH
A9 VeSS AP Ausid g4 delge 39
HEe] 0,1, 8, B 97 € 4 Q0] et o
Y-S AR AP G2E HolgE ojd HelHz
HEd] FAE o dolH 9] Do)zt &7 43t7] |
Eell $A70M9 EFAGNE HA3F o AXNF
d AFEL FA AT (29 99 U 29
o vty e ol g8 o AEA X Wy



1838 SIZZEMCIEE 22X M3T H75(96.12)

while(1) {
Receive_char(byte):
Getkey(key);
ch = byte * key;
temp = ch & Ox7f;
it (tlemp < 0x20) {

}

Send_char(ch);

1

ch = byte ~ (key & Ox8f);
if ((ch & Ox7f)==0x7f) ch = byte " (key & 80);

alse if (temp == Ox7f) ch = byte * (key & 0x80);

(T8 4) uiers =2|EE & W 5o 2o HoEXE A2sts LY
(Fig- 4) Processing control-like characters with single XORing
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while(1) {
Receive,_char(byte);
Getkey(key);
ch = byte * key;
temp = ch & Ox7f;
it (temp < 0x20) {
ch = byle * (key & 0x8f);
if((ch & Ox7f) == Ox71)
ch = byte * (key & 80);
}
else if (temp == Ox7f)
ch = byte * (key & 0x80);
byte = ch;
Getkey(key);
ch = byte * key:
temp = ch & Ox7f;
if (temp < 0x20) {
ch = byte " (key & OxBf);
if{(ch & OxX7f) == Ox71)
ch = byte * (key & B0);
I
else if (temp == Ox7f)
ch = byte * (key & Ox80);
Send_char(ch);
|
(@ $AA9] Ay

while(1) |

Receive_char(byte);
Getkey(key_1):
Getkey(key_2);
ch = byte " key 2;
temp = ch & Ox7f;
if (temp < 0x20) {
ch = byte *‘(key_2 & 0x8f);
if((ch & Ox7f) == Ox7f)
ch = byte * (key 2 & 80);

else if (temp == 0x7f)
ch = byte * (key_2 & 0x80);
byte = ch;
ch = byte * key_1;
temp = ch & Ox7f;
if (termp < 0x20) {
ch = byte * (key_1 & Ox8f);
if((ch & 0x7i) == Ox7f)
ch = byte " (key_1 & 80);

]
else if (temp == Ox7T)

ch = byte " (key_1 & OxBO);
Send_char(ch);

(b) =219 dghiy

(33 5) viels =2iEe T W Folod 2o MIo[2XE AHaldhs Wy
(Fig. 5) Processing control-like characters with double XORing
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Encrypted_Data = remap({map(Source_Data)

+Key) mod 190) )
Source_Data =remap(map(Encrypted_ Data)
-+(Count * 190) —Key) @

Z} Aol A g4 ‘map’& (29 6)of tiebdl wps}
o] Zt 19 £A& Hla3le 20h X 41hE MFE=
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while(1) {
Receive_char(ch);
if (ch < Ox80) ch = ch - Ox20;
else ch = ch - Oxd1;
Getkey(key); [* 0x00 < key =< Oxff */
ch = (ch + key) mod 190 /* Oxbe *f;
if (ch < 0x5f) ch = ch + 0x20;
else ch = ch + Ox41;
Send_char(ch);

(a) $AA2) H@uy

while(1) {

if (ch < Ox5f) ch = ch + 0x20;

Receive_char({ch);

if (ch < OxB80) ch = ch - 0x20;

else ch = ch - Ox41;

Getkey(key); /* 0x00 < key < Oxff */
while(ch < key) ¢ch = ch + 190;

ch = ch - key;

else ch = ch + (Ox41;
Send_char(ch);

(b) =4A2] HEg

(3% 6) BN == Hit2 0|23l 2o Mo EXHE X 2lshs WY-(i)
(Fig. 8) Processing control-like characters with modular addition-(i)
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while(1) {
Receive_char(ch);
if (ch < 0x80) ch = ch - Ox20;
else ch = ch - Ox41;
do {
Getkey(key);
} while(key >= 190)
ch = {ch + key) mod 190;
if (ch < Ox5f) ch = ch + Ox20;
else ch = ch + Ox41;
Send_char(ch);
H

(a) 4419 A

while(1) {

- ..~ Send_char(ch),

(b) F41x19] gy

Receive_char(ch);
if (ch < 0xB0) ¢h = ch - 0x20;
else ch = ch - 0x41;
do {

Getkey(key);
} while(key >= 190)
if (ch < key) ch = ch + 190;
ch = ch - key;
if (ch < 0x5f) ch = ch + 0x20;
else ch = ch + O0x41;

(23 7) #31 mE=Z 42 0|235}0] 22| Ho|l=AtE &2|sh= g - (i)
(Fig. 7) Processing control-like characters with modular addition-(ii)
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