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Security Interoperation of Network Management Systems
using Role Lattices

Jae Hyeon Seo'! - Tae Yeon Kim'!' - Bong Nam Noh 't

ABSTRACT

As the size and complexity of networks increase, it is difficult to manage the whole network using single net-
work manager, thus it is more reasonable to manage the network using several network managers distributed on
the network. Security interoperability should be supported among network management systems(NMSs) that use
different management policies. In this paper, an algorithm that makes it possible to take a role into a role
lattices is suggested to provide security interoperability among NMSs that have their own role lattices. In ad-
dition, security constraints are proposed to maintain the confidentiality and integrity of information by
dynamically modifying the access rights of roles as the state of a system changes. Also, the security constraints
are expressed using ECA rules in this paper.
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