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A Statistical Test for the Nonlinear Combiner Logic

Dul-ok Sung' - Sang-uk Shin 't - Kyung-hyune Rhee''

ABSTRACT

We propose a statistical test for the nonlinear combiner logics which are usually combined with two maximal
Linear Feedback Shift Registers and generate pseudorandom bit sequences. This test uses the mutual information
between the output and a set of inputs which will be a random variable and its distribution is obeyed to an ap-
proximate X>-distribution. We adopt this statistic to a X*-test of independence by using contingency table. We also

apply a proposed test to some non-linear cryptosystems and show that this test is useful to evaluate the strength of
the cryptosystems.
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714 (z,): m-LFSR12] £&54, (b):m-LFSR29] &
#Hadolt),

JIKSHEF:
Input:parameters:2 LFSRs < L_,-, C;(D) >,
key: initial states a}’, ¥ of the 2 LFSRs.
Fori=0, 1,2, .. do
a. Shift each LFSR
b. Compute kth J-K flip-flop function for corre-
sponding pair of LFSRs
=" P yi(0 @ &P D a?)
c. Collect four keystream bits as 2; +x=yP
Output : the sequence of z;, =1, 2, ...

3.1.2 SUMMATION Generator
Summation Generator[2]= 92 4492 280,

SUM B4 fiZv—Z, 2=} u% AAse 4349
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SUMMATION Generator:
Input: parameters:2 LFSR < L;, CAD) >
Key: initial states of the N LFSRs and carry Co
Fori=1,2, .. do
1. Step each shift register once to produce
Xliy Xdiy vy XNi -

2. Compute the integer sum

Si=Y ag+Ciy
k=1
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3. Set
mod 2
S;
Ci=| > ]

Output : the sequence 2, =1, 2, ...
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Mutiplexer generator:
Input: parameter:2 LFSRs < L;, C;(D) >,
h and control vector j=(jg, 71, .... fa—1) such
that o < jo < /1 < .. < Fh-1 5 L1-
key:initial states s§’, 5§’ of the 2 LFSRs.
Fori=1,2,..do
1. Shift LFSR, LFSRa
2. Compute the integer

h—1
= kZ 258PGw
3. Extract
z=sPO@) (0 {0, 1, ., 2"=1}e A {0,
L1128 3 ’%‘%‘-)
Qutput - the sequence of z;,i=1, 2, ...
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Input:parameter:2 LFSRs < L;, C;(D) >,
k and control vector 7= (jg, 71, .... J&—1) such
thato < jo= /1 < o< Jp1 = Ly -
key:initial states s}, & of the 2 LFSRs.
Fori=1,2, ..do
1. Shift LESRy, LFSR>

2. Compute the integer

i-1
a=" 250

I=0
3. Forj=0,1,..ado
Shift LFSR2
Outpul : the sequence of %, i=0, 1, 2, ..
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B2)HE SH2 gt
{Table 2> Resalts of statistical test

N |M BRM MUX SUM J-K
5| —1.46202| —4.00674 2.12924| —3.84709
6| —1.59632 —5.4462| 11.54360| —0.04816
5 7| —1.10360| --6.30431| 2260290 391123
9| —6.98028| —6.98028| 57.72990| 1531170
10| —6.67777| —7.39547| 85.99350| 24.82990
11| —691735| —7.39557) 125.64200| 38.44210
51 —0.47053| —1.61739 0.06182| =3.21434
0.51023 | —5.30255| —3.98463| —5.56617
6 7.01255| —5%.05062| 31.04720 712281
—5.01750 371502 —9.18362| —10.27690
10| 2087450 50.12910| 120.30300 40.63080
11 5284650 —10.6499( 17599700 62.26730
0.10237| —1.69272| —0.08644 | -—5.26835
6 | —1.142521 —9.21944| 13.02140| --0.29631
5 235949 | —3.77503| —846703| —9.99472
9 248916 041376 | 78.24280| 17.30080
10 | —13.94450| —14.63060 | 164.16600| 49.68180
11| —13.55190 | —14.55360 | 240.55700| 76.75840
5| —3.30028) —4.021630 9.51589| —7.67306
6 0.87528 | —18.76170| 30.048%0 —4.20503
9 7 0.49363| —14.35130| 59.73900|  5.85942
9 | —10.06060 | —17.39580| 108.92500| 46.68780
10| —3.77740 | —12.83550( 19121500 39.74300
11| —6.76153 | —28.45220 | 438.60600| 140.05500
5| —3.24132| —16.39810 3.83060 | —14.32570
6 0.79309 | —25.76640; 37.86160| —5.27481
i 7 0.04485| —18.47030| 91.39340| 12.94890
9 22.57830| 57.78870| 256.56700| 67.45290
10 2245110 112.83000| 325.83700| 87.92350
11 0.04456 | —15.04400 | —16.39970| —20.47730
5| —2.33174| —17.11868 3.20204 | —17.52320
6 | —1.83953| 31.97650] 32.26240; —15.67040
1 7| —2.66712| —27.12290 | 68.52490| —5.76628
9 3.74604 | —15.10380| 23549900 44.96600
10 | —20.34190 | —30.01740| 493.35400| 137.85000
11| —0.17287 | —14.59190} 404.90900( 74.14420
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